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Abstract : Tt is unrealistic to detect complicated network attacks based on traditional intrusion detection methods (TIDM) because of the TIDM
algorithms emphasis on observing behaviors of independent event, which appears to be lack of the analysis of the interplay among events. The
detection method based on relations among sub—events in complicated network attacks has been put forward in this paper. The example shows
that method which are designed in this system can effectively detect the attacks.
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E =<ID,Time ,Source_IP,Dest_IP,
Begin_Time ,End_Time ,Pre_Info , Post_Info>

3.1
E, ks,
, during ,precedes
H — s E,.Time - E,.
Time=E;.Time - E,.Time ; —_—
3.2
1
.equal. E\.Begin_Time = E,Begin_Time equal.
E\.End_time = E»End_Time
starts. E,.Begin_Time = E»Begin_Time Jnv-starts.
E.End_Time < E,End_Time
.meelts. E.End_Time = E,Begin_Time nv-meets.
.before. E.End_time < E;Begin_Time .afier.
, E,.Begin_Time > EBegin_Time dnv=during.
.during. . .
E,.End_Time < E,End_Time
precedes. E.End_time <= K, Begin_time succeeds.
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:E1.Post_Info=E2.Pre_Info, E1.Post_Info \ E2.Post_Info=

E3.Pre_Info, Pre_Info H
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Attack2 TCP Target2, TCP R arrangement { Land+TCP_Serial | ,
,Ping-V Ping , Ping :
SYN+ACK SYN+ACK UDP_Scan_12709, Ping -V, Tcp_Connection is functional
arrangement ;
( 3). ) “, UDP_Scan_12710, Abnormal_Scan, Flood is functional
1P B arrangement
UDP_Scan_12709, FTP_CWD, Smurf is functional
Pl.-f-l Sl n-:-]--E::-'I.Il famwf acn i | ¥ """’“"""'""‘1’1'“‘“""‘“’"" | arrangemento
; D
I_. T W [T | [ 1 cormanit st poss povinpss | :
+ﬁ|. & asn (Sec (12709),Sec (12710),Sec (13599),Sec (16 126))AND (Sec

br e raas Feanfigs - Cepfimmsher T2 |
U {Srrrimnr i) =i = Srcoo Al |
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Land TCP N
(Tep_Connection  Ftp Login) | DNS—-Query .Smurf o
( Snort ~ WinpCap ), N
IDS (Snort) . (WinpCap)
2 o Snort
WinpCap ,
2
/ 1D Time P 1
UDP_Scan 12 709 10:11:01 192.168.0.11 192.168.0.21
UDP_Scan 12 710 10:11:07  192.168.0.10 192.168.0.22
Ping-V 13 328 10:11:11 192.168.0.11 192.168.0.22
FTP-CWD 13 551 10:11:45  192.168.0.10 192.168.0.22
Land 13 599 10:11:47  192.168.0.10 192.168.0.21
Dns—Query 15711 10:11:52  192.168.0.11 192.168.0.21
TepConnection 16 126 10:12:00  192.168.0.11 192.168.0.22
Smurf 16 474 10:12:06  192.168.0.10 192.168.0.22
NetUse 17 031 10:12:11 192.168.0.11 192.168.0.21

{Sec1(12 709)-equal - Sec(12 710)}AND{Sec(12 710)-precedes -
Sec(13 599)}AND{Sec(13 599)-inv—startsl+ Sec7 (16 126)};

(UDP_Scan12709). Dst_State =busy)AND (Sec (UDP_Scan 12710).
Service_Class=connection).,
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