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Conflict Checking and Solving of Separation of Duty Constraints in RBAC
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Abstract: The conflict checking and solving of separation of duty constraints were particularly discussed in RBAC we researched these
constraints’ typical examples in authorization relations of the permission—to—role assignment (PRA), the permission—to subject assignment
(PSA), the role—to—subject assignment (RSA), and the definition of a role hierarchy (role—to—role assignment, RRA). The arithmetic analysis of
conflict checking which links with the theory of directed acycline graph (DAG) was provided. It will be a basis for practicall application.
Furthermore, the conflict solving was further discussed in the paper. Several schemes are summarized and achieved imitating experiment.
Subsequently, we provided an optimized solving method for the further work.

Key Words: separation of duty, conflict checking, conflict solving, directed acycline graph, role hierarchy

CLC Number: TP301 Document Code: A Article ID: 1000-7857(2005)12—-0040-04

:2005=10—20
; E-mail:bjcuizj@163.com
;E—mail: chzhoo@bit.edu.cn

4 4] , . [M]. : ,1999.
1) , , (5] , . [J1.
1999, 30(5): 383~386.
2) [6] SHI X M, CHEN F. Stability of lutein under various storage
conditions[J]. Nahrung/Food, 1997, (41): 38-41.
7 ) , . [J]. ,2003,
0.85 mg/g. 13(4): 10-12.
3) IAA - IBA » [8] SHI X M, CHEN F.YUAN JP.et al.Heterotrophic production of
o lutein by selected Chlorella strains [J]. J.Appl. Phycol, 1997, 9:
( : 445-450.
o) [9] BOROW ITZKE M A,BOTOW ITZKA L J. Micro -algal
biotechnology[M]. Cambridge: Cambrige University Press, 1992.

(References)

[1] CHEN F.High cell density culture of microalgae in heterotrophic
growth [J]. Tibtech, 1996, 14: 421-426.

[2] KYLED. Production and use of lipids from microalgae [J]. Lipid
Technol, 1992, 4(3): 59-64.

[3] BOROWITZKAME. Microalgae source of pharmaceuticals and
other biologically active compounds[J]. J of Appl Phyco, 1995, 7:
3-15.

40 Vol. 23 No. 12 2005 (Sum No. 210)

[10] GLADUE R M. MAXEY J E..Microalgal feeds for aquaculture[J].
J.Appl. Phycol, 1994, 6: 131-141.
[11] , . [J].
, 2005, 27(4): 408-412.
[12] MCAULEY P. Nitrogen limitation and amino-acid metabolism of
Chlorlla symbiotic with green hydra[J]. Planta,1987,171:532-538.
[13] : : [J1.
, 1999, 16(6): 696-700. (FEsm4% = E)



CUI Zhong-jie, et al . : Conflict Checking and Solving of Separation of Duty Constraints in RBAC

(RBAC)M
o ,RBAC
° RBAC
, - RBAC
B RBAC o
) RBAC,
RBAC

o

LU TEE | L fe- " BB AeEE XN DN P AN S s

LI MENE | W BIEENEYE ] il
‘ ’ Wl - ek Wi =FAwANE
.
- E l==.
—_— = - o '1
q H
LI O] B 4 5ot Sy J E [
oW Pm— Ty
LN -
o
- B H 1
= Jeem
& i i
HEEE == FEIE ——s AREIHAEERTT
1
3]
o
o
o
o
o I

- mEEFE (RRAD

[ FEI I l B L 11

EE o= MR LS fE 4 HER — BE

TRSA TFRA )
h_® i ®
T B R |
[ PSA D

2 RBAC
2 RBAC NN .

o

7 (PSA) ¢ -

"(PRA) . * - "(RSA) .
“ - ”(RRA)
1
o la) ,
o ( )
o 1b), R, R,
Shjecti, s R, R;s
Shjecti,  1c¢)
PP , R, P,
P, ,
L " ™ &
- L= =
_,-""h' = B A, 1-:.-'-
o ﬂ. e L '|
., 5 b CH i
L o L/ o R
" i N, >
[ i

TN - WRE R R P R
3
3 4] .
o 3a) R, R, °
. . R R,
R, ( R.) R,
( Ré) o ’
R, R, , R, R,
R, ,
( R) o ,
, 3a) o
o 3b) P). PL [} ,Ri
R4 o 5Ri
R4 5 5 7R| R4
o , PP,
Rl R4 )
3
(SSD),
° SSD
3.1 “ - ”(PRA)
4 PRA o 4a)
P, R, o P,
Pn ) o s R3
P P, o 4h
o Shjecti R, P,
b, Rio 4a) ,
23 2005 12 ( 210 ) 41



(#.4 Ir

s A
i REVIEW

>

RBAC

“«

=

=4

I ———

o, — B

o

i

::;'44.* ;r:...-.-- l:::_:\-!h.l--;-'l"'.
‘T ET ] asasg [EGFRAES i 1) I T T E S
4 PRA
PRA s
Shject; PP,
3.2 “- "(RSA) “ -
" (PSA)
Py e K, B emom B - [ER .
¥ b - L
ol ol x i
b ———s rfed K ——i-. i
X | |
Ao N
._F,_-.:- k [ ] - -]
i b
Lk sz WAMARNER = =k RETFNWHAEE
5 RSA PSA
5 « _ o« _ »”
. 5a) P, P, s Shject;
R, P, Shject;o s
R Shject;
PP, o Sh)
s R, Shject;,
R, R,
3.3 “- "(RRA)
L] . B sissisiaem finmm
[ = pam o
.: ll 3 '"k ' -u g
1 L ] n ] [
! o _ =
v 9@ Ty ®
. R [ [
] L]
WEEE el FEPrAHAEEl —-=k@ EFfoFim=s&
6 RRA
6 RRA R
s RRA
- 6a) , R, R,
o Rn o
R; R ,
. ,Rn R, R,
6h) ,

42

Vol. 23 No. 12 2005 (Sum No. 210)

R. R, R, R, R. R, o
R, R, o
0 R, ,
R, R, 6¢)
Shject; R, R, R, R, ,
R, R; o
6¢c) , R, R; ,
Shjecti R, R,
4
N , (DAG)
( ) o
15] ,
4.1 DAG
1: R, R, Al(uth)
uy R, 5 Az(”z, Rz) Us R, B
A=A su,, A A, s conflict
duties(4,,4,),
:R=-R,, A,u; =Au;—conflict duties(4,,A4,)
2: Py Py, Al(ulyPl)
uy Py, Ay, Py) Us Py,
A u=Asu,, A, A, s conflict du-
ties(4,1,42)
:P=—P,, A u=Aru;—conflict duties(4,,4,)
s u; N N
4.2
ANS),R,P) AyfSy, Ry, Py) ,
A R=AR\(R, R, ) ALP=ALP(P, P, )
;DAG(V, E) , S N
R P o DAGl(Vl,E) Valst
Vi=waisi Vi, 0, Vi) m ,DAG,(V,,E)
Vs V2={”A252’vk+177)k+2’ yvkm—l} B
n s VinV,#@, A,y A, o
(depth first
search) .
5
5.1
4
51.1
(6] .
o Miro
171 .
A 7 A,
. oA A,
uy o s



CUI Zhong-jie, et al . : Conflict Checking and Solving of Separation of Duty Constraints in RBAC

’ A A, 1

’ ) o

0.85 0.79 0.67
0.82 0.81 0.66
0.90 0.65 0.59
0.98 0.91 0.89

[T ISR

’ ° 30%~51%,

° RBAC

(References)
’ ’ [1] FERRAIOLO D, KUHN R, CHANDRAMOULI R. Role —based
’ access control. [M]. MA USA. 685 Canton St. Norwood: Artech

’ ° House Inc, 2003.
[2] SIMON R, ZURKO M. Separation of duty in role —based
: ° environments: Proceedings of the 10th Computer Security
s Foundations Workshop [C]. Washington, D C: IEEE Computer
Society Press, 1997.

[3] LUPU E, SLOMAN M. Conflicts in policy —based distributed
systems management [J]. IEEE Transactions on Software
Engineering(Special Issue on Inconsistency Management). 1999,
25(6): 852~869.

[4] SANDHU R, FERRAIOLO D, Kuhn R. The NIST model for role—
based access control: towards a unified standard: Proceedings
of the Fifth ACM Work —shop on Role —Based Access Control

5, :
1) PA)>PB),0A)>0(B) OA)=0(B),TA)>T(B)

2) PA)<PB),04)<0B)  0A)=0(B), TA)<T(B) (RBAC00), Berlin, Germany,July 2000 [C]. Bevlin: ACM Press,

3) 0A)=0B) TA)=T(B) 2000.

PA) PB) AB . 0(4).0(B) A [5] BUCKLEY F, LEWINTER M. A friendly introduction to graph
T(A).T(B) A B ° theory[M]. Prentice Hall, 2003.

[6] LUPU E, SLOMAN M. Conflict analysis for management policies.
Fifth IFIP/IEEE International Symposium on Integrated Network

124 3 , 6a) Management. San-Diego,1997[C]. Chapman & Hall, Ltd, 1997.
60 , [7] STEGMANN C. A framework for authorization policies [D] . 2229
15, 3 ) Route des Cre'etes, F-06904 Sophia Antipolis, France: Institut
Eurécom, 1997.
6 ’ , o (FiEshih E ¥)

( ( ))2006

; — ( )) 2006 1 (1)
;(2) ) ; ( ) - ) ;(3) 5 (4)
. (AH %)

23 2005 12 ( 210 ) 43



