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Abstract: For the complexity of coordinated attacks, it is difficult to detect them efficiently by using the traditional methods such as
misuse detection and anomaly detection. Based on the research work on the hiberarchy and reciprocity of attack behaviors, a solution
for detecting coordinated attack with the conditional association and temporal method was suggested. A kind of attack representation
that suitable to association analysis has been introduced.
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Abstract: The Stochastic Point Process was used to simulate attack processes that network systems might suffer from, and the transi-

tion probabilities matrix was constructed to simulate the impact of attacks on a certain system. By varying the state of system in the

simulation, an analysis method to quantitate survivability of network systems was developed.
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