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LLM Modules Risks Description of Risks Sub-categorized Topics
__________________________________ .
i The LLM-generated content sometimes contains biased, ! . . .
Harmful Contont = — : toxic, and private information. | © Bias * Toxicity * Privacy Leakage
...................................
I
Untruthful Content G S LU e Factuality Errors ® Faithfulness Errors
Output Module ll Information. :
issatsitataiiaaiaicpin sttt
Unhelpful Uses ! Improper uses of LLM systems can cause adverse social E * Academic Misconduct e Copyright Violation
et L, padls. ) ® Cyber Attacks » Software Vulnerabilities
T R B RS Tt ]
Software Security : The software development of LLMs is p E * Progr ing L * Deep Learning Frameworks
—§ 7
sesiies s B } * Software Supply Chains e Pre-processing Tools
B D O T T ey
Hardware ! The vulnerabilities of hardware systems for trainingand | ¢  Network Devices .
Toolchain 5 g a ) * GPU Computation Platforms
Module Vulnerabilities i inferences bring issues to LLM-based applications. | » Memory and Storage
(L S (. S50 . . (5. £ B .0 O 0. . A h)
Issues on | The external tools (e.g., web APIs) present trustworthiness; ®  Factual Errors Injected by External Tools
External Tools ! and privacy issues to LLM-based applications. E s Exploiting External Tools for Attacks
o i e e s i il i i e i i e
................................... N
| The model is trained with personal data in the corpus and ! i o * Memorization in LLMs
Privacy Leaka — | ! ® Private Training Data
.  _unintentionally exposing them during the conversation. | ¥ o Association in LLMs
___________________________________ .
Toxicity and Bias :&Msmmmmmmusmmmw;
Tendencies > ' stereotypical bias into the training data. | * Toxic Training Data *® Biased Training Data
Language Model B S e o B e
Module e :' LLMs generate nonsensical, unfaithful, and factual | ® Knowledge Gaps * Noisy Training Data « Defective Decoding Process
il RS incorrectcontent. } * False Recall of Memorized Information ® Pursuing Consistent Context
----------------------------------- ] 5 D z e d
e im:mmmmummmﬂmmu: = Attacks  F Attacks » 0 Attacks
! steal valuable information or lead to incorrect responses | © Inference Attacks © Evasion Attacks ® Novel Attacks on LLMs
----------------------------------- L) N N
Not-Suitable-for-Work ' Inputting a mmm an unsafe topic (eg, not- }  * Insult o Crimes ® Physical Harm
(NSFW) Prompts ! rk (NSFW) ) bya benignuser. |« Unfaimess * Sensitive Politics ® Mental Health
Innm L l‘- ---------------------------------- ‘I GoalH ki 1] Jailbi k:
Engineering an adversarial input to elicit an undesired * Goal Hijacking * One-step Jailbreaks
Adversarial Prompts —»- | 1
:‘ model behavior, which pose a clear attackintention. | & promptLeaking ® Multi-step Jailbreaks
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Review of cybersecurity technology hotspots in 2024

SU Purui, FENG Dengguo”

Institute of Software, Chinese Academy of Sciences, Beijing 100190, China

Abstract In 2024, countries around the world continued to increase their deployment of cybersecurity strategies, issuing relevant

technical guidelines or management policies for security issues in emerging scenarios such as software supply chains and big

language models. China also further improved its policies and regulations on cybersecurity in response to new situations, new

problems, and planned and guided constructions of cybersecurity systems, and regulated the development of the cybersecurity

industry. In 2024, researchers achieved a series of breakthroughs around hot topics such as data security, artificial intelligence

security, quantum computing, and software vulnerabilities, which were expected to further enhance the ability and level of

cybersecurity governance. However, current cyber attacks continue to occur frequently, with APT attacks, ransomware attacks, and

other cyber attacks posing a serious threat to global cyberspace security. In the future, it will be urgently necessary to develop new

technical capabilities and technical systems to provide support for building a safe and healthy cyberspace environment.
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