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A study of top—level domain name hosting in the root zone

CHEN Wenyu, HE Shuo, LI Hanming, XIE Jieling, ZHAO Qi, LENG Feng’

China Internet Network Information Center, Beijing 100080, China

Abstract The Domain Name System, as a core foundational resource of the internet, relies on the stability of its Root Zone to ensure the
operational security of the global domain name system. Based on Root Zone top—level domain data released by the Internet Assigned
Numbers Authority this study analyzes resolution service addresses of top—level domain authoritative servers to reveal the centralized
characteristics of current Top—level domain name registration and hosting practices. The research findings indicate that resolution services
for 1,458 active Top—level domain name s exhibit significant dependency on a limited number of Top—level domain name hosting
institutions. Specifically, Afilias and Identity Digital Limited host 32.58% and 32.17% of Top—level domain name s respectively, with the
top three institutions collectively accounting for over 90% of hosted Top—level domain name s. Quantitative evaluation using the Gini
coefficient shows that Top—level domain name hosting resources reach a centralization degree of 0.83, substantially higher than the 0.44
measured for registry management, indicating severe oligopolistic risks in the hosting sector. The study warns that overly concentrated
hosting architectures may introduce single points of failure risks (such as regional cyberattacks affecting multiple Top—level domain name
resolution services) and undermine the diversity of the domain name ecosystem. To address these challenges, the research suggests
promoting self—built authoritative servers by Top—level domain name registries, optimizing hosting institution qualification mechanisms,
and exploring blockchain—based decentralized domain name resolution technologies, aiming to enhance the Root Zone's risk resilience
and long—term stability.

Keywords root zone; information analysis; domain name hosting; centralization
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