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High—dimensional twin—field quantum key distribution improves the
security of electric power systems

HAN Jiajia', TANG Yize', DAI Hua', XU Sicong?, LU Yuxiang’, MA Haigiang”

1. State Grid Zhejiang Electric Power Research Institute, Beijing 310014, China
2. Anhui Jiyuan Software Co., Ltd., Hefei 230000, China

3. School of Science, Beijing University of Posts and Telecommunications, Beijing 100876, China

Abstract In order to improve the security of wireless public power systems, a solution based on high—dimensional twin—field quantum
key distribution is proposed in this study. The scheme employs polarization and longitudinal momentum coupling for high—dimensional
quantum coding of a single photon, which enables the photon to carry 2—bits of information and is subject to only one—sided channel
attenuation. Simulation results show that compared with the traditional two—dimensional protocol, the security code rate of this protocol is
improved by nearly an order of magnitude. Additionally, it has the capability to surpass the transmission distance limitations imposed by
relay—free key rates, while the quantum bit error rate is only 0.04. This solution significantly improves the security of the wireless public
power system, and provides a new option for reliable power transmission and data communication.

Keywords two—field; quantum secure communications; quantum key distribution; wireless public power systems
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