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7 WU T R R M AE 2022 4F NIST #Y J5 B 1
A PEH o, MLWE [B) 35044 38 /) Kyber F Dilithi-
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ANSBI B IN 4 A R BSCRR 23 7 A — A B A8 R T HES
B2 TIT5E . I, 2% 44 07 R b T 4K
WERECh B B AR,

BT AT S AR Y S R ARA R HET
SRR — RO R . S R SR O e
# W TAEJ2 i Bostan 55""7E 2008 4F 58 LAY .- IR
A , David Jao 7F Bostan 251 & BO B BLmit 27
T EM R, ZEW R LA T R
SIKE B35 I 4 NIST fir 252 . w7 S [m) P m] LA
— e Z2 I R RS B 55— > 22 I R,
iy 24 %% BH A4 o A AR 25 5 1 Z2 30 =X ek Eth
2 1 AR — NI O RLEH o 5 T A7 S 15 i
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SCER L AT A A DO RERSEER 1 T /EALEE LA K v] RE
Z WM M 2R A, S OGRS SR
R, E PR T EL A B ok 1 B A
¥, A ST ZR Ge A A5 1 Yok i fig
2.4 RE£SoCEHEMBEA

HAZMIIEER A I &4t (System on Chip,
SoC)FE I FH H o 4 P 34, o 75 S o 4 T 1) 2 4
Bt WFEI R 2R R 1) J5 TSR A 1P,
KI5 SoC v 1 oAt L 2 55 D RERS BT HILAL G, 5
LS B PR \TIFE e M N e Gk ) -, $R B
BT SARTIAE 7 R 22 ) i I B34 i . 7
IR - R ER SoC IS 5 (148 A AR AN S R v
() ELAR R , 78 UG 2 SA R A P IE DX
AR R S e TR BT RS R R A
By IAIE R R RS, I8 40 U 10452 f% 50
YA

3 REFEBGHRL

ERSY AR AN ol AN SRR 7/) IS LIS
S 9 AR AL 22 B 75 7 T8 TR R TR A3 SR o i A
g PR ARFEA T I R, 2R B 2 I 55 A S
Bl bt PEAT i B IO AR B P EHT I S 1%
R R s 2o AR R e T
A8 B AN R 2K T 1) 3 1052 RS A E 2
PR T 5 1 A 2 e 55 -5 R G Y
PR AR T S R SR R BRI PR DT 1]



—t

24 www.kjdb.org

RIS 2024,42(2)

3.1 RINEEEFELER

BLT 0 5 1 B AR S B e Al B T R A i
Il TRDFE R S, BT HRNEE T
W RGP RS 2 I 0E 5 REFE AL 1A%
O 8 H X 2 58 3 AT AR DIAE S5 AR BT T 4
AP S Bk, B R RAE AR AE T 2
RFEROR TR 250 R IR G B R B 04514 5
1117 22 30 20z 55 ) A0 A U B 22 3 el B v i D e 4
A IR

RAEGRAE NN R G S, % O BEHIL AL 4
ERIEAT R AL, DA & B oA h A iR B 20
TR B 1 45 200 R A 5 B Bl (Gl 2 0
O3 ) S AR BB R AR BT 3 A A AR AR
R 22 280 Poppelmann S5 tH —Fb i B 1k
1Y Bernoulli R AE#S , {8 FH Bernoulli A5 R 5 44 1)
TEBOTA B R 40 50k iy, B 24 BURAE AN
SR AE ] (3G, S5 S X 30 v B A1 ) e
SEHL R ELAT AR AR AT . Zhang FFPOSE L T AR BE IR
32 FRUE A rh s A T B R SR A KRR A 3R
O3 AR I3 AN [) 5 B Bk AT AR AR A 7 5%
ol 20 o ABE AR Hh A [] 1) T S R 5k 20 T 4,
I3 o Al R A 1 5 UL ) B AE ULty o Zhao
G o R A [ s 5 R Bk v 22 S ORG240 R
FESRIEAT RS, SR ] 2 A0 0 SR AR R 254, 1%
RHERAE I R b a4 2, S 1Ay SR A 5 YA
H16.5% 1Y iR RERSCRAE o I ACRAE 28 O B AL
B AR 2 AN R B, O 1S LI AL (Ham-
ming Weights) ()25 5% , LIZE AR R 25 o = /2
IFEAS . Bisheh—Niasar 5%/ iof 17 4 52 22 14 5 9
e L PR R Y SR L AR B B RS 1Y Kec-
cak 120 5 CHCRAE SR  FATIL ZWURAE L AR, HAE
24 R 25 0 SE IR AT

ARAE T 38 A0 R A R 5 1 Y B B R A
e LA REAB I, % Z2 s ALY RE UL
ot ik — 2D BEAR T R G IIAE . P s AR
(number theoretic transform, NTT) J2& il 1% 2 il = 7fe
EI AT I B R A RN T i 2 — izl
TP BV AE B AR BRI . FNTT 1935
TP o 5 1 ) 2 A B8 BN A7 T3 (] — bkl b=

PEAT AR R 8 B, 3 2o D D X 5 A7 i 2 7 [l Uk
FORBEARIIFE . SR s TE 718 0
1777 525 TH B NTT 300328 5 i 22 i (51 e
BT R A B T B A T Y
Az BT AL, S o e PR AR S I BURLE B R fkiz
TG LSS o TR AN TR S Rk 2R B
0 A AR A NTT, W] DARE AR iz ik 78 o 9 2 25
FEINRE . ML TH 5| B T TR B I T A
et dee/IVE™, BEAS K /L 126 AR R A ) AR A
WHL . REUAT Y R sk 2 1 2 Tk AR 4 e sh
VABE AT B METE iz B e R, T U R i D e
e,

FE[E R4 # T 24 B¢ Utsav Banerjee BF 57 A1 A T
2019 4515 YR H —Fh 22 128 S Bk I 1141 i
AT JC B AR A A B AR, 9 58 B 40 nm I A
o A AR A A DAL ST T Ik 2 AR
) DI FERE AR 124 K [T HLB& 19 90/, 1T D) S HE
NISTJ& & FARMEIL I FE A 5 — 48 P i 2 A T A%
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1E0.7 V FAERELL 334 wW (@10 MHz) (I #EisT,
TEAUH 10 KB NAFRYIE B0 T 5288 1 2 80 5 I 1
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PE 24T 55 I B B n] AR SR v AT Y s M AR T T

T1, TK R S5 K 5 A 1) 32 BB TR T LA A%
WIS R

Gottert ZPHE T 1 Ring-LWE A8 5
SRR S, AT AT A SR, (58
B NTT 32 55 i 75 22 9 s A ST 858 31 e /M, R I
HA W s AR HBOHU % IR T iz BbEfE
X —FE AT, FLAE A 5% 5 T4 S A L P K, AR AR
KIOPEAZS (8] o S5 BR300 i 25 5 | 6 L)
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BN AR M R e KAl . B A R 1 3L T 4-NTT
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e vk 38 SR T AR BE {24 9% T B 0 v AR
HE— 25 A 38 0 A7 B T DA A AR R 4 4
PRSP E A L Aikata 25058 T R A
[} 57 5 22 W A Sfe v i 5 v AP At A BRBLAR, 45 5 P
G A P BE LA s, SEEE 1 Kyber # Dilithi-
um FORE (3 31, REAEAE 28 nm ASIC PEAL ik 5] 2
GHz B . Giineysu SR 1T 2 I T 45 M9 19
NTT 2 58 B0 R S T80 26 44 07 S vh i W FE R
20 e 18 R = R TR

HIS 8 K 2% Mohan 264 J5 2 T % i B0 - 25 44
77 % XMSS (5 SPHINCS+%. 12 [A] ) 7F 28 nm T ik
A7 ASIC SZ PR, 38 28 587 B 3 7K 2k XMSS Leaf 4544 i1
AR A R L TR . XMSS Leaf I #%
FEH Merkel 75 B JR4EE X — K% 44 (Winter-
nitz One—Time Signature, WOTS) Fll L-tree & £ 4
B o WOTS 2% & 1] LUAE Jy % 4H 31 J& (Key Expan-
sion) FlfE X (Chain) 1% 3% , I DL ZK 42 B3R it 7K 46
i1,

TS 45 1) S BB 43 7E T 4R XMSS 1 3 /K 4%
I SHA-256 Jill s A5 B | Fk A SHA256XMSS, % A5
SR XMSS # e A~ [ B 1) % 0 ig 55, T aa
Merkle £ ] — >3 3 5L (Leaf) , WA 3™ o XFF
SHA256XMSS, %% bR A1) S R 38 H 2 OG5 B A%
Sk e SR JE ) S B R DA ATUHE 2 S B AE e G 22 A R
K G EA AP R LRk T, il
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Mo SCHE 4 A A BIANR — A ey A6 B 5 )
BE, R — A A T AT IZ08 58, 5E B vl BE
AR BT B p RS . RIE R IR T

Merkle " —
Tree A [ \"]

AL 5y AT 70 5 Leaf 0] LUIFAG TAEAT IS
i, Sy A0 B HAd g A EATIRAT AL B, STt

O XMSSZA4H
ey Height h
o N L-Tree
O é) | H Height [log(])]
X A~ A Q
[ ] | |
» 999099 woisad
Step w-1
] WOTS FA%H

[ chains [ chains

[ chains

3 XMSSHZ5H

R XMSS il i #5876 28 nm it Tl CMOS T
SHSZEL T XMSS Leaf il 8 #5 19 9F I 7K £k AL 7K
LR MRAS I AT T X H L ASIC 52 B8 A AR
ME 4R . ZHIFTRITH 50058 5 F
e 7 RE RS TARTERS s B B BRI, K G A
BERSTERT 4 1011 MHz(@0.99 V) Fiafr, ik
MAB TR AL i 4 3] 823 MHz(@0.99 V), H
SRR LB T BhLes el Tk fe , (H IR 2
7 ok A Y R B AR DAL 4 0T DL B I K 4R
XMSS Leaf J3# 2§ (0.13 mm?®) FtJE i /K 28 XMSS
Leaf A A% (0.09 mm®) [ FLK 44%, X & b Y
DL K £ 7 XS B, 7 3% 5 52 = PR AR & 1 1 100
T, B TWIN T KL i S g, B2 RS
T 239%, M2l & BT BIE N T 43%.

PR AR AT A0S e BB A8 A T 5 BsF [) P R T
ZARAE T E AR TSR 5 I AT AT 55 I B A ] 4
Fl R PERE o AR KA Zha ZEPR R T I AT
% 0P Ak Y i RATE 55 9 JE B TP (Task—Level
Scheduler, TLS) , i i3 73 )2 P4 THE SR v (%) AT g 7R
B AL PEICZE 451 (Hybrid Processing Element Array,
HPEA) K iz 17— AT AT T R I V-1 22 Al ST

MHRAE St T —Fh R G 1Y )5 B 125 T Ak P A 4
Py oAb PR T S R NIST 58 = 8 br 1fE 1 19 (Kyber |
Saber ,NTRU . Classic McEliece . Rainbow , Dilithium )
6 ML . RGN th BdE L 15 | % (Data—Gener-
ation Engine, DGE) . (i f7 i & 4 (Data—Storage
System, DSS) \HPEA FI TLS 4 i%, . 8% I T
TLS $&BUREE TE 55 HRHE- S5 11 /J5 A0 PR R 5, f0 45
Z U AT P IE A S N OT, B 5 HPEA P
VE LASE B AT HE 28 AT 55 s AT S Sz D g, 191 4 ik
Fr AR 2 TR LM TR 4/ 4 . SR
AT EE ST BT HAT 55 LAt — P A ik

ZAL PR AR AE 28 nm HPC CMOS L 25 T i#179
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The development of post—-quantum cryptography
algorithm and chip design

LIU Dongsheng, LI Aobo, HU Ang, LU Jiahao, HUANG Tianze, YANG Shuo, LI Xiang, ZHAGN Jiaming

School of Integrated Circuits, Huazhong University of Science and Technology, Wuhan 430074, China

Abstract Post—quantum cryptography is a new generation of cryptography technology for defending quantum computer attacks.
It is regarded as a reliable alternative to traditional cryptography systems, and relevant international standards are gradually
emerging. This paper briefly describes the development of post-quantum cryptography, and analyzes the latest development,
mathematical principles and characteristics of current algorithm research. On this basis, the analysis is carried out from the three
levels of algorithm, hardware architecture, and specific circuit implementation. Then we indicate key technologies that future
research needs to overcome, such as efficient hardware implementation, dynamic reconfigurability, side channel attack defense,
and secure SoC integration. Moreover, the low—power post—quantum cryptographic chip, the high—performance post—quantum
cryptographic chip and core modules such as hashing, random sampling, operation acceleration and logic processing in the chip
are described in detail. Finally, we summarize the application status and research value of the current chip implementation in
terms of efficient IP design for core circuits, multi-scenario application compatibility, multiple defense mechanisms, and
information infrastructure integration, and cover the future development trend of industrialization and diversification. By studying
the post—quantum cryptography algorithm and its key technologies, then exploring efficient chip design and implementation
methods, it is conducive to promoting the research on the theory and application of public key cryptosystems against quantum
attacks, and provides guarantee for China’s information security strategy in the quantum era.

Keywords post—quantum cryptography; information security; algorithm principle; efficient implementation; chip design
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