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BRI B AR RS . HOCHERRIE 7 T 4854 i R4
F1%) D) £ 222 0 o, R S AL, A5 AR X B A Bk
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Yoy RATERRE S0 T A Sl &, JF DR KRR B
S T3S RGBT o P T 1 il ) O vk Al
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BN S5 R o 2023 4F, BHIF A B3I 4R KOG
EFXF T4 2 45 19 Pipedream W ifi T 2™ 12 T H-h
— B T4 R G A G ) TR, R
MITRE ATT&CK for ICS % B4 1k H o < fig /7,
Pipedream 78 55 T 38% 1 22 F1 X0 £ AR F1 83% A EL
SN SR R A X i X 2 4R 2 A9 Omron
F1 Schneider PLC , {H 1 F* Pipedream | F i it i 51
AR A B Hi S A, 20 CodeSys 1 9 B0E Fl Tl
WA RN MR RS 6 i L
BA®IE35% 0 A%, Wik, iz THLE LA
AWk E R AR, e L e
SR BT B AR, X & TR {E Bk AT
5, PR R A 2 i ke % AR A% 2 B i
& PR SBT B B X AE PLC =
Pipedream i &3 H A5 4 1247 27127 (5 UDP 4 #5155
A b I 4% 1 i A it 75 PLC. BT UDP 27127
JE T AR FH T & B PLC B4R eSS 11, PR, X A
i 7 LA W Bt . 2R L A CODESYS Al
HoAts v FHBE 45 DM L2 4k S X PLC (2% 6
EAT B I W o E T PRA T HE 48 IR 55 20k AR ALK
i k3% A E X Modbus Ay 448 Z MR B il L 4
X MR f PLC 77 &, Pipedream i JH FINS #0844
DIl e 15 4, 3 3 8 1) 3% 42 31 PLC, SR AT R ST
PF £ 0y 809 52 31 PLC, 5U7E PLC - n#0% 2 AR,



—t

320 www .kjdb.org

RIS 2024,42(1)

AT AR A B 5 1) K o5 2 1] RE T
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Hb NP-View K AR BT HOAR , &R T %7 M
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Abstract In 2023 the ransomware virus still threatened the security of global industrial control systems (ICSs), intensified
geopolitical conflicts made the ICS become an important battlefield for hostile cyberattacks, and the supply chain once again
became the soft underbelly of ICSs. Fortunately, much more attention was paid to ICS security and large—scale exercises were
carried out by countries worldwide. Besides, there were many documents launched by authorities for ICS policies and standards.
For techniques, vulnerabilities were newly found and the defense approaches were evolving. Specifically, the software and
hardware vulnerabilities were still the unavoidable weakness of ICSs. The “living—off—the—land attack” did not use vulnerabilities
but enabled “low—cost, big threat” operations over ICSs. Besides, there were novel attacks such as deep lateral move attack on
the control level, the PLC ransomware virus, and the attack toolkit Pipedream. Security vendors and research institutions
launched security—specific monitoring platforms for ICSs, produced the trustful DCS, developed the forensics tools, proposed the
lightweight cryptographic algorithms, and designed zero trust mechanism sensors. The idea of “secure by design” was gradually
taken into the design of ICSs. There were also advanced researches on runtime PLC security testing, protocol implementation
correctness testing, protocol reverse analysis, and attack detection. The emerging technologies, such as artificial intelligence,
digital twin, and large language model, brought opportunities to the ICS security. Moreover, the ICS security had spillover to
satellite systems, and the Europe and US began to prepare for the battlefield of cyber warfare in the space.
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