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REEN , FHE 9% 0 H T2 L8822 2], Lam S5 4
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e o U OB IR B AL T b 28 I 2 2544, 4t s
T BRI AN R B B RCREAMERE . Cheon 457
FEH T — R I T CKKS 58 42 [A] 25 4% 3 ik i TR i
B R 28 W 2% B PEA O 3, 107 s T AL T A
5] AT —F £ 24 “Channel-by—Channel Pack-
ing” IFT A0 71k, I FRAIK T ResNet 42 (19 1158 A%,
A TEECHE BRSO I, BT FHE 190 25 5E
B RS HE3DB W ), B S HF 2 SQL A i) Al
1 55 45 i 43 BT AL 38 AT AR T e AR IR A 1)
AR FERE T ), 3 L [RHIE] T FHE £R
FELRAP B RO R T B 22 41 T A g AN (L

1 REMBEEENEE
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SR A AN A Bk sl e ik 5 3 LR A
Jorvagg D0 AT DA T s S A gk Fnafe ik [R) A8 40 L (H U T
UCBCA B, 115 58 4 R 25 0 25 W] A SR T BRI 8
P ek MR AR . B TR IRAIELISL, i
AR FESGEAE, T SRR B AA Tr&R
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2.1 EEEMEEEFERNEE

157 T ROk (V1 PN i 7 £ e o P
T SR B I ) I S (R AR A — 2]
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(1) [ M AR A RN 2% SO K 3T T

A (RS IN BE A % S s L, e R
TEAE LR 5 2%, BV 2 R B AR 1Y) [ 2 afe 1 44,
o LR (I ), 28 R 35, 7R A T AT A1 Ak i i
PET, — WSR2 ek A — o SCIRl A ek M fig
AHZE 1%, B ) FH o g b PR (central process-
ing unit, CPU) H (1% FRL45 4 Z2 45 Ui (single—instruc-
tion multiple—data stream, SIMD) ¥ 5T 75 43 8 #:1F
AT, R 2 BE AT LIGR 21 TS 224, X
PRI S 7 () 25 3fe 1 el e v e LR A T R i 2 10 x5
Pt g, i 2 e vk P RS AR | 1) i A AF
THEERAE A i 1 FR T ] 25 3fe 1ok 3 B8 1 A% 00 i 24
PR 2R 7F o 4 i A AR v, 38 2 0 AT AR B ME LT
Ay | R S ERAE 3G 0 T 5 46 i S EAE 1 1A
B IE]

RIS, PR T S B T 5 T (4% TR M2 i) st e
TR b AR xR MRS | DT 52 0 B RS B
0, X T PR BEAE 2 7 i) CKKS 332, 78
13 R ek LUG , WAk AT A 2 (auto strapping)
B4R, DR Er 2 RS THEY BR T A4, T b3
TR AR rp ™ A B M s T BOR A B kAL A
SEEAE LA B SEELTE PR [R) A A 2 | Jx i
PRAEATHFE TR AT TH]

J3Ab, RS T R e A R G KT
X IO A B SC 3 B0 SRR AR TR S SR AR AT A
TE R H K BRI R (R A iy i A s
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H A, [ 58 4 R N Sk i Rl Jn ke T A F SR AR
P, DN 2021 4F 2 AR I I 16 56 4 [R) 285 0 285 o ik Jré
FERFST , A S Z A0 5 TAERE, AW 4 R 25
I %) 0 5 B , 2022 4F 22 B A4 BIF 5% 1SR G

TR EAF SR TE R, 27 AR S S8 2[R A 0
W5 F T [ (4 7P 3 5% 2 B R S8 N T REAH
Sk, BN ARAS T BEAT LA 52 ) BB IR 7 2 o

1 2022 4FFr A AN T R P B

S ResNet—20 148 [ 2% [a] 245

SRR A2 A 1T A fiE

ARSI AR &) AEAy ' . .
HEHLME BE AT CPU fi5 4K AR CPU {54k
Lattigo CPU 2020 1 1
F1+19 2021 511 558
BTS!" 2022 928 1594
ASIC
CraterLake!"” 2022 5519 2978
ARK!™! 2022 14173 6100
100x!"" GPGPU 2021 146 456

Al LU 3, Aok 4 RS i AR & Jg il
i, FEBE I R R S BT % SO I fcd o
e B 2 Lk ) CPU M BE ) 14173 1%,
ARK™ s AR5 BTS!"HIF 5% T4 rb [ 285 Jii1 8 hin sk 7 58
FOPERE LA SCHOPERENS 141 4%, 45635 1 'h ARK I
BTS W PHEREXT EE , o] LAAS H ARK BIF 5% 1 5% 1) 1 i
Lo BT S0 22 1B 9 TR A, 7T LA 3R & 1 [
25095 i3 T A L 4% ASIC H AR B8 4 SR IF |, I i is:
TGP ERE VR — A EsE v TS E
E@@ﬁﬁﬂ‘fﬂﬁﬁ(general purpose graphics process-
ing unit, GPGPU ) I AN BB 223K .

3 R&EMEEE2023 £/ % 2 B

4 [v) 25 10 28 Bk A SR B P B B, w20 i
PRCPERE I, AT ET X [ 2 0 2 A fe i 3
B 2 ARHOR B — AR i B X CKKS 2848
i 5 9 1Y) A ) 2500 O B8 S I A O B AR 4R
I NTT(Number Theoretic Transform ) 288 {452 H A0
;3 b — SR R RS I Ak AT A 7R
SO L2 A NN B ATHR T, 38 5 8 R 4 [m] 25 2% 53
SR, ST 5 2 5 ACH AL
FHOR Fer TH BUAin FEREORSFEEAR TB
HEATORAL , ASE T HAT SR BE

FURTEE X 42 ) 2523 Bk i W E AR, £ 8k
AT MR R ZEF U 4 DT A AR DL

B i1 S ALK &R 25 #4921 (International Symposium
on Computer Architecture, ISCA) | [E 5 =5 P BE 7155
A 251 (International Symposium on High Perfor-
mance Computer Architecture, HPCA) . [E PRif ey
W 15 22 W (International Symposium on Microarchi-
tecture, MICRO) . [ bR g f2 15 5 FERE RGAR R L
¥ 32 #5231 (International Symposium on Architec-
tural Support for Programming Languages and Oper-
ating Systems , ASPLOS) , DA Sz 2 4403 i) Ti 2 2 R
2 UL, U0 ACM L AIE 15 % 42 22 W (The ACM
Conference on Computer and Communications Secu-
rity, CCS) b o ARSCFEE XX 2l p RO (1
KTE P AEHETE TAEREAT 2 g
3.1 ZREMEEXMEMETHE
3.1.1 ETFASICHERSMBEEEME

SHARP & Kim 55"/ 7E ISCA 2023 23 42 il
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K1 SHARPE{RZLHY
Ko xFEe 1 3k T ASIC 89 i 2§ ARK™,
SHARP 7& ResNet—20 fifl 48 [ £ 4 B]L_F A XS CPU Bt
T 1 17895 A% 1y I AR, E 2 5 W T |k )
178901jE’J7]l] RRCR I8 H AT C F Py 42 [F] 285 m
N AR AL, O BT B SO R R . R R 1
TP B , T LA SHARP HE A SCHERE A8 7 4%,
AT S 2 A e OGO HUE R — e M fg
(0 5, B 2] LUGK B S KA o
4[R2 B i Y B 2 B E X AR T
RAEK . Agrawal ZE MICRO 2023 2380 47 Hy
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A MAD N [ 28454 . % TAER I TR AA
SR, 8 3k FRHE T A LS B KB AL A
PR B 285 E R N Al S 2K . anl&l 2 iR, LU
FAYR [F S e (HROTATE ) #:4E M 4], MAD TAF¥f
105 K DRAM BE5 {4k R 35 kR DRAM 25 . [A]i,
Z AR L T LR AR AL 38 2 el /0 %% S0 e
2 R SR FIERAE LR (ModDown ) FHR1EAYEL
i D TR T T TR B B PR R
e NTTHAE B, N/ A 284 Th i A7
)R
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= 35 wries
————————————
j‘ T 35 writes 1 35 writ
i 1 {.
] I '
! ModUp Orientation L ModUp
switch ! :
____________
KSKinnerProd
a) (b)

E2 MAD TAEHH 105 K DRAMEZEUNE A (a)
etk 35 WEERFNE A (b)

HR 30 A FH SimFHE 5 400 25 A6 5 o ) 38 2%
F1+{fi F§ MAD-64 7632 45 [m] =311 25 ] Ué’%?ﬂzm
27 5 IPERESRTT , BTS i il MAD-512 7E ResNet—20
HEHL AT AR A e i 57 A% O PERE$E T, [ I BTS
FIARK fii ] MAD , fig i b 2 AF 2R #1716,
3.1.2 EFGPURLESMZEEME

Fan 2"7£ HPCA 2023 218 42 H Y Tensork-
HE & — Ml GPU (1 4= [ & sk J5 %€ . Ten-
sorFHF ) NTT $847 i B an 161 3 frs - H: 32 22 B ik
350 T Nvidia GPU H1 1) Tensor Core Units
(TCUs) I NTT B35 72 , 5 AR TAEATR
WG T PR AR ok T H A NTT, H2fd
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Ay HeskAdi ] GPU A TCU BT BNk . AT
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) T AR, 5 HALAE GPU Lk FHE i TAEAE , 1
M T4 GPU (A f 28 44 { s T FHE 4544 .
GME [ Rk an 1 4 i . YE# 3T AMD GPU
() CDNA S 2244 , 42 10 1 4 Fh et 1 i, 43 501 &
HE IO A b % R4 (eNoC) | 3 T 18 14 J&) 3
BT BE 28 (LABS) (35458 2938 i 5 5 (MOD)
58 e BN IC (WMAC) . Hid eNoC Hl LABS
S5 AT U W] b s/ FHE #0888 720
#1,MOD Fl WMAC I &5 1 FHE H 840 K 2y
B, M TR R ROR R B CPU SE B TAE
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B fiFE DRI 4% B B R 7 A 9 )
UREARZEAG NI 5 7R o VE#FF CKKS BEAF 9k
fife AR (MA) A3 (MM) PGHEGE A (NTT) |
H ] #4 (automorphsim ) FI1FE 5 Barrett 249 (SBT) 3t
SABEARTEF WA 455 A TR R ) 2 e vk
S R A 4 [ 25 B AE o A TR 2 2 8 A
(HELR) 1% 55 H , Poseidon 5 3 1 H 3& F ASIC )
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.
AUOISNY

PCle
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HBM2 stack
L ._.x.“ = e
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E 453 1 P IET ASIC A F1+"AH T, R4 HkeoR
X bt CraterLake /54 115 424 B9 200 (HA T
CraterLake 75 B (1) 256 MB ] {745 25 5 F129 TB/s Y
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Agrawal Z5297E HPCA 2023 2318 [ 1 Y FAB
E—EET FPGA i FHE s &% , F T4 i A5 2
O 2, IR SE T FAB7E 8 K FPGA £/ 1Y
SHL ., FABRYBEIREEIE 6 iR . fEEBUT
NTT 1% £ V) 4 (KeySwitch) i3 F2 o 9 B8 645
BT TR BEBETR A A L AP B AR, DAk
2[R RE T R A, RS TR IR 25 4 ]
(HELR)T % A% £ 1 3k T ASIC f ARK"J}
LY 1045 1Y 22 B0, L DIRE A6 T 5% U5 A9 22 5K 4R
/NFFETF ASIC B FHE RS

Cloud Server

AXl4-lite

Host CPU (X86)
(Host Code)
e
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Er

NTT URAM BRAM
100G i Address Address Address Control Logic B
[Ethernet [€1> Generation || Generation || Generation

>

: URAM RAM | [BRAM
x URAM URAM Misc. :R?(u BB. K Misc. i
apter Bankcy || Bankcy ||| gan || Bankeo (| Bankeq || go i

K6 FABRRIALEH:

Switch H

Other FPGAs| "

3.2 REmMZEEXMLMK

B4 7 F FHAE 1, 40 ASIC .GPU . FPGA %5 %} 4= [F]
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3.2.1 SIXTEZEREMMUL

Antonio 25 4 F 2845 0E Ik A 25T 8
JT e B [ A e s AR, T/ D e R T . LT iR
T oy A EAEN BRI B K R e
()5 SCHT AL IS — A B — 1Y %% 3, 1% % SO — 1%
W SR GREDER (WA E W EY G P S ¢y
FRAS T I INTT R M B0 A8 4 ) 58 BN 9% 32
Tt 10 M 75 R 24, DT A5 22 38 Ry X 1 4% 3, H:
B S TR B AR . R AT A
THE ARG R, BRI, I X5 8 20 AR Ae] BT

BT o33 A 2R R AR R AR R

kA 2 T —F AU CRT (Chinese remainder
theorem, 1 [EF 4y H) , WFK M RNS(residue num-
ber system , sREUR G0 ) MUAS ) GSW 5 %8, A 45 B I
ARARAE T AR P A3 SCREIOR I [F) 24324 o
WAk 207 S hE A DA R R R, O
Fral gty B2 . SRR MUA ) TFHE 42501y
SHECHUA STIAR L SRR T 3,445

Liu SE2E X0 73 A 28 BV ER HIOFATHOR , [R)
HiTn LWE (learning with errors) % LI 515, ¥
TR E N 0(n*) BEARFN 2 0 (n) IR Z I ATk,
SCRAE R R Bt =515 SR A 508 m Ry % S0t
B BCFEHILT —A> C+JE, FF BoR o F ik
'], 34 LWE 8 3CHY ST 5 ms, iX HE Open-
FHE LA LWE %305 309 C++ 23R T 1440

Server
(a)
Rotation key s () / Storage & RAM
service A (20068) ‘
active
|-
Transmission of
large rotation key sets i
for h servic
[
|

Yo WA X B ST BRI 5. X
TN B A5 ] i T IR AE VA AT B s 1 5 | &
R 244 6.7 ms/LWE 2 3C, 3% T A S 2Bl 6E
FE B 25 [ W A 7 48, 4n LMP22*, GPL23"",
FDFB™ GBA21 LXDX23% PEGASUS™, %Rt T
2~3AEE

Kim S5V X 57 3R 75 119 2 il B A ol P B4
P b w0 A fifis B R AORBEEC iY B A L
AR (DET) , T RRAIR T8 A . X Fp oy ks
DFT W3R 5 2 B2 T 5 BEAR BNk, AN 2338
AN . A 2 A 0 T S A D)t
T, SL 0 45 S 3 MR 5 ik A B Al A 1Y 4 B SR 2 R
21} LY SCHR[30]H 5 4 0 7E 2245 BE AR 1 % NTT
TE I R 1.2~2.3 5 1 2.1~3.3 1% .
322 SIEMZHANMEL

Joon™ It A IR 55 A6 U BH (M) SR R 43 )2
ERE B R G, AR CKKS 77 Z M BEV 5 & (g
M A BT o % P g B AR ORI i — /N
YR RIS 4 RSG5 2] LA S R P
Uity J2 3% ) /N FS 43 e B %8 B v A AT AR i 7 Y e e
B B RAR T it R 55 4 22 T A3 A AR
A, LA P s A . DA CKKS 7 325
AR UE ResNet—18 [ 25 4b F ImageNet 0 H5 45 M 4],
R EIRTEE 1451 s R AR T A e 2% 8, R/
1157 GBs i FH 2 57 |2 e e % A R 40, Tie e %
H4E B K /NAT LU/ 3] 2.91 GB (/0 21 1/39.8)
A R TR U 2> 2] 3,74 s (Chib 38.8 475 ) 5 i FH 3 947
JEERE A R G0, G A AR B R /INAT DLt — 250
D F]1.54 GB (U3 1/75.1) , A i i ] o 20 3|
1.93 s(IR 75245 ) o W HLB eSS %40 R G2
% R G B 8 TR o

K8 H LA IR WP R G (a) Mo R TERE A R 58 (b)
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Binwu ™R FH & e 5% 515, £ %F LWE Al RLWE
(ring learning with errors) R FI A 77 16 J5 7T DL 42 15
H 2R ERY BT T L PR B KN RS
M LWE % 3C )5 8 %5 AE#HH L5 FHEW/
AP TFHE/GINX™R Fh 5| S B L 4T T 88 .
FE 128 S HN = B A T iz S5
AT A% 18.65 MB HYTEM %4 , h FHEW/AP i
1/89.8, 4 TFHE/GINX Y 1/2.9. 1Ak, %5 5%
() 3z 47 I 1] 4 112 ms, [ FHEW/AP B 3.2 4%, Lt
TFHE/GINX PR 2.1 4%

3.2.3 FAMMEZFEEMFHITRMN

Okada %" FZF5Y T BGV MIBFV X 2 Ff) 12
i A 4[R2 (FHE) %, X2 R EA
AR A SC 2 1), JOF BT 425 AR &t . R
Galois [ [RJF4 1 5, #& H — FoB i P74k 5592, T LA
EEEBCh d 1 2T AR AT 78 O 25,
HF 2 3log (d) (FEHELEF LT AN 2log (d) ) IR
SO SO M H 28 44 T LLSE L BEV H 284
YERY IR . H R A 288 E A T R OUE 5 19 A
2PN 9 R o

(a) (co,c1) €C (b)

lModulus switch Lin. transform

(co,c1) €C
ot o= X l
co,¢1 € Rp°R
Lin. transform
= £ > =
I Mo v TMn—1 ‘ | MN—n = MN-1
+ N
Digit extract Lin. transform
I mo .. m:_| | | m;_.. cee MAN=1 | | Mg e - MN—d |
f
Lin. transform Digit extract
L
CX

KO HLE A28 A (o) FIAS DT SRARAL S ) F1 28 84 (D)

SEERAS R R, Hao SR (A SCEAR L , 2 TAE
PA T LofER S T)

Geelen 55738 4xF 1) 2% 22 10 = %) 7 o A4l 4k
Z I FeoR, N T BGV 1 BFV 625 % i % 1
Sl R, 15 3 UG 2 0D 50% F B
ZIX A, SCERR W T — R B SR O iR R
— 2 Z I A SRAE B 7% A T HELb S5 A
2.6 A5 HH AR T]

SR 1 2 B W S5 AR 45 22 35 ) 38 1) ShaftStop 53
T BN B ] S R, 38 0 R EIOR A K o B
BLAE &, AT LAY 68 (R BB A T 50 R AR il
SEZOR I BLAE ST BR ] bR 38 B AL AR 55
KR AR v R 22 30 2 1) 30085, DA T 5 B pe st 3155
FE T L S I 4% SCBUE T 5 2 HENumpy™,
HARTIHEMH GColE T M5 , R H Python 15 5 &
ZEVE 4 01 PEREXT b Numpy A SCH3 DL 36 2, P
B 22 B 7F 1~2 DR, 70 R SE g 8 2 2 I A]
DAL A2 — e P RE R 2% ) 1 7 s B (B

#2  HENumpy 58 SCHFHEREXS H

AT 1 R E

e s R I T[] /ms
HENumpy Numpy

1 add(+) ik 97.870 5.691
2 mul(*) Teik 99.590 5.545
3 sin 1E 5% PR AL 92.033 5.426
4 pow(*®)  FizE 86.237 5.946
5 sum A 96.045 14.384
6 trapz FE RS 95.977 32.875
7 Cross ] R 126.352 90.003
8 var T2 95.131 65.665

7 W FC ¥ A CPU 13th Gen Intel(R)Core(TM)iS—13400 2.50
GHz 4716 GB,

4 Z5ip

VR by — Tl it ke B A0 22 4 ARG R T 2 1) Rt 1 2
AR TB, WSS B2 3] 7R SRS
Tz AL (E R T 7R SR B e ] 2
IR RE R 22, R 1 R o ARk, 7R
AR RS RN AT A TR AR 25 L
28 [) 25 % B9 WIS T B I 3 bR 7 2023 4F
WA AR T gl LR I Al
75 T B 2 AT A AT R, — 7 T, LA
L 4 A L 5 (application specific integrated cir-
cuit, ASIC) FEA 2k Ay AU A 1 i 8R4 5
I3 —J5 T, W A R AT TAE B e AR
() v T 7 R 5 ) 2 o o 8 2 o sk AL A
A5 TR R Poseidon , ShaftStop 5548 41 B9 AR
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AT LA, 7 JUAE N, H b 0 80 ot 3 1)
P, X BBV Ay — by A o B R R R T e, )
AN B A5 1T 45 0 B & 4 S B Y Y
S ZNTT R BN BT AT 43 LAY 3 T
YERURIH A A5 Bh 5 N TR e R I 25 4, 3T K
P IR , I R T4 R EEE R = AR Bl (E 2
FEhil T

2 % 3Lk (References)

[1] Freitas L, Tonkikh A, Bendoukha A A, et al. Single se-
cret leader election for PoS blockchains[EB/OL]. (2023-
01-30)[2024-01-13]. https://eprint.iacr.org/2023/113.

[2] Cong K, Das D, Nicolas G, et al. Panacea: Non—interac-
tive and stateless oblivious RAM[EB/OL]. (2023-06-12)
[2024-01~-13]. https://eprint.iacr.org/2023/274.

[3] Charles G, Joseph V, Dalton S, et al. Accelerated encrypt-
ed execution of general-purpose applications[EB/OL].
(2023-05-12) [2024-01-13]. https://eprint. iacr. org/2023/
641.

[4] Lam K Y, Lu X, Zhang L, et al. Efficient FHE-based pri-
vacy—enhanced neural network for Al-as—a—service[EB/
OL]. (2023-05-08) [2024-01-13]. https://eprint. iacr. org/
2023/647.

[5] Cheon J H, Kang M, Kim T, et al. High—throughput deep
convolutional neural networks on fully homomorphic en-
cryption  using packing[EB/OL].
(2023-05-04) [2024-01-13]. https://eprint. iacr. org/2023/
647.

channel-by—channel

[6] Song B. High—throughput deep convolutional neural net-
works on fully homomorphic encryption using channel-
by-channel packing[C]//CCS '23: Proceedings of the 2023
ACM SIGSAC Conference on Computer and Communica-
tions Security. Copenhagen, Denmark: ACM, 2023: 2930~
2944.

[7] Kim L. Microsoft/SEAL[EB/OL]. (2023-01-11)[2024-01~

13]. https://github.com/microsoft/SEAL.

Cheon J H, Cho W, Kim J, et al. Homomorphic multiple

precision multiplication for CKKS and reduced modulus

consumption|C]//Proceedings of the 2023 ACM SIGSAC

[8

—_

Conference on Computer and Communications Security.
Copenhagen, Denmark: ACM, 2023: 696-710.

[9] Mouchet C V. Lattigo: A multiparty homomorphic encryp-
tion library in go[C]//Proceedings of the 8th Workshop on

Encrypted Computing and Applied Homomorphic Cryptog-
raphy. Online: Homomorphic Encryption. org Consortium,
2020: 64-70.

[10] Samardzic N, Feldmann A, Krastev A, et al. F1: A fast
and programmable accelerator for fully homomorphic en-
cryption[C)//MICRO-54: 54th Annual IEEE/ACM Inter-
national Symposium on Microarchitecture. Virtual Event
Greece: ACM, 2021: 238-252.

[11] Kim S, Kim J, Kim M J, et al. BTS: An accelerator for
bootstrappable fully homomorphic encryption|C]//Pro-
ceedings of the 49th Annual International Symposium
on Computer Architecture. New York: ACM, 2022: 711-
725.

[12] Samardzic N, Feldmann A, Krastev A, et al. CraterLake:
A hardware accelerator for efficient unbounded computa-
tion on encrypted data[C]//Proceedings of the 49th Annu-
al International Symposium on Computer Architecture.
New York: ACM, 2022: 173-187.

[13] Kim J, Lee G, Kim 8, et al. ARK: Fully homomorphic
encryption accelerator with runtime data generation and
inter—operation key reuse[C]//2022 55th IEEE/ACM In-
ternational Symposium on Microarchitecture (MICRO).
Chicago: IEEE, 2022: 1237-1254.

[14] Jung W, Kim S, Ahn J H, et al. Over 100x faster boot-
strapping in fully homomorphic encryption through mem-
ory—centric optimization with gpus[J]. IACR Transac-
tions on Cryptographic Hardware and Embedded Sys-
tems, 2021(4): 114-148.

[15] Kim J, Kim S, Choi J, et al. SHARP: A short—word hier-
archical accelerator for robust and practical fully homo-
morphic encryption|C]//Proceedings of the 50th Annual
International Symposium on Computer Architecture. Or-
lando: ACM, 2023: 1-15.

[16] Agrawal R, De Castro L, Juvekar C, et al. MAD: Memo-
ry—aware design techniques for accelerating fully homo-
morphic encryption[C]//56th Annual IEEE/ACM Interna-
tional Symposium on Microarchitecture. Toronto: ACM,
2023: 13.

[17] Fan S Y, Wang Z W, Xu W Z, et al. TensorFHE:
Achieving practical computation on encrypted data us-
ing GPGPU[C]//2023 IEEE International Symposium on
High—Performance Computer Architecture (HPCA). Mon-
treal: IEEE, 2023: 922-934.

[18] Shivdikar K, Bao Y H, Agrawal R, et al. GME: GPU-
based microarchitectural extensions to accelerate homo-

morphic encryption[C]//56th Annual IEEE/ACM Interna-



—t

294 www .kjdb.org

RIS 2024,42(1)

tional Symposium on Microarchitecture. Toronto: ACM,
2023: 670-684.

[19] Yang Y H, Zhang H Z, Fan S Y, et al. Poseidon: Practi-
cal homomorphic encryption accelerator[C]//2023 IEEE
International Symposium on High—Performance Comput-
er Architecture (HPCA). Montreal: IEEE, 2023: 870-
881.

[20] Agrawal R, De Castro L, Yang G W, et al. FAB: An FP-
GA-based accelerator for bootstrappable fully homomor-
phic encryption[C]//2023 IEEE International Symposium
on High—Performance Computer Architecture (HPCA).
Montreal: IEEE, 2023: 882-895.

[21] Guimardes A, Pereira H V L, Van Leeuwen B. Amor-
tized bootstrapping revisited: Simpler, asymptotically—
faster, implemented|[C]//Advances in Cryptology—ASIAC-
RYPT 2023: 29th International Conference on the Theory
and Application of Cryptology and Information Security,
Guangzhou, China, December 4-8, 2023, Proceedings,
Part VI. Guangzhou: ACM, 2023: 3-35.

[22] Lee Y, Micciancio D, Kim A, et al. Efficient FHEW
bootstrapping with small evaluation keys, and applica-
tions to threshold homomorphic encryption[EB/OL].
(2023-06-10)[2024-01-13]. https://eprint.iacr.org/2022/
198.

[23] Liu Z Y, Wang Y H. Amortized functional bootstrapping
inLess than 7 ms, with O(1) polynomial multiplications
[C)//Advances in Cryptology—ASIACRYPT 2023: 29th
International Conference on the Theory and Application
of Cryptology and Information Security, Guangzhou, Chi-
na, December 4-8, 2023, Proceedings, Part VI. Guang-
zhou: ACM, 2023: 101-132.

[24] Liu Z, Micciancio D, Polyakov Y. Large—precision homo-
morphic sign evaluation using fhew/tthe bootstrapping.
In Advances in Cryptology[C]//ASIACRYPT 2022: 28th
International Conference on the Theory and Application
of Cryptology and Information Security. Taipei: Springer,
2023: 130-160.

[25] Kluezniak K, Schild L. FDFB: Full domain functional
bootstrapping towards practical fully homomorphic en-
cryption[J]. TACR Transactions on Cryptographic Hard-
ware and Embedded Systems, 2023, 2023(1): 501-537.

[26] Guimares A, Borin E, Aranha D F. Revisiting the func-
tional bootstrap in TFHE[J]. IACR Transactions on Cryp-
tographic Hardware and Embedded Systems, 2021(2):
229-253.

[27] Liu K, Xu C G, Dou B N, et al. Optimization of function-

al bootstrap with large lut and packing key switching| EB/
OL]. (2023-07-26)[2024-01-13]. https://eprint.iacr.org/
2023/631.

[28] Lu W, Huang Z, Hong C, et al. Pegasus: Bridging poly-
nomial and non—polynomial evaluations in homomorphic
encryption[C]//42nd IEEE Symposium on Security and
Privacy (SP 2021). Online: IEEE, 2021: 1057-1073.

[29] Kim M, Lee D, Seo J, et al. Accelerating HE operations
from Key decomposition technique[M]//Advances in
Cryptology—CRYPTO 2023. Cham: Springer Nature Swit-
zerland, 2023: 70-92.

[30] Han K, Ki D. Better bootstrapping for approximate homo-
morphic encryption|M]//Topics in Cryptology—CT-RSA
2020. Cham: Springer International Publishing, 2020:
364-390.

[31] Joon W L. Rotation key reduction for client—server sys-
tems of deep neural network on fully homomorphic en-
cryption|C)//The 29th Annual International Conference
on the Theory and Applications of Cryptology and Infor-
mation Security (ASIACRYPT 2023). Guangzhou, China:
TACR, 2023: 36-68.

[32] Lee E. Low—complexity deep convolutional neural net-
works on fully homomorphic encryption using multi-
plexed parallel convolutions[C]/International Conference
on Machine Learning (ICML 2022). Baltimore, USA:
Curran Associates, 2022: 12403-12422.

[33] Binwu X. Fast blind rotation for ebootstrapping FHEs
[C)//2023 International Cryptology Conference (CRYPTO
2023). Santa Barbara, USA: Springer, 2023: 3-36.

[34] Ducas L. FHEW: Bootstrapping homomorphic encryption
in less than a second[C]//Advances in Cryptology—EU-
ROCRYPT 2015-34th Annual International Conference
on the Theory and Applications of Cryptographic Tech-
niques (EUROCRYPT 2015). Sofia, Bulgaria: Springer,
2015: 617-640.

[35] Chillotti I, Gama N, Georgieva M, et al. TFHE: Fast ful-
ly homomorphic encryption over the torus|J]. Journal of
Cryptology, 2020, 33(1): 34-91.

[36] Okada H, Player R, Pohmann S. Homomorphic polynomi-
al evaluation using Galois structure and applications to
BFV  bootstrapping|[C]//The 29th Annual International
Conference on the Theory and Applications of Cryptolo-
gy and Information Security (ASIACRYPT 2023). Guang-
zhou, China: IACR, 2023: 69-100.

[37] Hao C. Homomorphic lower digits removal and improved

the bootstrapping[C]//Advances in Cryptology—EURO-



—t

RIS 2024,42(1)

www .kjdb.org 295

CRYPT 2018-37th Annual International Conference on
the Theory and Applications of Cryptographic Tech-
niques (EUROCRYPT 2018). Tel Aviv, Israel: Springer,
2018: 315-337.

[38] Geelen R, lliashenko I, Kang J Y, et al. On Polynomial

Functions Modulo and faster bootstrapping for homomor-

the Theory and Applications of Cryptographic Tech-
niques (EUROCRYPT 2023). Lyon, France: Springer,
2023: 257-286.

[39] IR SF ERHARA A . HAFES], — @i
Bl EET RO SCREIE IPLER 2 2T e 4
BT EATEB/OL]. (2023-11-07)[2024-01-14]. https:/mp.

phic  encryption[C]//Advances in Cryptology—EURO- weixin.qq.com/s/5T3KukovQVFhj6OHUKQjyA.

CRYPT 2023-42th Annual International Conference on

Annual review of advances of full homomorphic encryption technology

FAN Ruiqi', CHEN Mingzhi', NIU Xinli’, DONG Wenkuo', LI Xiaolin', LIU Shuo', LIU Jing', ZHAO Ming’, CAI Jiayue’,
YAN Wei', ZHU Shuyong', ZHENG Kewei’, XU Peng’, HAO Qinfen", SUN Ninghui'

1. Institute of Computing Technology, Chinese Academy of Science, Beijing 100086, China

2. Wuxi Xingguangtongtai LTD., Wuxi 214104, China

3. Wuxi Institute of Integrate Chip and Interconnect Technology, Wuxi 214104, China

4. School of Cyber Science and Engineering, Huazhong University of Science and Technology, Wuhan 430074, China

Abstract In the era of big data and artificial intelligence, homomorphic encryption methods are widely recognized as an ideal
technology to solve data security and privacy leakage problems. However, there are currently issues such as poor computational
efficiency and ciphertext inflation, which seriously affect application and promotion of this technology. On the basis of
summarizing the current research status, this paper reviews and analyzes the relevant research progress in 2023 from two aspects:
hardware acceleration for homomorphic encryption algorithms and optimization of homomorphic encryption algorithms. Significant
acceleration effects are attributed to the dedicated integrated circuit technology route; substantial progress has been made in
optimization from the algorithm perspective. It can be predicted that in the next few years homomorphic encryption will be
combined with artificial intelligence to deliver more value in cross—industry and industry division data collaboration and
utilization.
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