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A L] P

Brain—computer interfaces enabling intelligence activities,

real risks, and compliance protection

QIN Changsen', LIU Shuting”

1. School of Law, Southeast University, Nanjing 211189, China

2. Guangdong Yangchun City People’s Procuratorate, Yangchun 529600, China

Abstract As a mainstream technology in new era, brain—computer interface has been widely used in education, medicine, and other

fields, and its many functions such as "non—contact information dissemination

", "deep reinforcement of human body functions",

"efficient data transmission", etc. are of profound practical significance for enabling the intelligence activities. By analyzing the

specific functions of brain—computer interface technology for intelligence activities and the real risks of applying brain—computer
interface technology in intelligence activities, a compliance and protection mechanism that ranges from the guidance of principles to
the anchoring of rules was constructed, to effectively safeguard the comprehensive application of brain—computer interface technology
in the field of intelligence. In addition, it is necessary to adhere to the following principles: preventive interest protection, interest
level protection, and combination of punishment and reward in the process of application, and the risks that brain—computer interface
technology may face in the application of intelligence field can be eliminated from the following five aspects: protection of
individual’s right to self-determination, formulation of privacy compliance protection strategy, strengthening of the supervision
responsibility of the intelligence organization, improvement of data security review system, and the formulation of the rewards and
punishments mechanism for the protection of data compliance.

Keywords Brain—computer interface; intelligence activities; technology enablement; risk prevention; compliance protection
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