—t

6 www .kjdb.org

RIS 2024,42(9)

B e FB P Y P 4% 22 2 XL PR R B 3 S B

v Rt RN TR

L P ERHABE DOkl 5B 430071
2. FHEER BG4 0054, BRI 430071

3. P BB T B R AR S T REF ST, 771 315201

4. MRS, 7% 315202

ME AR P M4 AE R EOR S B MR LA 55 ) RGURY nl SEdE e R AR H
e BE AR SR IR T, B RE R W I 5 H 2 SR 22 2R RO M 28 22 e AU . I T E
FEL 9 R R R A, 335 R SR A S8 MR AL G e R X o S T R F R A 2
e 1 R T e 9 190 268 el , 280 S ML Pk el | o Bk et Al PR 32 B [l
THLERE ) XGRS R RE R I I 2822 A T SRS, LA o > Bk T iR e
PO il o A I R0 AT et R ) ) R P T SR AORE DX R B 5 AR T G 2 O A R B B R S
AE L AR (A B O3 B0k AR 22 4 EURL PRI SR AR B D 58, IR A FL IR a2 Wi A e A%
g a7 A BRI ST o S th TR B PR ABT 5T T7 18]

ES T

BEE AL H 45 7 0%, B R GE WS
it R S0 R R X U FE LAY SRR A . R
HEL O 1o 28 AR BB S R R, S B R ) A
SN LSS, S e A% R 5 A H B TR L E B
HIHL JIIH 2, ST A 8 F2 4k ] F500 2 A aT
SRAETE DTS 55 B> L 1) R TR TSR 22 4

BHEH M ; T s HLaR R~ s X HusE ; &

AR SR REIRTRIACY - B AE L MR A4 T R T
ARA LI R BE PR AR I A o n] Sk T R
TR BT,

T 54 ) g g 2 o A S R RE AL O IR
P2 R R F A D Bl T HL ) 2R BT O e e R
(19 O H ALt o 5% [ BE PR AE 2015 4F i J5 2 L )

Yk H 17 :2023-11-13; & 171 H #]:2024-03-15

SEG I H < P ERREBE A S TESE SR L 0 (XDA29010500) 5 1 ERE BE M BT 72 5 DS HF R G LI (GHI-Z1.2X~2023-06)
VEF A 55, BIWEE B, AFFE D5 1 b REVR R S 17741, HL (548 « yuef@whlib.ac.on; Ll GBAFVER) , BIFFTE 5, W57 1) Ay S5 2E i 3 R

W% , B F{5 48 : shan—jiang@ylab.ac.cn

IR RDF, £, L0l B RE el B 19 46 22 22 XU B 0T SRS (D], BHE 412, 2024, 42(9): 6-16;

doi: 10.3981/j.issn.1000-7857.2023.11.01692



—t

REF4R 2024,42(9)

www.kjdb.org 7

PARACT R, B RS RIG 4 AT SRR ASR HL
I, 2022 4F SCHEH T R A R AR Y, LU
e i FEL R 12 S 4 L 91 T P DR 25 i P 2 B 1)
T, B BE IR 5T Bk 2 (EERA ) 2016 4F I 45
Jo 3R BE L R BE A AT B Y L GUR 2R A B
T AT T J 55 2 b5V LA S IR 9 4 g Pl 1) 14
FERRE o 20234 WK 2 5L 25 1 R PR T
AT tR 7, 38 e el R B T A ) 4 T R 4 Bl F Y
I AW AN DR T = NN R - e I
PEM R IR R . HARZE ™A AL 2010 458 &
A7 CR REHL I [ BRI R RS R IED) 4 1 T R SR fig
P D) ) A A S AR AR, [ DA TR
5E FL DO R DGl R it A, T L DOR RS &
JEEREH S A DTk RV A BRI, EE e
A )Ry 2023 4 & A O TP e 2 R R 810 3 Ak
b JR (R 1 38 D), 2 DU A 5 RE Ak L Y
PRI ) R, A E REOR SRR | S
o R A A R A S R B R . R
I 23 B4 2009 AF R T R R R R LI ARE A K
AR, A DURE = R R T AR
9 H X PR R 1 B — R R RE L S O 7E 2024
AP HE— 2 T O b s i P, B TR
YRR FEIANE BHA BE b aefh e o
bk R S SR B R, 7 FL I A 2019 4EJF I
ST S AL AL I — AR B R 53 Y
farfig A EA 110 B BRI, o BE Ak
KA BE T W o it B B Bh B ) H 25 558 .
H A, FE R 28 ] 8 s A BRI 5 K1 R R
=G R — i U MR 45, BT
RSy 2 530 73 s 4T 3 T N SR KRB VR X
PN IR S 6 EREE”, ST R ARt J1 58
Yo BT HL IS B BB 995 R e IR i 15 B 4
AR E ST EHTY A, A B R TS
A7 B VR RS B T R T R G, T o ] A
] R B R He iy T 39%0~7%".

SR, WA = KRB i S B A AR TR Rl
R A, R BRI A AN L R B
I, HL 22 G T O, E0A 1T RE S B R IR Y I
To HLIIZE A AR T I B b 751 )7 5 e o 4%

it S 2% 22 AR 6 3 PR e 100 22 A e A
ST HANHEE AR Lo ASCHER e MY
ML AR, A5 e P 00 A e i LA B mT R T i )
P2 ik, BRI HL AR 2] X TR AR R R
R FEL 19 O 2422 A PR BIT SR A T I T, 12 1 ROk )
FEPREAITTE T ]

1 ErermEMEERREH

H A E PR B X T8 Re L W i g — o L, 3
] [ b 5 AR B 5E Be (NTST) X fi Fi 1Y) 119
SCJE IR FL I, AT SR B A XA S
JEAE S o) 368 A5 A i Dy de , DA R — RN
g A ™, AR5 A T AR I P2 (IEEE) FR
BB R X A — I 1 Tl T 3 £ A
P RE S CRBUR A FR AL DL R G S RA A RR X
WAL H M, EERE TR S (IEC) 81 5 Rk
4504 FiL P AR A , 5 B L ) 2 AR Al o) A 45 5
RIE HEREE S, I AR ASFL AL ST S, A T
2 T fie W o LR A R F S B A B R RN R
551, 32 [E R RIS e r I SOl — T AL |
F 17T A A g LI 3 Ao R T R i 5 T % e A
1) 3 15 ) 50 8 A R i e ) 4% 1) £ SRR ARl
W A A8 B, LABIC T =X g B AR A i) H ) T
SR,

Y 3 ST LA H 8 e H IO R A T ik
()% HL el G, DA S P G2 T AR g5 A
o7 T AR B o R B PR I 5 A A L ) i K 1 2 S A
THEB )R] 22 B, B A ) RS B sl . %
GrH R B R G, R TG S DO P A
5 AR A4t F SR, TR i L DO X ] 0 1)
2 B AT PR S, AT LA I SR S
A8 L, S Ak I AU sh M T AR R TR, OF
e KPR BRAR 2 F A o A% 455 v I 5 g Pl T 119
X S 1" 7%

B HE HL D A SRR AL T AR GE L I Y
J1HE = B IR, 53 AMA L B B AR Y
B AT, IEEE 3£ F NIST A & A AU K BE H, %
FE 55 P AR K, B TR AR E I Y AR AR A



—t

8 www.kjdb.org

RS 2024,42(9)

K1 ARG S R R L

FHAIE EERE! B RERL I
i 5772 LA XLfi]
VLY Ak Gy 2k
il 7 2K AT A shizil S5
EERG AT H 3l
A T o T e B el KRR T i
ES=RIUAR0) Ay ] RIS
A abEes PR IR Iz B
) 2% 2744 f1m) Pin EVG TN
LA B AL /D 4 B RA ) 75 1 B2 A AR RA )
WA B b W R A
LR AN AT fif 25 1] A8 2 50

(1), g 8 A~ 43k L 32 A~ F s AL, =& 21 r
TNo Ho 22 (R T ST AR B R 58 B i
R HL K H | TEC R P AT R A A SR R T A AL
sl .

B R R PO P 30 £ X 46 32 e L T L IR 45 AL 1 g A
FH P, 22 (8] (1 3 {7 3 3k 22 b AN (6] 1 3 18 A0 P 1 aE
7o BREH AR AL AR RN A 25 7 A L X Hh Y
AR BT H DO A0 R VR REAL , ekt BRIt
(AMD) W] 422 FH P RS8R 46, fig e 3R] ) it g
FOEE AL A R R LA S . ek, R AR
W3R F 5 45 FE 47 BRALCE , WA T4 R A B RS
MRS (EMS) , L FRCAE M ECHE B RS
(DMS) %5, A A4 iy [0 2% 3 3o W 92 F0 0030 R 4k

(-3-T R — R

K1 IEEEFH

[ayuy
ety
|
el
=

(SCADA) A gt A7 Wi Al . i T3 5E i X
2  IEEE %5 REH [ 48k K 5

(RS

JIT A 148

fiir e
e

A

BT
1187
e 55 146 1 i

T EESE

HELH (1)
TR L (2)(3)(4)
(5)(6)(7)(8)(9)(10)(11)

(5)(6) (7) (8) (9) (10) (11)
(12)
(5)(6)(7)(8)(9) (11) (13)
(14)(15)(16)

(17)(18)(19)(20)
(21)
(22)

(23)(24)(25)(26) (27) (28)
(29)(30)(31)(32)

(DSl K i)y 25 (2) A BB IR IR ; (3) A Xk H 5 (4) fif
RER G0 ; (5)SeE 45 (6) W P45 B 5404k 5 (7) folcrin RO AN A L IR 5 (8)
BRI 5 (9) A f s A B4k ; (10) 4 A 34k ; (1D Hirlc sl gl ; (12)
FLRE B B (13) P I SRR AR A B 7 225 (14) TR mi 1z 5 (15) HS
ARG (160) B AR R RS ; (17) i iz 17 (18) ML %2175 (19)
HreAE AT 5 (20) PT LR Be 43 il s (21D T SR B AR fip e 565 (22) iR 55
HE R B SRR AR A e Ty 58 5 (23) 40 CHLERAEPE nT ISR ) 5 (24))00 5%
TR 5 (25) (5 R G (26) FH RSG5 (27) BT HEIRAIE | A [ oA
5 (28) 0 KB UIl; (29) BG5S 5 (30) 15 BRI 2L (31)
WG R R FIBRIE 5 (32) BRGEIPE (W45 28 4 SRR T (R |
AR AR )




—t

REF4R 2024,42(9)

www.kjdb.org 9

(9 LU 20 A £ R 7 2R 2T SR A ) 3R R
HoAR T8 1 ) R G R 2% e S, e R
FI Bl P RIE A5 S RE ol 481 28 8 T s 199 245 by , ELAF
T4 A BRI A0 . 72 REFL M, SCADA
F G5 A T (PMU) G 2 2836 BT (RTU)
AR AT REAF R , G35 Bk = B K0 OB R DR Bk
Z AW Z AR RS RIEA YA,
X BEAR 2 T OB AN BE L R R GE R, O i
BB E bR X AE R R Y B0 ] REA R A BB ]
PO el B PR R B G EA R RS
ST BB B 4 o e 4 I SRR A W] RE
fi S LB AT, B ) TS n] e A T Y
ot a R, RERFRER L4,

2 FBaEAMMRLIRFERMSY T

21 FEeERMNHZRERRE

e MR B 4 AR B EARRLE B R
N— R Z I RS, I 5 HAB BRIt 2C 1.
1, FeZz Al nTREAFAE T A B B R e L R S
RSN RS, EEA Y BN A5 B8R iz
B ROR TR B A B | 55 A0 e U
S5 BER AN R 3% X BE Y I Al BE XS R [ 2 4
CoNcRi T AIEDS ALNE S U2 S PN 2L U]
S, BN A~ e R 3 R AR K

®3 OB AEH AL AR

el o FRE I
T B A T AT 2 A

0 24 2 R0 R R AR
YRR ML P SRR AL TS ARSI s e it A e

ARG TURZIA | L B AT PR R 5

W5 17 2 B H AR L 9 4 7, A G RE 180 % 14 it /4K

KE
B BE LI (5 BAE  R T &

BT £ A5 MR 2 1] Y K 22
Hon] B T BN 2 e i ) 32 E A, R
2 B RE HL I 7 IO 22 2 N B AL B
D7 TR AEAN A, 1T EL R = B X R H
PO G5 S S ) e PRSP R

oK L8 Y 1 2 A P 0 Al 55 R AR

FRHAR Kz E
;il\{ﬁ([f PEAFAE R ) 5 8 BE FRL I vb ol A 22 i 5 BOR AN AL mT BE 8 i ey sl , ELAT v BE S A 19
) AFAERS R , R 3 B AN BTy RN iz 5 R G il %
o I:’%‘ﬁ%%lﬂ%ﬁ%%%ﬂ%ﬁ%El‘jtﬁﬁa’iﬁflgfﬂﬁiﬂf?ﬁ,E
BRI USCER 3T A BRI i R AV 2
B RE FL IR B A T SRS B oA 3 L B URAE B T
Meas ARLAT A S AR B I 55 ASE T A7 AE B T T, A A AR SE R
T P U ) WRIE e SO IE S (B Z A0 T BRI 308 k= AR Bt TR A5 S AR B 114 T )

Kl 225 B WA Y A M R SR A EAN L 5

2.2 HEeEMMER T

BT e H T g O 26 T8¢ o 3 25 ) FH G T IR
KL, Z U R A RS B AR M4,
] HL T3 R 2R B LN 2, sl B H g IR 55 v
P Y= ST S = R | S G R R A S
R4 L SO 2015 45 19 1 52 22 L ) R 48 I 28 il
. 20154FE 12 H 23 H, B 2 RGERAET
— I I 28 T, T 3 o P BB A X A5
6 /NI, LA AR I 8 U7 P, R RORI) Y £ R 1

S 1% %R BAF BlackEnergy, AR IFEEHI T H 2
Al SCADA R ST, L A5 P2 ] A2 WL 0l 5 T AL 51
b ke 7 M rP oL BE LR P A T R B
SCADA REHEARES T Jodb it B mi Bt o A
AAEIRTTUR I HL [ B kS B 2R 0T, B 5 1 M
2R Iy 9 R F AR T U R R IR A R
A5 = BB R A, P RE S BURA HL M 58 A .
FUAT , B0 AE R I 80 8 0 T A AN W i
AR A SR RS Bl A L R ) R S s AT, T



—t

10 www .kjdb.org

RIS 2024,42(9)

L340 e, 38 AR VR TR 9% . A7 LERE A BH W il v
XoF 7% B i S5 A it 1 4 o a2k 2 U0 T e g A i H
(o JUIHR, QSR o ol A% Sy E 4 ) R Gl
B, T ReE R KRR e ®E . 20104, 4+
YR 30 2% A% i 0 R N R R Il B R R
1000 £ 5 &5 D HLRERE , © 28 Uk B o] 38 o e Toll
PG PR 22 50 F SCADA 2 40 % 56 S LRl it
T IR . (AT R S, 2021 AR 43
A% VR Tt P T 3 PO 2 e, AN ES AL IR
L) R G BN Hog R B K | 3R W Bl it B

I T 1 1 iR, 0 26 805 199 3 BRI 52 i BB A 7 K
TS A Ak B XA i L O £ DO 24 T 3R B R AR AR
i e ATk (FDIA) AR 48 i 55 (DoS) Moty | £ 4 it
Wy (DFA) | ) A (MITM) ik | 28 ik 728 o oy
(LAA) B B4 A (FCIA) | 7 fif 8 43 i 2
i (LRA) P8 M 48 Py B4 (CCPT) iy L J A
i (RAEE, WREE B L2 =F R (CIA), Pl
(confidentiality) . 5¢ #& P (integrity ) #17] F 4 (avail-
ability ) , X5 58 FL I I £ T i 43 2 an 2 4T

4 MRS CIA A REHLIN M9 28 ity 7326

W02 22 4 H AR Wit e Ay
Pl Ao TR BIWT AT R AR5 R R B P LN LR EER DR B TEA
e N ) N R EING A 8 AR (TR Ve T G M NN | NGRS AN B N i G
A HIE T G LR S AR DoS (2 b XY H HIR  Smurf , Puppet I [ [a]25 D% rpia] A g Bt

1) WL PR o WL P 3 P o B 7
ATy Z AL B AR 1 A5 S, AR R AR oy
AR A B T A 3 PR EST  F X) v ) 5 3 1
DAARBUIT 5 BO15 B o B, 3 o 2 i A ) 4 i i
T M Ak 2 TR AR AT A A s AR EUR
FIRS o 7R B R B T Mo R — R sh
I 2, PR TP HICHE A 542 48 ) S5k ) I 4k A% i
SR SR AL PR 3 o B Tt — bk
Sty , i AT B DR SR h
e Wk A — A sh o X, HGE i MAC RS
ARP 3 TP R0 45 6 S HE AT IR 1B ok, D e il
BIEGEE LIRS B 2050, B IR sm et , i
T | RIS T AN A ) 1
BT PR A ALEE 7, PMU  TCP/IP S0 F Y fiE
HL SR MR IO 9 £ 2 B bR, SRR g % , Bk
B T RBMAE B O B

2) SEEMENE: . SEEEMEIGE B B EUR IR Bk
P2, I e P B R s | e AL
EESBUE il a4 IR B TR S LT g
X B AEAT IE R A FE B HE P, FDIA & —Fa il
LB RE R s () s R G B T gl 6
T PR i ) 2 SR LA IR S A AR

IR AR oL PEELH T AR R] . i L, FDIA
LA e 1) BRI L BB A 3R T R T A A B 500 A
(BDD)#ILH . 3E a5 my 24 rhooo a3, FDIA 7]
eS80 )1 R G U0 B for R A 3 L T R
&L O BCH B ) R G E U, AR YR
HFREIATE, FDIA A1 43 R~ 52 @ i@ ek A
AT AMEREIR 2, R S85 A R0 AG ) o 14
ARSI @ BN HGR TR ;) &
O, I iz i BAR AR 5N T AR
MA@ Yoeh % BEHL I, W SCADA R%8 . PMU
L AW LB, FDIA 76 5 20 H ARk i Wi v () ]
B, fivh 2 2 306 e B A 1 2 - 28 ik ik ), e A R O
TR T EL 5 38 1] 3 1k PVTU 5030 R S 97 r A
O 55 2 5 T P, T35 5 TR N BB B I 4 B i R
Y 2 A ] BE VU PT  AAR KH  Sl AR 2 d b
Yo IR I e AR M 25 e 8100, Ak FDIA R
A BT ECE BE L AR SR AR R R R
]

3) Al . TR R AU P oa] L
Vil B, nT R 2 BH kI vT RR A IR A g H I
T 2R IR FA GE P . DoS i & — R i UL iy Al
FHTCR 38 5 A 45 A FH R & 08 AU 5 H R 40



—t

REF4R 2024,42(9)

www.kjdb.org 1

BEIRAE ZR G LA S Ry, LA S BRI SURN 2R 4 rp
(1) ) B85 S A I AT R 2 P BRI 2. LA
R AT B R B FR Y DoS Bk Fr M 43 A 2 4R 4
& 55 (DDoS) B iy, FHLAH FH K A3 oK W 153 15 i 55
i, LA SE MR S5 a0 LTIk b A il s . B AR LI
R RE L R R B R A B R A48 .PMU .RTU
BREH T (IED) | n] 4 F 22 4R 45 il 45 (PLC) 55
BREB A TR T H B AR ET L, 58 45 Fh
Uil 2B DoS M ihi o BEAh, —28 /N FHE L2 F AN
2 S A AFAE BB , T ARG PMU M2 )92
S £ BT 3K AT RE 2 5 U = A DoS AR 45
Wk I RE 11, DoS Wik SE L] 4, {HA nl BEAE 5
il L I v i ol B K IR it 5 65 e L D 2R S T T R
B YK, DoS F s B 52 i 1T fiE M 42 g 310 7™ ., 6L
BN e GE DAl DRl iR iRy (a1 S

3 IBREEE M MER MR

M C A Z AR TR e R 2% 0
A WU 57540, i 5 OO % A0 ok 5 Wk %) A T B 0 H 25
Al AT BOR IEAE AR W & T PR Bl g = >
XHCEE TR SRR SR B R SR AN,
SR BE FEL I 1 O 265 2 A PRt TR I R
31 HBEIHEA

BLER 2 (ML)AE Ry —Fh A 2500 T 5. Gl
LR BT i R 0 by A T R R O AR A Y
A, (0 4 B LAz 1T . BLER 22 2T p AP
SVE R AR R, 38 46 A4 0 BT B B AR
B A R SR EC AR e R I ) 32
(R URIIY NS R N s A B ) N E B
Joy 45 T BE R AR LSRRI | PR 2% o TR A

FI AL 2] Bk BEAS o 25 B L A
AR T AR A DU i F I 18 D 4 it o
HZ 2 B4 (MLP) R A 34T FDIA X BE HE 9 7Y
SO I, — o R B ) O 2 A5 2 R AR e r I ok
FOAERR M, SR A T4, JF HBIAL i TR 1R 4K
i 005 T T R, A I AT e S i AR RS A
MR BCRAMETEFAF, G AFR R E, 5t T
B RE HL D) 1 EE AR AL X T ML 2 2T 19 FDIA A

(s BT, W) SRR B
2 Ak eE ) TR E 2 T FDIA K™, WF5Y
KBNS F IO B R A o ) R MR RE A TR
— RN TR ) T BT SRR A A L R AE
PEUURE Ty, A e v 2 O AR B S e
FDIA K0, 20 5 FH 36 19 bft 2 o) 4510 36 Bl 42 1)
1) TR A A 2 O 510 XL ] A A Aol 448 ) 4517 S AL
Bio —SEpFgE S0l 2 W Oy A T IR A )
YL N A B 4 545 42 B3 S 1 19 A8 BXTE 1) 4%
w3 A AR R N R 2 A o 2 ) R — ok
G FDIA R Y 551,

XFF DoS Mty , i AL AR 27 2 H AR 0] 348 58 B 4
WG, A B 3 2% (CCN) ] 1 PMU 2 2% 1)
5K B Sh s s TR R R~ S ML 25 5 1T 13
W T DoS Tk 117 2 28 W s , & H il (5 5 LA4E
Fe R G RasE™, R H 2 9 A 5l 4 it 25 B 8L ] A6 )
DDoS Befi™ . 4% %7 o Moty , R 4 2 > Bk
AT S U0 R i PR 2R 0 B 5% AR, AR I B L T
5O R DL SO A 2 e VR B 2 R 25 R A T R S
Bt Al, nTHE T B FAG I () HERRPES BT X BRI
Uk MR E R T 45 A 5 B (KPCA)
(14 A ity B ATLARE (ERT) S35, X F 22 Fh B4 52 4
P il K i T 40 AN P SRR (DT) 45 35 2 b A7
ik 7325  HER R F) 96,59 ; 111 F) A5 4346 4543
fift (VMD) F1 DT 5535 T 4 1) I 24 9 380 5 A 0 3R
4, ER AT 42T 99.9%
3.2 XA

X PB4 ME B HOR - T 3L
RT3 3 2 ol 28 AR S A5 Y
Oy AT AEAE M 45 . BEAE FL I 1) 5 RE AL R R, L) &R
S5 1A I B I A 3 A B UIE RIE B0 A7l 1
BORAR B T3 5y SN AR BN A AF R, 5
W, B BE L I R BB A T R W B T ah A
WG, 1% G2 f 1 e sCAE 7 RCR A
BEAS i S AE A UE B4R R, H Gk b 11 2 240 &
DX E I T LA 0 B i 0 Db o B
) e =W A A s SN E e T AN et o
BRI, BRI IR AR R B X P
FAR R TR, A B0y S ik B2 ACR I A e b



—t

12 www .kjdb.org

RIS 2024,42(9)

BET R B B ML o OBE S50 L & bk
R 0] S BB A DL S0 | PRAF AR R A, 1E
T AL 35 55 R PR O 118 2 2

B RE H D HR Y SR T S A 2 A R
51t 2% R Al AR AR OCME B, A% 2 b e
AL AT BB B ) 265 AL A6 ), ) FH IX B T AN
AT 1 D) 28 BRI v X T 8 it A AR 2 rpcfk 1 1 ]
], 3 G B R T SR (RS B A K B 9K
BNt 5 X R R Z5 G, AT R 5 FDI A
IV Bl R 2 I B A G 1) B0 [ J 5 e F LA K By
DX B 1) 2 rh o 1k 2R e T RS 6T R LR 1
DDoS X,

W IX Bt e AR FH T30 o A et TR R R A S
JG(PMU) W7 Ha 1 2 240, i b5 B == 7
FREAT B, nT LRGSR BE R I RS M, WA o L AN
W HL A L A WF ST B X Z A R M T
— /IS UM AL I B AL T RS S S R P
il , AT B 1k 32 B R R T AR T e G T A
I X B L RE A 29 H AR v] i AR BE IR AE &) %
G211 FL T DX HUBE I b P B R RE R AE B T 8 mT 8
P W AT ISR A28 51 Ak, X HedE R R
T RT LU T80 B F D ) B B AL DR AP, A% Bk 5k
P BEURAC Ty B BT B A5
3.3 ETFItEREAR

A AR A R
FARTT TR T oM S, £
A7 o] LA RN & A, 2 a7
I Z T AFAEREIR B A IR AS (B a2 4i)
I T AT A T S A e g AT A B
TR TR A05R A [ R, A L 28 LT SR ML S RS B ) i
R . REE R REML 5 BRI, e
RGN 2R TE P A B X R G
R GEATAE BRI B 0 A 2 M R IR T
R A AR . R, A X A LA
RN

VAR , R T 0 13 i A L I 1)
W28 2 4 L an, A T T AR RS v IR TR A
IRV eV BT, X ) R AR 12
W ELA B T] E (1492 Wi 4 RE RN BT 2 SO SR,

T2 5153 & (QKD ) 7 B L I 450355 114 1 FH AH T 1
2, I S0 2 BT 4 2 Rk e A A A
Fa3 RN T i F I B e A i Y 2 A R
1L G B 2 I TR SR T 2%, T 48k
W, FLA RE H N BE Lo e i AR AR T B RE A
PR, JC kAR AR A & B I I H R . QKD A
WA 352 2, LR FH 7 ) 2 e A e A B
HLEAROy LB B 2548, — BA S = ilE g
Wt 2 BRI Sk A e T g 52 i, AL T ml i £ 28 BH 1)
Lt SEERRIEIECT T R e R
JHR T AR AR . 20194, 36 R RIS F R S5
% (ORNL) ¢ Hr Bl hir 5 17 [ 52 52 % (LANL) Fil 5%
[ L 7132 5 i EPB /A A5 — UOonie T B A KRR
SRR A A A B QKD & 45, 3 T 20204 5 H
A PSS T 0 F ) RGO HEAT T R, N
B A B LA B A ) R ) O, 2023 4 7
H L EPB A m) &% 1 26 [ 1 4 7 H R 4 EPB
Quantum Network 1E 2% AN il #252 H "™,
[ S HL A H] 2016 4F 46 SRR BE i F BRI
A7 BRA w A VR AR e e i 7 in s BR N /)
R, AT VR LR AR S 24 i
Xy TR H B FHE R, 2022481 1,
FHAE T HEICIL 10 kV R FLF s,
T2 ] AR T TN oA {1 4 H Bh ik
el

JE
LR,

SN

&g

B P I A e ) AN A XL Bl SE LR
G 0 265 (0 5 TR0, by Ry el e A8 L T A R L R
RO E LA o B RE LM 5 R T R I R R Y X
s X[ A] A2 B, HAERE 20 M 60 % T ARG ) 2k
7 BC AR IR LA SRR A A 3R 1Y . H R
B REALAR B AR 17— 20 R0 222 4 UK , AR SC L
55 7R RE PRI 1422 4 Y I R TET ik ) 090 26 T3t TR
THLAR T IXCHREE TR AR S BOR T S 5R
BB FRL IO X 4 22 42 D7 T B4 AT RE I AN A B DT 1]
JEBRSR , AT B RS IX BE5 Ml 7 SRt — A0t
FELLN X — L8 S HE PR A



—t

REF4R 2024,42(9)

www.kjdb.org 13

1) N T REFIHLAR 7 > 3G 5m R i 17
AEE T R AR A R R R AT 5 R RS B
T I S5 B Bk . O T A DR () MR P | Uk
/U8 B R I rf O T A BB 1) 2o 100 B R AU ]
IR S DT S €11 Sl E2 N U N 7Y A
PEHIN T Re A i e SR AR DR e, LAAT 5 )
RGN MGG AR, BRIPHLAR 27 > 785 B Rl
LA I AR EL R A S, Hasis ik 2 5 LAME Ty
KNG N TR RERAY 3 o A8 M AL B AR 25, (175
BN B FAERAS 2 T 04, C TR AR s )
Hh e EL 7 e R R IR T SR I AR AL ) R S
(R ECHE BRRAR A o BRI, X B R 25 5 % 31 W 2% 1
o AR A 222 R K 2 44 it o

2) DXHCEEF AR AN B DR A X A 4
W HESR AT BRSO . WS ) 3 A 2 4
X HC B AR R O N e e Tk, AT LA
i 3o 21 A 43 A 2 X BB ) 45 o Al I N i L R
(1) DX R FL T, DA 5T LA e R G R . R T A
BRE I ST 224 RTU FITED #5561 2248, 7] LA
FIF B 28T e 3T X B A e L 36 K L
T A 2% H ZR G s il 2 LAV T LS R B o
PEAN, 25 18 30 DX B (1 5 AN A8 T A0 2 hu fR A5
PR T DL SE IR 1 7K A 78 ST B 29 i
/Ny | PR R AT AT e B 5l AN A7 S R T LUAE R G2
LR

3) R4 Mk i A A — e g BE
DASE IR, {5 S b 28 M ST 55 i he 2% b I R, 3
BRI SA OC . HRe A —Fa IR
UE 1) ) B 1 BEALAT BAE i 2 T AT R R 15 2
it e 1A PR R TR BT . AR
P ) R o ELA R T 1 i R R AT
TR 2R G 1 i 7B 7 L4 ok 2 i 7 H ARl 2L
Pk, Dy R R Rk, L, TR A
T T REIR I BRI DA ORFRAIR IR 25 1F . it
BLZS 5y 52 e 75 ol TR AT A2, Xt e
KIUB P IE LR B 2 — O 7R R AT
AR R LR R RIS i A, R
WP R g w RME . eAh, o TR R T
HLI RS R L ) RGER 2, T5 20T & — il FH 1

ARMA R TI RN BT EYII SO~ T
Ak PR AT, DRI A YRR B, RS
S ARNE RIS AT B 23 B3 I, 5 2T A S R
PR -2 MR A R 4 0 75 TR IR RE A 19 ]
RE P e B )l P, T 3 1 4 o 3 1 i B
{OEE IR EN O W i R i 72 N g TP R R )
T AN ) A0 KRS, , 5 BT e — ol m] L2 At 7 g 9]
YR QKD PR, I SCFp HAT Je i £ 2iE 38 f S )

£ % 3Lk (References)

[1] US Department of Energy. The smart grid[EB/OL]. [2023-
08-04].
smart_grid.html.

https://www.  smartgrid.  gov/the_smart_grid/

[2] US Department of Energy. Grid modernization initiative
[EB/OL]. [2024-03-02]. https://www. energy. gov/gmi/grid—
modernization—initiative.

[3] US Department of Energy. Building a better grid initiative
[EB/OL]. (2022-01-12)[2024-01-03]. https://www.energy.
gov/oe/articles/building—better—grid—initiative.

[4] EERA. EERA IP smart grids|[EB/OL]. [2024-03-02].
https://eera—smartgrids.eu/.

[5] European Commission. Grids, the missing link—An EU ac-
tion plan for grids|EB/OL]. (2023-11-28)[2024-01-03].
https://eur-lex.europa.eu/legal—content/ EN/TXT/?uri=COM
9%3A2023%3A757%3AFIN.

[6] T &h, ML, AR, 5. BEHL AR [ B AL Ao
[J]. HLHHL, 2020, 37(3): 3-9.

(7] EZREIRR . [ S RE IR 5 TN DRffie ik RE VR AT 1L i
1% SR %5 T 2 WL[EB/OL]. (2023-03-28)[2024-01-03].
https://www. gov. cn/zhengce/zhengeeku/2023-04/02/con-
tent_5749758.htm?eqid=da02903f00041dfd00000003645-
caedc.

[8] B UIIAL, A, BEOGHR, 55 . v ER GE L R IR IT | e
PEHEWI]. TR, 2016, 31(2): 54-65.

(9] 22 SCF . B B HL ) R G 9T i B AL 5 55 L I [E B/
OL]. (2024-02-22)[2024-02-22]. http://www. cnenergyne-
ws.cn/dianwang/2024/02/22/detail_20240222148484.html.

[10] A . B 77 H D00 2507 Al B ) 0 5507 vl 1) A i3 ) 0 e

AR JEEIEB/OL]. (2021-12-16)[2024-02-22]. https:/
news.bjx.com.cn/html/20211216/1193950.shtml.

(1] 02 . bRy g AL s 25800 56 i vh [ A B R sl g

[EB/OL]. (2024-03-04)[2024-03-06]. http://dzb. rmzxb.
com. cn/rmzxbPaper/pe/con/202403/04/content_58092. ht-

ml



—t

14 www .kjdb.org

RIS 2024,42(9)

[12] K77 v o0 5 B Py 3R 0 K JRAl o (2021—2023) ) K A
[EB/OL]. (2023-10-10) [2024-02-02]. https://news. bjx.
com.cn/html/20211216/1193950.shtml.

[13] NIST. Smart grid: A beginner’s guide[EB/OL]. (2012-
07-12)[2023-08-04]. https://www.nist.gov/el/smart—grid/
about—smart—grid/smart—grid—beginners—guide.

[14] IEEE. About IEEE smart grid[EB/OL]. [2023-08-04].
https://smartgrid.ieee.org/about—ieee—smart—grid.

[15] IEC. Bringing intelligence to the grid[R]. Geneva: IEC,
2018.

[16] Dorji S, Stonier A A, Peter G, et al. An extensive cri-
tique on smart grid technologies: Recent advancements,
key challenges, and future directions[J]. Technologies,
2023, 11(3): 81-101.

[17] NIST. NIST framework and roadmap for smart grid in-
teroperability standards, release 3.0[EB/OL]. (2014-10-
01)[2023-08-04]. https://www.nist. gov/system/files/docu-
ments/smartgrid/NIST-SP-1108r3.pdf.

[18] IEEE. IEEE smart grid domains & sub—domains[EB/
OL]. [2023-08-04]. https://smartgrid.ieee.org/domains.

[19] Gunduz M Z, Das R. Cyber—security on smart grid:
Threats and potential solutions[J]. Computer Networks,
2020, 169: 107094.

[20] Ding J G, Qammar A, Zhang Z M, et al. Cyber threats to
smart grids: Review, taxonomy, potential solutions, and
future directions|J|. Energies, 2022, 15(18): 6799-6835.

[21] Lazaro J, Astarloa A, Rodriguez M, et al. A survey on
vulnerabilities and countermeasures in the communica-
tions of the smart grid[J]. Electronics, 2021, 10(16):
1881.

[22] Ericsson G N. Toward a framework for managing informa-
tion security for an electric power utility—-CIGRE experi-
ences|J]. IEEE Transactions on Power Delivery, 2007, 22
(3): 1461-14609.

[23] Titcomb J. Ukrainian blackout blamed on cyber-attack
[EB/OL]. (2016-01-05)[2023-08-04]. https://www. tele-
graph. co. uk/technology/news/12082758/Ukrainian—black-
out—blamed-on-cyber-attack—in—world—first.html.

[24] Sun C C, Hahn A, Liu C C. Cyber security of a power
grid: State—of-the—art|J]. International Journal of Electri-
cal Power & Energy Systems, 2018, 99: 45-56.

[25] Z4 . 222 AP DA Rt 14 B8 0 PR A [ S 7R [EB/OL.
(2021-04-14)[2023-08~-04]. https://opinion.huanqiu.com/
article/42i6mtP6qMB.

[26] Gunduz M Z, Das R. Analysis of cyber—attacks on smart
grid applications|[C]//Proceedings of International Confer-
ence on Artificial Intelligence and Data Processing
(IDAP). Piscataway, NJ: IEEE, 2018: 1-5.

[27] Tan S, De D, Song W Z, et al. Survey of security advanc-

es in smart grid: A data driven approach[J]. IEEE Com-
munications Surveys & Tutorials, 2017, 19(1): 397-422.

[28] Shi H Z, Xie L B, Peng L. Detection of false data injec-
tion attacks in smart grid based on a new dimensionali-
ty-reduction method[J]. Computers & Electrical Engi-
neering, 2021, 91: 107058.

[29] Che L, Liu X, Li Z Y, et al. False data injection attacks
induced sequential outages in power systems|J]. IEEE
Transactions on Power Systems, 2019, 34(2): 1513-1523.

[30] Liu X, Li Z Y, Liu X D, et al. Masking transmission line
outages via false data injection attacks|J]. IEEE Transac-
tions on Information Forensics and Security, 2016, 11
(7): 1592-1602.

[31] Yan J, He H B, Zhong X N, et al. Q—learning—based vul-
nerability analysis of smart grid against sequential topol-
ogy attacks[J]. IEEE Transactions on Information Foren-
sics and Security, 2017, 12(1): 200-210.

[32] Tan R, Nguyen H H, Foo E Y S, et al. Optimal false da-
ta injection attack against automatic generation control
in power grids|[C]//Proceedings of ACM/IEEE 7th Inter-
national Conference on Cyber—Physical Systems (IC-
CPS). Piscataway, NJ: IEEE, 2016: 1-10.

[33] Yi P, Zhu T, Zhang Q Q, et al. A denial of service at-
tack in advanced metering infrastructure network|C]//Pro-
ceedings of IEEE International Conference on Communi-
cations (ICC). Piscataway, NJ: IEEE, 2014: 10-14.

[34] Guo Y H, Ten C W, Hu S Y, et al. Modeling distributed
denial of service attack in advanced metering infrastruc-
ture[C]//Proceedings of IEEE Power & Energy Society
Innovative Smart Grid Technologies Conference (ISGT).
Piscataway, NJ: IEEE, 2015: 1-5.

[35] Attia M, Senouci S M, Sedjelmaci H, et al. An efficient
Intrusion Detection System against cyber—physical at-
tacks in the smart grid[J]. Computers & Electrical Engi-
neering, 2018, 68: 499-512.

[36] Taft J. Assessment of existing synchrophasor networks
[EB/OL]. (2018-04-30)[2023-08-04]. https://www.naspi.
org/sites/default/files/reference_documents/pnnl_27557_
assess_existing_synchrophasor_net.pdf.

[37] Frincu M, Chelmis C, Noor M U, et al. Accurate and ef-
ficient selection of the best consumption prediction
method in smart grids[C]//Proceedings of IEEE Interna-
tional Conference on Big Data (Big Data). Piscataway,
NJ: IEEE, 2014: 721-729.

[38] Karimipour H, Geris S, Dehghantanha A, et al. Intelli-
gent anomaly detection for large—scale smart grids[C]/
Proceedings of IEEE Canadian Conference of Electrical
and Computer Engineering (CCECE). Piscataway, NJ:
IEEE, 2019: 1-4.



—t

REF4R 2024,42(9)

www.kjdb.org 15

[39] Karimipour H, Dehghantanha A, Parizi R M, et al. A
deep and scalable unsupervised machine learning sys-
tem for cyber—attack detection in large—scale smart grids
[J]. IEEE Access, 2019, 7: 80778-80788.

[40] Tufail S, Batool S, Sarwat A 1. False data injection im-
pact analysis in Al-based smart grid[C]//Proceedings of
Southeast Conference 2021. Piscataway, NJ: IEEE,
2021: 1-7.

[41] Mohammadpourfard M, Weng Y, Pechenizkiy M, et al.
Ensuring cybersecurity of smart grid against data integri-
ty attacks under concept drift[J]. International Journal of
Electrical Power & Energy Systems, 2020, 119: 105947.

[42] 2275, INEGIH, SRBLEE, 45 . HLdR = ) a0 {5 B B
RG M2y D] B RS A 31k, 2022, 46
(9): 200-215.

[43] Ashrafuzzaman M, Das S, Chakhchoukh Y, et al. Detect-
ing stealthy false data injection attacks in the smart grid
using ensemble—based machine learning|J]. Computers
& Security, 2020, 97: 101994.

[44] Wang Y F, Zhang Z H, Ma ] H, et al. KFRNN: An effec-
tive false data injection attack detection in smart grid
based on Kalman filter and recurrent neural network|J].
IEEE Internet of Things Journal, 2022, 9(9): 6893-6904.

[45] Wang S Y, Bi S Z, Zhang Y J A. Locational detection of
the false data injection attack in a smart grid: A multila-
bel classification approach[]]. IEEE Internet of Things
Journal, 2020, 7(9): 8218-8227.

[46] Sawas A M, Khani H, Farag H E Z. On the resiliency of
power and gas integration resources against cyber attacks
[J]. IEEE Transactions on Industrial Informatics, 2021,
17(5): 3099-3110.

[47] Kwon S, Yoo H, Shon T. IEEE 1815.1-based power sys-
tem security with bidirectional RNN-based network
anomalous attack detection for cyber—physical system|[]J].
IEEE Access, 2020, 8: 77572-77586.

[48] Zhang Y, Wang J H, Chen B. Detecting false data injec-
tion attacks in smart grids: A semi-supervised deep
learning approach[J]. IEEE Transactions on Smart Grid,
2021, 12(1): 623-634.

[49] Li Y C, Zhang P, Ma L Q. Denial of service attack and
defense method on load frequency control system|]].
Journal of the Franklin Institute, 2019, 356(15): 8625-
8645.

[50] Shan A L, Li Y C. Learning multilevel auto—encoders
for DDoS attack detection in smart grid network|J].
IEEE Access, 2019, 7: 108647-108659.

[51] Abdulaal M J, Ibrahem M I, Mahmoud M M E A, et al.
Real-time detection of false readings in smart grid AMI
using deep and ensemble learning[]J]. IEEE Access,
2022, 10: 47541-47556.

[52] Lepolesa L J, Achari S, Cheng L. Electricity theft detec-
tion in smart grids based on deep neural network|]J].
IEEE Access, 2022, 10: 39638-39655.

[53] Camana Acosta M R, Ahmed S, Garcia C E, et al. Ex-
tremely randomized trees—based scheme for stealthy cy-
ber—attack detection in smart grid networks|J]. IEEE Ac-
cess, 2020, 8: 19921-19933.

[54] Ravikumar G, Govindarasu M. Anomaly detection and
mitigation for wide—area damping control using machine
learning|J]. IEEE Transactions on Smart Grid, 2024: 1.

[55] Singh V K, Govindarasu M. A cyber—physical anomaly
detection for wide—area protection using machine learn-
ing[J]. IEEE Transactions on Smart Grid, 2021, 12(4):
3514-3526.

[56] Syed M H, Guillo—Sansano E, Wang Y, et al. Real-time
coupling of geographically distributed research infra-
structures: Taxonomy, overview, and real-world smart
grid applications[J]. IEEE Transactions on Smart Grid,
2021, 12(2): 1747-1760.

[57] Kumari A, Patel M M, Shukla A, et al. ArMor: A data
analytics scheme to identify malicious behaviors on
Blockchain—based smart grid system|C]//Proceedings of
GLOBECOM 2020-2020 IEEE Global Communications
Conference. Piscataway, NJ: IEEE, 2020: 1-6.

[58] Samy S, Banawan K, Azab M, et al. Smart blockchain—
based control-data protection framework for trustworthy
smart grid operations|C]//Proceedings of IEEE 12th An-
nual Information Technology, Electronics and Mobile
Communication Conference (IEMCON). Piscataway, NJ:
IEEE, 2021: 0963-0969.

[59] Abou E H Z, Hafid A, Khoukhi L. Blockchain meets
AMI: Towards secure advanced metering infrastructures
[C)//Proceedings of 1CC 2020-2020 IEEE International
Conference on Communications (ICC). Piscataway, NJ:
IEEE, 2020: 1-6.

[60] Butt A S, Huda N U, Amin A A. Design of fault-toler-
ant control system for distributed energy resources
based power network using Phasor Measurement Units
[J]. Measurement and Control, 2023, 56(1/2): 269-286.

[61] Reijsbergen D, Maw A, Dinh T T A, et al. Securing
smart grids through an incentive mechanism for block-
chain—based data sharing|C]//Proceedings of the Twelfth
ACM Conference on Data and Application Security and
Privacy. New York: ACM, 2022: 191-202.

[62] Maw A, Adepu S, Mathur A. ICS-BlockOpS: Blockchain
for operational data security in industrial control system
[J]. Pervasive and Mobile Computing, 2019, 59: 101048.

[63] Li M, Hu D H, Lal C, et al. Blockchain—enabled secure
energy trading with verifiable fairness in industrial Inter-

net of Things[J]. IEEE Transactions on Industrial Infor-



—t

16 www .kjdb.org

RIS 2024,42(9)

matics, 2020, 16(10): 6564-6574.

[64] Ramanan P, Li D, Gebraeel N. Blockchain—based decen-
tralized replay attack detection for large—scale power
systems|J]. IEEE Transactions on Systems, Man, and Cy-
bernetics: Systems, 2022, 52(8): 4727-4739.

[65] Ferrag M A, Maglaras L. DeepCoin: A novel deep learn-

tems|J]. Applied Energy, 2021, 303: 117628.

[69] Alshowkan M, Evans P G, Starke M, et al. Authentica-
tion of smart grid communications using quantum key
distribution[]]. Scientific Reports, 2022, 12(1): 12731.

[70] ORNL. ORNL, LANL-developed quantum technologies
go the distance[EB/OL]. (2020-05-12) [2023-08-10].

ing and blockchain—based energy exchange framework https://www.ornl.gov/news/ornl-lanl-developed—quantum
for smart grids[J]. IEEE Transactions on Engineering
Management, 2020, 67(4): 1285-1297. [71] EPB. EPB quantum network powered by qubitekk ac-
cepting applications|[ EB/OL]. (2023-07-25) [2023-08-

10]. https://epb. com/newsroom/press—releases/epb—quan-

—technologies—go—distance.

[66] Samuel O, Javaid N. GarliChain: A privacy preserving
system for smart grid consumers using blockchain[J]. In-
ternational Journal of Energy Research, 2022, 46(15):
21643-21659.

[67] Kong P Y. A review of quantum key distribution proto-

tum—network—accepting—applications.

[72] T . PRk s, WS f I R S [EB/OL).
(2022-05-15) [2023-08-10]. https://www. thepaper. cn/
newsDetail_forward_17797502.

[73] IMA-T, AR A . 5 T " B I3 R B ) RS [EB/
OL]. (2022-01-17)[2023-08-10]. http://finance. people.
com.cn/n1/2022/0117/¢1004-32332535.html.

cols in the perspective of smart grid communication se-
curity|J]. IEEE Systems Journal, 2022, 16(1): 41-54.
[68] Ajagekar A, You F Q. Quantum computing based hybrid

deep learning for fault diagnosis in electrical power sys-

Network security risks and new countermeasures under the smart
grid environment

YUE Fang'?, WANG Xuezhen®, JIANG Shan*

1. National Science Library (Wuhan), Chinese Academy of Sciences, Wuhan 430071, China

2. Hubei Key Laboratory of Big Data in Science and Technology, Wuhan 430071, China

3. Ningbo Institute of Materials Technology and Engineering, Chinese Academy of Sciences, Ningbo 315201, China
4. Yongjiang Laboratory, Ningbo 315202, China

Abstract The smart grid integrates network and information technologies with the grid to enhance the reliability, security, and
efficiency of the power system. However, in a highly digitalized and interconnected environment, the smart grid faces increasingly
complex and variable network security risks. This paper outlines the concept and architecture of the smart grid, indicating that
its biggest difference from the traditional grid is bidirectional interactivity. Then, the security vulnerabilities and cyber attacks
are summarized in terms of three categories, namely confidentiality attacks, integrity attacks, and availability attacks. Then, new
strategies for enhancing the network security of smart grid, such as machine learning, blockchain, quantum computing are
reviewed. Machine learning algorithms can improve the accuracy and sensitivity of power grid fault detection and attack
identification. Blockchain technology provides solutions for identity verification, data security, and privacy protection through its
decentralized and tamper—resistant features. Quantum computing has significant application potential in power grid fault
diagnosis and data transmission security. Finally, the major challenges and future research directions are prsented.

Keywords smart grid; cyber attacks; machine learning; blockchain; quantum computing
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