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JBE =5 RS S B BEARRAE , B A% L T2 SRS 0 22 RUBE R R I, 3 o A ) R 14 AR A 4
ST RGN 3] F) SV L SR W L S R R . AR UL SERE I R R B S L R SR A AT G
XL F ] W 27 SRR (ARMA) O8] < 45 0 10 12 9 2% (BILSTM) | 4> 45 FURf 28 I 4%
(FCN) | H sh 4t 2% (AEs) & Z MR 1 88500 . 455 B/ , MSFCNAD LRI [ 3 [A] % F,
Ay B TS B 26 R L 43 ) R 78.44% . 80.30% , A T H Al R Y FP A Y 77.53%
69.74% , < B MSFCNAD 5 78 b Ath S5 46 I 7 2 190 1 8 B4, () ol B 0 30 o S 6 7R )
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H AT, AR OC T 4% H 32 508 S Ay i
F BT AT T B E Y s B T AR Ty
B TR RRGEN % EE T 5T
2T A . HETER AR L 3 A R D Y
TR LB B A T Ao 32, S 80 45 1
S IO ORI AN R R GWAE ER EA
M AB LA TREA BRI 58 . TR ER
Y SPUN i N S IR By G R S AN X
JEAHE D BEE X R A, i L B ATE XA A
RS S 00 P AT 5 AT AR X R I [ B 552 9 i 4 1
AR . Maurya S5 T —Fh L T 30 8¢
[r] et AR A R ) S AL DM B, X A v i L
SERHERIEAT T R S UE WS A A et | TR
WHEIETE = AR AR LM AT 3 B R b SR Y
P AR R BR T SR AE RS 1 S R IR o Cali-
va SR T Fh S B R 2 45 (CNN) | 25l
H 4 i &% (DAE) K¢ K BJ{H 5 2 (K-means ) (Y ¥ £
] DT R I AZ L S MRS 5 S WA R
(1426 JZ JETT R — 4E 5, i i U0 — A i 52 SUCHK
TR JRE S oF S o7 S R R, S L R RT AT MR
FIRTE. You SR HrAZ NN AR5 5 BT AT
HLA 5 1Y 5 i I 0 S B AILPE S ) 4 ) —Fh R T
DU S HETR A5 5 S 0 SRR D SRR Bt 22 15 5 IR
DI BERE A, RS 2 HT A BTt
PSR 5 A 3

ILAESR TR F S e R e 2 s P BE Bl
TR A TR, [R5 A0UAE 25 5 U T NS )
RO AT HAE A P 2% B 2 2R G B2 W R S
Wb e BN AN B AR 2 . Cheng S92 T
—Fb Z2 RO K8 1012 M 24 (long short—term mem-
ory , LSTM) #5284 L 5¢ 4= FRAE AN [a] RXBE 1) B ] 44 36
P . Sabokrou % 5 oKt 42 45 B 48 ) 4% (full con-
volutional network , FCN) h FH 5 % K, FH 9% 1%
{18 75 ORAGIN 0 o7 5 DI, AR S5 B X e
Ao I 7y B o el 158 2 &) 7 1 {1 B0 1 1 41) T 1k TE A
ST S 3k — R, B T RARCAZ A St AR AR
JHESR S 1 S i A AS B2 . h TR B IR
PE KRB B A LA E A A B g R R S AL, H
A% L 32 208 S5 A 7 AR DG B9 I B A R B b 5

BRI 7 ] ST 45 AT ST 5 i i TR
IR A S AN T

BEXS AL 32 AR SAR R I A ) 27
I 5] PP 51 B, 4 ) — P T 2 KU FON YR R
F AR W K J7 2 MSFCNAD (multi-scale
FCN-based anomaly detection) , i i 43 M1 F 5 RS
VAT ) L S0 M 0 KAl e R i I S AT b O
FrvPAl  ZERAS S 0 B 00 B A 0 4, LAk

B HESEK

1 HXKER

1.1 £EREWEMLE

FFXT CNN R RAE 2 2 45 5 B 5, H
LR LERER, Long Z938 1 T 24 M4
W2 IR R AU, FCN BESRAS 5 = o
UF NGB BT B R IS SRR

FCN 3 3 32 AT B S A, % i AP AIE i
ATEEE, E 1Y R . BRZ RS SH A
FAESEAT BRI B, iz FH O R B B £ AR
e, 4 i Bk v 0 (SELU) P R BCRE I8 (i b
A5 A H SH—1k , PR UEDI o B2 HPOB BN 2 g M
BE TS, BT FE K SELU 381 oR #5287 78 e
AR R IA AN

mo P

N o, i

HOEDIDIP WAL
x=ly=1lz=1

i=1,2,"',q (1)
y(0) =/ (g(i)) = max { e — a, g (i)},
i1=1,2,--,q (2)

K, g(@) M i DL BRI R IR K 0.
w i SR A B B E BB TEE vy 2
R AL EE 5 v(0) 05 i 1> 28 SELU 0 eRESE
BUNIDE| 5 R lE /O

Ak 2 2 X O 1 4 S e S Ak ik
TR S K AH R (A AL, LB RaA

1)) — , { l(u)} .
Pmax (jfmixt<ju: u 5l 1,2’---,(] (3)
P.,i). = average {ul([")},i =1,2,....q (4)
(- Dw<i<jw

O, /60 R LE AR AN RRAIE K R A S DR
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REN NN B
A 16 LR
| BBz — kA 845 LSRR 5 th
WAL= . JREM |

K1 FCN®HLEH

1.2 WEKEHRICZ ML

15 0 22 X 2% (recurrent neural network , RNN)
JE—FERXT 7 4 B 8 25 IS (1] 26 S5 L ) A8 ) o
LS5 . 1T RN S o) A% 3 A7 708 B2 1 2% 1)
A, TCE AL B A1), P S LT By I AR BILR]
] Bl J22 22 BT HRo IS AZ B TT , B R R
TC LI 46 R i DA B B AR 1) 751, H LSTM H R B
[ Ak B SCARRSE o K AT 1) LSTM A1 7] LSTM &5
A, B BN ) K 8 350 12 R 4% (bi—directional long
short—term memory , BILSTM ) , F F-4b B X a] i SLAK
i

LSTM i i gt i) AT ?ﬁJtHIh_S/N]T"’
«U(*%f)uﬁﬁxifn SR TR BB
B2 xS A 5] =1 2] E‘Jéﬁiﬂ@ﬁ(?‘.ﬁ CH it
h,.y» 2 5 FAFE] 0 200 A LSTM AT B
N W

fi=oW,lh,_,x]+b) (6)

o, =W, [h,_,x]+b,) (7)

i, =c(W,[h,_,x]+b) (8)
C,=f,®C,_, +i, ® tanh (W, [h,_,x,]+b,)(9)
h, = 0, ® tanhC, (10)

K foio IR BRTT AT i ], 435
A IR AR B B AR 1] 1 R U B A ] &

A R R ) 5 Wb A3 B R 3T TR RS
Xk o7 A EE i 0] 5 o(+) A sigmoid JETE PR

tanh(+) A B TE DTG BRAL

BiLSTM [ ¥ 5T 2 5 4574 [A] LSTM AH ], 78
HEERE E 30T XL s A o BiLSTM AN e 1
RNN 7 AR R 2 [ 81, 345 R [ B 4 ) 371
HJE 7 10 P RRIE A B, IAEE 22 1 J3E 2 2] S B R AR
ZE L WE 2 TR, BILSTM 16 5 71 9 i 4%+ 282
Ivi) 7 ) F B i) LSTM HL 3% 32 F [l — )2 , [ B4 42 4
ARFIEDS B o BILSTM #f1 28 R £ J2 i i N

h,= W, + W,m, +b, (11)

A, m SRR AR T 1] A TE A2 R 2 I 4% B ER
Ay, BIVET— B AR LSTMAR S
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L T1v m
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T e o

2 BiLSTM 44250 2

2 ERRE
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J 46 32 AR I8 8] P 50 B30 & n A B TE]
AR T BN ) 7 51 A -
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X =(x,,%5,....%,)" € R} (12)
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K3 SR A RIS

2.2 HIEmALE

H1 T ARSI 1L A B A7 e — € n B
R FIVEICHE M P A A SR I 52 [ ) A
TEAR DG, Ry 1 DRI S A IS A 1) o ff e | 5 22
X R AT UL B

TR EE A 57 Bl i R B/, AT RE
I WAL A 5 J0 I A W B A5 i 45 5 2580t o
PR TR , Bl BAE A7 LU T 107, 208 gk 2k A
/b PR R AL KNN (k—nearest—neighbors ) " 3T
LG5 AN FEBR R ER R AT ATy o $R BN SR SR
Bl S AL T D7 s e 5, X B A (B T4
b o RN 368 5 [ 2 8090 4 A S R R AR Xk i
LGS RAATHNE | ) e BRI TR 5 X B E i
%Al

W I s T2 ARSI ) 77 90 A 75— AR A B
oAk FEADIRASIT [ 551 3Ry

Xl = [iai,ssinms(t + Bi,s»} vy +e (13)

K, o w By 7390 R BF ) 30 (R A i L #4013 AR
0 I ;e WM AEFa, .

I TR i e L ot A i B Sl A5 5 2 Ay Tk
5 PRI E T R AE B R B R AR R R
X557 25 5 o, ) FH IE 5% A8 40 X B[] J37 471 1) A+
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2.3 ZREFHEHEFRRE

TE FR IRzt e, th TR & m ik is 17
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FR 4 32 2 5 RS I ), 1 RUBE m=
3, 153043910 10,60 ,240 KNI E] 2, B2 R
FEOEHE Mo 19 a 53 51 10.60.240, FEAEH [
WS FER BN AR A 32 4SR5, 28 S
JFH a1 AR SE 1, N O 3] 1 B B, A S B
[Fi] — FsF 1] J57 870 A Ti) R A A 0 4 [ R 4l T 42 )
FROEAR BT LA, A DU s /) 5= 8 T A T]
AR 0 S G T %) X oy R B T S A TV PA
2.4 MSFCNAD &%

F2 FOR A FLAT B ) AH M 1Y) 22 48 )
(8] e A0 , A T SEBG 2 SRS S8 A s
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S fi s - R FH FON XT3 5 )3 91 18] A 56 1 1
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MrE e hwiin sk i Xo A Z N BRRET . b
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BiLSTM # #5 : 25 & £ 3k ¥ 2 J1 ALl (muti-
head attention )™ F1HEZ BILSTM™ %5} 4 A5 %5 18 Sy i
PEAT ATV N AR IO VB R 2 g i A
frt g b A o FIH 22 2 HE S BILSTM™ i 3K J )
i R R A B ) AR | a2 Sk T LI X
B B R 43 B, ARl A [R] s (] 254 110 22 RUBE Ay
TIEJE B [ 38 07 b 2 24 L 1 RS o, e 5 3
B 2 A RRAIE B S DA B A R i X
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: ={* | [
i | RRAEAERE | | b { i
i l | Gonyl i DeConvl } |
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K6 MSFCNAD iR

fif i 2% < 7 BILSTM BB RRAE 1 SE Ak I, R
FCN ¥ 506 FUZ IR AT SOG BURE $2 6 9 H 8 . R
T34 F B4 & 41> FON )L 12, By AN BilL-
STM HAE 5K 1 X, X T4 4 NGB BUZ % Hodi A
LA T I A BB AR A B 4 gk it Y 6 T At
B ERE A SH E— B2 1k
WY, TG FE AT RO B VA B ke
Yo i8I AR A AR BAH N AR P M e
iy Hh 22N [ RUBE 1) EE AR R AU R
25 REHEIERN

W £ R RE A R Mo 5 2 ik MSFCNAD 45
P o I 4 A R I M, PR DB 82 S L A
FH/INE B BEALER B2 R [%92:%° (mini-batch stochastic
gradient descent) 11 Adam At ot e/ MEE R 2,
2SR E SN

Loss(1) = 22 1¥* - v,

FENZRI i3 o I i I AR 3 A3 1 A

25 ) 2 SO HE BRI A IR 1 E A R R |

RAG B HH DL Y 22 S A0 o R 2R — B (EER e Y
DSPOT™ (streaming peaks over threshold with drift)

(18)

X 2 S5 R A 2 S {1 7, R R {1 o 0 2 O S5

o

gl(w)‘f ] 1]

Y\ N
X, o IR B 3 8 A0y 430 o 3 FH B K ARLAR A
TH(MLE) ™ 15 8| ) 28 THE , FoR T il 24645
A IR SHON RE S HO AT 18 N AL 54
B N, SRy A S L ) 5
2.6 HREKNEEITMNIER

BRI PEAL DA 1T A5 B — S5 ms APE A 6 4r

SR T Rk KER A 2K R
(positive) Fl 171 {5l (negative) . H A TN —4HL
iy 2] B G SR I i b S B e i ) 42 5 TR O R I
AR, ME PR

(19)

T 1T, +

K1 HEARRBAEMS

SR TN A IE T A R
EH TP(true positive) FN(false negative )
=0 FP(false positive) TN (true negative)

XT3 FE AN P 7 400, A 2% (precision ) A1
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A4 (recall) 3% 2 MPENIRARAEH B2, AR
P XUCFRRE A, 4 TR 000 o5 B A T Y L 91
AR R PR A 01 435 TE ) B0 o B 1E {51 )
Lo S350, F kG o A F1 47 0] R ) 38 A7 2 18
FUBCE R A A I R R 2, 3R 34848
AME O , S i R IR ) PR REBRAE . FLATHER A
XN
TP

- 20
TP + FP (20)
TP
R_TP+FN (21)
2XPXR
F,o=="- "= 22
! P+R (22)

FH T I [ PP 810 8 S AGE o, SE PP o
TR ARRRMLEE N EIRF o
DRl AR S S B DA A 4258 R AR VR S P 48
AR HESR P AR N A AR

3 XB5HH

3.1 LIRS

Sy B A LG R AR FE A A (D
$5 /K ) Intel(R) Core(TM) i7-6700K @ 4.00 GHz Pl
¥ 3 A7 4 16.00 GB(JEMI DDR4 2400 MHz) ; GPU
A GeForce GTX TITAN X Fl RTX 3090; = i £ K
P4 % WDC WD20EFRX-68EUZNO; F #t N # 5
Z170X~Gaming 3; 4§ 1F & 48 Ubuntu 16.04; 5 i
& 3% K PyCharm Community Edition 2020.2, fIf
FHH Python WA A 3.7.8, it FHBUAEZE A TensorFlow
2.1,
3.2 LINHIEE

Sy At FH AR B8 i 4 LAAX H 32 R RS B Ry
Fo B AR R A H T SR AR B IR A Y
FCAL 7 S W B AT 2 AL 8 5 AR K
FEAT 2R 1 IR /min, A F A 3200 A5, F 2200
MU R FeIR Bl AR L E SR A
JR 2255 JURP A .t o [m) e R A 5 7 4R i i dis
BAS EHINA 360 207 580805 , S A A 3 3000
T3 555540 .

% PR R AR ORI R A AR

el vl fE A2 SRS, I R HOPLAH 1 2 4
—AEIE R BT IO W 0 F ARSI A IR
PR G LA 1 R 409340 HIEW BT L
WY EFOREEARE M RIESE . BIEIZH ER
S RSB, o ISR e
HBE T MR . DR B N | IR B fE
S3FT SR UE R ROME , SCRBE I 5 R 3 A Y S
AT BRI S o Gl XL 1 4 T
BE AT 2L 73 B 5 A% L T2 A I3 W A i SR
X H, A LA 1 35 4 R D s Bds v e A 3
U U B T AE A 3 () FE RS BAEE o A
AR B I IRXAE , S EIGE # B 47 2 H iy 584k
BB CIMRER o B M 1 IO s 2R
PR A B HE £E (reactor coolant pump status dataset,
RCP) ., 7 BEHUA L8 P54 Secure Water Treatment
(SWaT) ™ HI Server Machine Dataset (SMD) ",
SWaT & H B 3 B 47 52 11 K% SUTD 1 iTrust A1
PSR AL B 22 11 B .7 d IR HRAE 4 d B
Btk (41 00) 142 42 /K b BRAECHE 4R, B0 ok
F 51AME AR MIPAT &%, I TRDREZ 9 1 s SMD J2
HESE S JH R A 28 A IR 55 i , B R 55 A 38
Y P RAS 1 I 55 A BE L I EDRLBE A 1 ming B
2l FH A S B0 Bt a2 2 s

BlEde WAl SWRe  Bdii II%E il
RCP 32 2.64 922320 527040 395280
SWaT 51 11.98 946719 496800 449919

SMD  28x38 4.16 1416825 708405 708420

3.3 ZREFCN4%f#5s5 (MSFCNAD) &

T ZA# FH TensorFlow 2 ¥R 27 2] R L2 R
J¥ FCN % i i a5 80 o ) die /N — e RAB A 1AL
(min—-max scaler) J5 {2 % B8 #6470 —fL AL B, SR
H bR %% X API (functional application programming
interface ) i SC ) 2 AL 25 — ik BLh 25 45 49 1) D) 4% AL
TR 2 28 A sR B T IR

Yt a5 2 LR FCN 24512, 3t Convi~Conv4
X4 )7, HAE BB 508 32,64 128 256, 5B
B KN 43 03] R 3x3X3 . 3x3X32, 2X2%64 , 2X2x128,
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Convl JZ2 MM 8K Ix1, KA 3 )2 M sh P K
S 2X2, 1 TE BRCA SELU, Conv1~Conv4 24 1% 0] %y
Aikdt AR SO 3T 2 3L B L
il 2 )2 HES BILSTM , 3 5 2, ML4J8 2 1if pisf [1] 25 117
R 5 SR 2D Besl )2 ph 2 o 8003 )R 64
48 .24 .48 .64, Dropout V%K 0.2, i PRELH sig-
moid I BREICHT tanh S0 RRER, ARAR i 5 25 1) A
BRI PR I3 [0 1 s sk i, iR 2 SR
FCN e )2 , 3L Deconvl~Deconv4 4 )2, HAEFZ
B 43008 3.32.64 128, B B KN il 3x3x
64 .3x3%64 ,2x2x128 ,2x2x256, Deconv] J22 [ 18 5l
AR Ix1, HR =209 320 Kol 2x2, B0 PR AR
"} SELU, Deconv4 4% 1 hy AR 5K 5 Sz 45 B 15 21|
i 5K 5, Deconvl~Deconv3 Y% i 121 o HE AR 5K 15t [7]
b BRI S SOE R B i ks R
i 13 Deconv1 it BEFG 5L

AL Gt B il /NG B B AL A B T 3 A
Adam LA &5 VE B B2 T B4R AL 53 25 (Optimizer )
2¢ 2] & (Lenrning_rate )54 0.001, A ZRET, %
U SRR AR B (Batch_size) Ry 32, Yl 25148 1K
(Epoch )} 50,
3.4 BURWIALE SHHEER

B FEOREBIG = — D HA 2N ERNE
Ptk S AU ) P A7 g ol B LS R sin 722 0K
HIRDEAAL B , AR H e 5108 ] (18 T AR AR SC A4
(B RUBE A S ) 38 4 R R B, AN [] B[] 70 R/
AR FE S 42, 431 0 10,60 . 240 K/ BRI B o
T 5 R SL IS TA) AN [, 76 s 1] 2 A R ) AR 4
H, S AT RE 7 BRI A B S o X 3
NN R SR EN 8w ivalll IS 1 TS S o e R
JE R S H AT PR

R T 2D G 3 I R] B RN XA
FEARFHNHEAT A BT « G SR AR ) ) B 3 e, 2
i E S A i 47 A T 125 SR MU e B AR, R4
WURACR B8 2% 5 G SRR IS ] B oo, Gt B 2 75 G B
FE45 i R 0] BE 20 58 23 I PR AIE , FRIE SR U B8 52
R o PRIHCIE AT 2 USSR T LR B IR I 2 /N, 1 5
I 1] % =10, 60, 40 I, 2L RAAE SR IR N 58 % H
REAZ AR 7 B BRRAE , SR BT X ARSI 7 A [+

R 1 57 15 DL AT A I PE AL . MSFCNAD 78 I
[ %7 a=10,60,240 BITE LU T , -2 A8 A 57 0 K
DA LA AL 7 B

MSFCN-AD(10) = MSFCN-AD(60) * MSFCN-AD(240)
1.0p
0.8F
0.6 F
541
041
02+
0 el
HRE R KRH
SRR UL

B 7 MSFCNAD B9 S ki i

i3 MSFCNAD -3 8 4R n] LI, £t
N[22 18] () 558, MSFCNAD(10)JL-T- BRRE A I
3k, MSFCNAD(60) GBS I H 358 49 B 4 2 1 S
H# , MSFCNAD(240) JL-F- A GE A H Bsf K 2 110 S5
[[DNERRN: =% a1 E 15 o 0 N S B S P N 5
T 2485 SR i X 07 1 5 SRy 3208 AR s ] - 25 Ik ]
TR S 1 1™ AR T TEAE B RS B O Se At
b2 i e v e o
35 XKWER

N T BRI A SO R MSFCNAD 78 & 24 i
595 R HERE 45 MSFCNAD FIEL A 352k 7 v
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MAD-GAN (medical anomaly detection generative
adversarial networks) "' Fll LSTM-ED (long short
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K3 OANFETIE SIS R

TR RCP SWaT SMD
P R F, P R F P R F,

ARMA 0.7632 0.3956 0.5211 0.5271 0.4683 0.4960 0.3467 0.3915 0.3677
BiLSTM 0.5667 0.7753 0.6548 0.5849 0.2157 0.3152 0.5412 0.4723 0.5044
FCN 0.3164 0.6682 0.4295 0.5711 0.1843 0.2787 0.3614 0.2035 0.2604
AEs 0.6955 0.6048 0.6469 0.6363 0.5846 0.6094 0.4416 0.3447 0.3872
VAEs 0.6814 0.7142 0.6974 0.6667 0.7237 0.6940 0.8042 0.7741 0.7889
MAD-GAN  0.7137 0.5344 0.6112 0.9135 0.8264 0.8677 0.7654 0.8198 0.7916
LSTM-ED  0.8361 0.5137 0.6364 0.8824 0.7991 0.8387 0.7846 0.6924 0.7356
MSFCNAD  0.8226 0.7844 0.8030 0.9041 0.9768 0.9391 0.8125 0.8418 0.8269
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Reactor coolant pump status anomaly detection method based on
multi-scale fully convolutional networks

GONG An, WEI Jinming

School of Qingdao Software, School of Computer Science and Technology, China University of Petroleum(East China), Qingdao
266580, China

Abstract The large number of types of reactor coolant pump condition sensors leads to three difficulties in current main pump
condition anomaly detection: difficulty in modeling complex condition data, difficulty in detecting early abnormalities, and
difficulty in assessing the degree of abnormality. The study of rapidly developing deep learning techniques such as neural
networks can provide new ideas to solve these problems. To this end, a codec network structure anomaly detection method
MSFCNAD (multi-scale FCN-based anomaly detection) based on multi-scale fully convolutional neural networks is proposed.
Based on the multivariate temporal characteristics of the main pump state, this method uses the full convolutional neural network
codec for pixel-level training to precisely locate the abnormal range of reactor coolant pump state data. At the same time, taking
into account the main pump state abnormal time characteristics, the multi-scale feature matrix of reactor coolant pump state is
extracted, and the abnormal extent is judged by the graded abnormal range detected by the feature matrix of different scales. On
this basis, experiments are conducted using real nuclear main pump data to compare the classification effects of several models
such as ARMA, BiLSTM, FCN and AEs. The results show that the MSFCNAD model outperforms the models listed in the paper
in terms of recall and F1 score, which are 78.44% and 80.30%, respectively, better than the highest 77.53% and 69.74% of the
other models. The experimental results show that this method has better performance compared with other anomaly detection
methods, and it can also judge the severity of anomalies by the degree of anomalies and prioritize maintenance processing.

Keywords anomaly detection; multivariate time series; fully convolutional neural networks; multiscale analysis; deep learning
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