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Big data security standardization and perspectives

YE Xiaojun, JIN Tao, LIU Lin

National Engineering Laboratory of Big Data System Software; Tsinghua Big Data Research Center, School of Software, Tsinghua
University, Beijing 100084, China

Abstract Since the launching of the series laws and regulations on network security, the audition of network products and
services, data security, there are growing needs for big data service providers for compliance implementation. In order to respond
to the data security risks sufficiently and ensure the compliance to network security laws and regulations on big data related
business operations, this paper summarizes the key definitions of big data security, the major risks in big data security, and
describes the big data security objectives, key security protection technology and mechanisms for big data platforms, as a
reference to practitioners in the big data industry.

Keywords big data; data security; privacy; security standard; security protection
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