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Fig. 1 Factors relationship of SoS vulnerability
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Fig. 2 SoS flow vulnerability analysis process model

P2 Hpr, T4 G5 BE A AT, ST AR Al KU
178 R R RIS S 4 A i 7 R S Wi R, ST
T R B TR 5 AR A R 0 S XU
KAERER BRI N R AR, Tk 2E 2 0 [ R
b T XU S A7 i A R I SR B B W A P LA AR A A
ANHENE , TSR A 05 8 57 52 0 DR 200 XU A R
L R SR BRI s AR , i Sr BAR B XU S
A AR SRR AU, <7 A 52 Wi SR A9 T30 R B BT
SR PRV R S AR R R SR R AR B AN R ) B, R
P B BEA SRR IR s B s e m 2
TR SR NESSRE o XTI R R AR ME 55 B2 A 0
VA s G555 B2 Ry By, i r A AR AR A 1 IR TS -4
A 0] B i o B R TR IBCRITR A 3 Rl EAR S5 4, 57 A3
G FFIREE M IR A S5 A O e 55 B TH R Y SRR
ARG SRR R R LA S TR G55 L

2 ETFEREMDSRSEETERE

PR R AR 25 9 AU, 9 T e i R R R A e
S, T BT SR ME S B . 1 AR B S B
PRI T2 SR KB I g 1 4 o XS S 1 e
S5 B4 52 ) M A5 TRFEA T 0 A, — 7 T2 AU S
KAERER, 55— 7 e RS S 4 Az i i HE S WS



—t

42 www . kjdb.org

NS48 2019,37(13)

o PRI PN KU R e A 5 KU S R A
FIREAE . CoRN C 4 5 3R U =50 R kAR LR A 1Y
SN pRER, HA (B X H][0, 1], WARA
P=1-P. (1)
C=1-C. (2)
TR BT Voo S KU A (P) AU 52 i)
Ja R (O MR, A
Viu =/ (P.C)
=1-PC,
=1-(1-P)(1-C)
=P +C -PC.
M) RTRAE H, FUEER T s KU S e A 1)
W3 PFIRUSS: 54 A e = A s i) €., R AT LAAR 21T
ST
IR R T Im AR F AN A& AR TP si s i 45
DA PR 2% [) B PR A A A 2R 8 D s 2 3l Y
25 TS VR FE RS B I 2R AR A A A AR AR XSS 52
e ARt 1A — i BRI AN B 1 o X LR I
iR N7 S ) s i VTN KN v V= R L 3 (1
21 BMREEIEMER
X1 A5 U 5 e A S R R S R A )
ST 7 AL S e, AR 3 S e R AL 'O U={UL, U, -,
UlJo SRIGHETFHIE R V=V, Voo, V) TR R
PR R XU 474 e A AR 23 R RS 47 7 A Yy 5
HRIE T AR AT LSS A R B PEHI 4
TN & S BT R E VX2 m R 2 4 U b 9 4552
RIATVEY , AR A AN [) 52 e PR 22 R AR 45 4 AH
A PELE , ¥4 S B 5 £ Vo F(V), FOV) 2 VAR 42
WG U—RU)=(ra, 1oy =+, 1), WSS FRIRFE IR R UL
XTPPHIEE h & PR ) SCRIFRE . A58 [ R U IEH
EVIIRIE R RN R={r, ro, ==, 1), i=1, 2, =+, n,

(3)

'y T =t Ty,
Ty Ty **0 Ty

R=[2 "2 (4)
For Tha *0° Ty

TRARUXT VIORIEERERER, X178l
550k A M R UL, R PR 2R X T XU S 4 e A AR AL
xS A7 S A I T 7 A s i ) SR D E L I 43 Bk R,
FR..

22 PFCHITE

FEARZ R TR AT R 0 KB =R 2 A R

TR R 28 A 9] 2K

AI,=(aPI,aP2,---,aIm) (5)
[T TIFHIEE v, PRI B 01 (Fahs ) T4
I A, 75 B A )

B,= (bbb, (6)
D IS A7 i LR R AR
P.=AR B (7)

IR, FE TSR F 45 5 5 KU o 7 24 I i 52 )

N, TR 52 Wi PR 2 AR 7 A S )
A(‘=(au,,a(‘2,---,aw) (8)
XFPEHIER V, SRy 25 18 Bn 7 A N7 A, 75 3 A

fi

B, =(b,byb,,) (9)
DU XU R4 7= A S RS2 A
C=ARB' (10)

AE TR P CL o S B 5 A8 43 1 A )
MBI AR A KA BRI , o454 A
AL AVT AN 15 S8 0 /N A 5 A R 4 M 1 22 1
AT, S WA R S D e SR P TR T B /N B
0 PR 2 B AL 135 S8 R 2, U0 DA 2 7 A o
I 1 PR AR o 155 5L 00 P T K 5 2
2 W R IR I B, % B
DEN R VNG TES 7N N AT E S e
1 2 /D TR 85 RS TV ORI ol ok
K BT AR AL
23 ETFEEBITEAFA

o 0 3 1 0T P 224 U, B SRE DH 6 U, 0 TEA
S AR I SR HE 2B K, TR A S A DA
AR 0 FE K 5 R 1 28 19 46 b 2 F I 400
A% BIPTE S5 AL R 0 22 , DU % P 56 F
TGN R IL T BB . B
H=-YPL P, #7500 R s b (T
1 PRI A AR LG L S0 PRI 2 01 5 55
VR IR B s A L BRI, TR 4 458 i R 22
VRV A S BRI S I, R S, 5
FA R )

SRR 2 U R X BB T ph AR 1

Hi=—irU.L”rU. (11)

XA, r (=1, 2, oo, m) BRI AR A B EDBOR , MR P %
U X5 R85 BEVEAG AR B e B . (=1, 2, -,



—t

R 548 2019,37(13)

www . kjdb.org 43

m) BUE ARSI W5 K : How=Lim , Fl Hoo X2 (1D 347
A —fRAb 3, AT 2] i 5 52 0 PR 2R U R AR T B 1Y
T {E
e, = —L"ngrijlgrij (12)
A, 0<e<l. Hr(j=1, 2, -, m) BUEAHERS e=1, 11k
A e R o XM 0 e RIS, LG5 i) R 28 X601 ki i 559 B T
Al B BTk AR/, T AR 2 520 PR 3R U AU AT LA H 1—e;
Pl
XA T IH —ARAS 252 0 K 2R U RIAUE i
(b,.=n1E(l—ei) (13)

Kol E=Ye, sl :0sp<1, Yb,=1,

ISRV A 0 4 B R 3R SR 28 M
HRAEL B0 W, DU L S5 0 ) S AR5 4
BRLEERUA

f’"‘W“ (14)
Y,

WAREA FHE , W AT LU o BLIEE AR
B,

FER R AR 1 S 55 B A v AR K (4)
AR R AR, ET(13) KX (1) HHE A FAST IR
J5 ¥ R, R AFTAARAK(7) 20(9) w1l L8 P
., wefamad = (3) AT A S eSS R . 7EiT
BN BINESSE Z 5, LA SERs, w] DAt — 243
MR R IR 55 .

i

3 hRERGSHMREMSTRE

TRR R ZHOW B — W T EA R A, B
AT R A M E AL RS 3 N 4 S S
TR T ALY AR S 58 R AT 55 IR . IR R
IR 1 i 55 MRS AR R BE AR S8 AT S — Ty
M. RRFFELEFIARE A%, i ik R BA TR 1 et
PEFITT A AR 2 SR T IUR AT N T ik
TR R RIS R 30T K 52 A= TR A o) [l i Ak Ay R
BE IR A 3 FPEEAZERY , 38 1 T HAIX 3 R A5 1
PINESS R, TR AT R AR R AR 55 B
3.1 =HE4EN

TR RS AR A R B TR AS T .

B3 7R, AR o 19 ORI T 21 35 81, R S8 — A
55 (AR5 ) o FEIZRARSS MRt A7 i 55 BT 5
R ES BT Tk

020202020

K3 IR

Fig. 3 Series structure

= (15) BEAE K H T RE Y g 55 5
Vo=1-TJ0-7) (15)

A VRS i1 NS5 B s n TR AT BB

MIZ A G 55 B AR T PR (B A, 75 EE X R
TG 58 FE IR 1 AT AT, IS SR B 80 ) 45
3.2 FERZEH

TER R, — B SC R B AR AN Tk I AT 2 T 3L
A T E B 5 R, O TR R S DG B B AR A A AR Y Ah
ERIAEEAT T RRAS R AT , 38 8 R TR A R T, a0
K4 PR, X 3 406 BA MR R DI6E , 00— & 42
REAS 1E 5 P TR AT A DR R B RIS IE B A 45 2R

e ——

Fi

_________________________

Fem—————— e ——————————

a

e

K4 JFEasH

Fig. 4 Parallel structure

& 4 PR IR EE AL, T X (16) X Ho M 55 B k4 7
!
Vo= HE -T10- Vl.)} (16)

Jj=0 i=0
AP, n TR B T S ARG m RFRITUR I AR I
AL
3.3 RE4EH
RS ZIFAT A R R AT 85 IR G — i,
B 5 R FERES o35 05 b Al d 2 2487 5 IR

-



—t

44 www.kjdb.org NS#2019,37(13)
TR b F1 d B AP —AN 0 SRR TR SR PRI CT] 2 AR AR R AR T AR R R . T
TN S R b Al d oA R RO R BOe Tk MBS EPERI X R 2 U TR, B TEH
A7, FRT RS2 PR 2R A XU E SRR Vi, Vo, e Vo iR

OPN©)
@@@@@

El5 TRAELER

Fig. 5 Combination structure
XHR G SR MEs BT AT

Voa=1- H[l - ]L[ij (17)

A, VR IZ ARG P T R AR IG5 5 5 n 7RI 8%
AR TS 710 s LR A T i S A T B
Mon=1 BRI A I E R AL, A 1T
R VERRT S S R

BRR R AR LR 3 M AR A S
TR, AT LA3E 3k >R FH 3 R A 45 40 14 e 55 B2, i ot
AR R AR NS

4 FHISH

PR 2% B0 14 5383 P 7 S DA A B T i ) DXL
PF R I R T 235 e b o AT s fg AL A A
BRI A AR U R G 5 P A O R A K
Mo R R IR AR 6 Fs

|

[ |l o it o] marm
| |

| |

BT

Ko MRRHEN
Fig. 6 Case of SoS flow

B AR — AR IE A BT TR A
Jfia 5 R FR AN T .

V) B IA T ASAATE 6 I N MRS U=
(U, Usy -, U}, FH UL U oo U R T 15 32 3 15
7 PRAE A i 7 R ] R 1R < X 4 e 2
Wi B B

2) FERTE VRIS X KU S AR 2 A, s R
R UMPEHIEE V=V, Vs, -, Va), 0 AR A HE R 5 2

f—At o
3) AN BRI, R A
FRJR T A EARAEAR, W n] 53 A

025 0 05 025 0 0 O
0 025 075 0 0 0 0
k|05 05 0 0 000
10 05 0 05 000
0 05 025 025 0 0 0
L0 075 0 025 0 0 0

4) &AL R A ) it e i (12) 3
He SRR HekT A,

5) SRIFHNEA TR bR & B, o B PEHIEE rh S A i
W E PRI R BARIE VL, Vo, -, VARSI R 1/28 .2/
28.3/28.4/28.5/28 .6/28 .7/28, Bl {5 ) i B,=(1/28 .2/
28.3/28.4/28 .5/28 .6/28 .7/28) .

6) #MR(7), P.=A R B" 31 1 K& 3514k & 2

RN

) _[1/28

025 0 05 025 0 0 O
2/28

0 025 075 0 0 0 0
3/28

05 05 0 0 0 00
P =A, 4/28

0 05 0 05 00 0
5/28

0 05 025 025 0 0 0
6/28

L0 075 0 025 0 0 0
17/28]

7) T AU AR A MR A U, 20 R AR U R

FIEV={V,V,,---,Vi} , Hog O AT Z B /N
e, XY R U TR PR,
15358 )@ B R.
025 0 075 0 0
0 025 05 025 0
R o025 00 075 0
0 025 0 075 0
0 0 0 025 075
L0 0 0 025 075

8) AR M A 2R (1 ALEE [ 2 e A (12) 315
e, RIF A ecRiH A
9) X T PFHIERAAR R B. o B E PEHIEE A AR



—t

R 548 2019,37(13)

www.kjdb.org 45

HEVi, Vo, oo, VSR MR M 1725, 3/25, 5/25,7/25,9/
25, B HRIA & B.=(1/25,3/25,5/25,7/25,9/25),

10) %M (10) , T3 I RS FAF A 52 5 2R h
025 0 075 0 0]
0 025 05 025 0 [1/25
025 0 0 075 o0 |33

C.=A4, 5125
0 025 0 075 0 |75
0 0 0 025 075925

L0 0 0 025 075

11) iR (375 Vou=P.+C~P.C=0.67163, iZ{H I
IR

12) Fi¢ B8 b o B ] DA b A Y A5 A% g 55
o R 6Bk 3ANER IR i ME S BEAR R], B
—ANRERS TAE , PR AT LARSEAT , oAy o R 3tk
B, PN R TC T 58 B, AR 2 (17) AR R i A
SIS BE A V,=0.70061 .

M LRI BT 25 R, TRk e A i 55 B R
ARG 55 B AR oo, 2R I — L R i XU = 1 kA
PR32 0 R BT A T AT 58 23 7 AR AR K s, 75 22
SR SURF I 7 91 28 B 15 i (81 A #0210 s 25 10 45 ), o
BRIz i R A 559 (o H T LA etttk S A T

5 4Hig

PR RAESATAE 55 1 B v T R F NS A AR A9 4%
FIREIR Pl B2 AU, 25 IXUBS: S A I A 5 52 5152
W] 14752 B2 2 B A A 2R G s e, R AR DR 0 M 83 A S
Wi % 2 RETR 5E TS5 19— AN EE BT I o Gl A A e
SIPERERT 73 M, AT LAR E B 2 1A 28 AR T G 55 9 9
IR AR, LUSEA ROR IO M TS 5 00 it ,
PR R BA R AR S A . O TREREXR R IR
o ) G 555 P A A 0 T T 1o A 25 TR ) DX =
e G T 45 R e i A S AR R R A M 5 P 0 ik
TRV R R AL DA 1] PRI ] FHASORI S 11k A
S PR 20 RS MR 23 e I 2R 1 S s B L, 2 T

HORI R TR R R R A A T A I 8 R T
T () P S R R 2R TRARAT 1) PRI fT A DA BB 16
FINER S 3 FhHEAGEAE , (N7 1 3 M A 4 My ) lfe 3 P 0
PRI JE i 3 FhEEA LM Mg 55 BT A A S ]
PUTHRAR R RO IS5 B o e T A AR AR g 3
&, A R AR BOHRAHE S, Rl 7R R T
e R A0 L R ) VG 3553 HE AR AT O, 2 TSR JBURH O SFE g
it , B ORI R BA B AL 55 AT RE




—t

46 www . kjdb.org

NS48 2019,37(13)

5% 3k (References)

[1] Lane J A, Valerdi R. Synthesizing SoS concepts for use in cost
modeling[J]. Systems Engineering, 2007, 10(4): 297-308.

[2] Manthorpe Jr W H. The emerging joint system of systems: A
systems engineering challenge and opportunity for APL[J]. John
Hopkins APL Technical Digest, 1996, 17(3): 305-313.

[3] Pei R S. Systems—of—systems integration (SoSI)—A smart way
of acquiring army C412WS systems[C]// Proceedings of the Sum-
mer Computer Simulation Conference. New York: ACM, 2000:
574-579.

[4] Sage A P, Cuppan C D. On the systems engineering and man-
agement of systems—of—systems and federations of systems|J].
Information, Knowledge, Systems Management, 2001, 2(4): 325-
345.

[5] Maier M W. Architecting principles for systems—of—systems|J].

System Engineering, 1998, 1(4): 267-284.

Sullivan M J, Oppenheim J, Ahearn M, et al. Defense acquisi-

—
=)

tions: DoD management approach and processes not—well suit-
ed to supports development of global information grid: GAO-
06-211[R]. Washington DC: Government Accountability Office,
2006.

(7] JRR R, AR, 5T . TH LRSS TEPFAG BT ). 5
P2z, 2004, 27(1): 1-11.
Xing Xujia, Lin Chuang, Jiang Yixin. A survey of computer vul-
nerability assessment[J]. Chinese Journal of Computers, 2004,
27(1): 1-11.

(8] BEIENI, B R, avE B, 55 fi )y N2 A R I a5 M 1T F
FE[1]. LRGP S, 2010, 38(19): 51-54.

Cheng Zhenggang, Fang Xinyan, Yu Guoqin, et al. Research of
vulnerability assessment of power emergency system[J]. Power
System Protection and Control, 2010, 38(19): 51-54.

(9] R, 25/ B Sl N SRR A AR e S PN 7

PSR Bl 2EAR, 2013, 35(7): 14-20.

Tang Shisheng, Li Xiaoping. Study on method for assessment
of vulnerability of railway emergency rescue system[J]. Journal
of The China Railway Society, 2013, 35(7): 14-20.

(10] T, iR, skdhin, 55 . B TR0 BRI 255 PR Y

S L IR S AT AR (D], HL TR 244R, 2015, 30(3):
214-223.
Ding Ming, Guo Yi, Zhang Jingjing, et al. Node vulnerability
assessment for complex power grids based on effect risk entro-
py— weighted fuzzy comprehensive evaluation[]]. Transactions
of China Electrotechnical Society, 2015, 30(3): 214-223.

[11] FkAE, BRAKI, Zn] 72, 45 . JE T8 s S /R ] ARSI A

BT RS VT 75 12 B9 KR A HOR BT SE ). WL R &
P54, 2016, 44(5): 134-140.
Zhang Hua, Wei Bengang, Li Kejun, et al. Research on risk
assessment technology based on Markov state evaluation mod-
el for power transformer and entropy—weighted fuzzy compre-
hensive evaluation[J]. Power System Protection and Control,
2016, 44(5): 134-140.

(12] T U . BT " GRBOM 255 P B I SR AT SR AT T AR
WAGBIFEID]. P42 PU4 i FRHE R, 2012.

Ning Shuting. Battle damage assessment of building and bridg-
es based on two— level fuzzy comprehensive evaluation|[D].

Xi‘an: Xidian University, 2012.

A method for SoS flow vulnerability analysis based on information entropy
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Abstract

When the system—of-systems (SoS) carries out its missions, it faces various risks of destruction, interference or threat from

outside and inside. SoS flow vulnerability is expressed as the degree of impact of mission execution efficiency when a risk event occurs on
the SoS flow. In this paper, a method for SoS flow vulnerability analysis based on information entropy is proposed. Firstly, for the risk
events and flow structure characteristics, a vulnerability analysis process model is established. Secondly, the SoS flow is transformed into a
directed graph model, and a vulnerability calculation model of node in the SoS flow is put forward based on information entropy. Thirdly,
the directed graph model of complex SoS flow is decomposed and further simplified to three basic structures: series structure, parallel
structure and combination structure, and vulnerability calculation models of these basic structures are also built. Finally, the SoS flow
vulnerability can be calculated through the above process. A case study demonstrates the effectiveness of the proposed method.

Keywords information entropy; SoS flow; vulnerability analysis
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