—t

68 www . kjdb.org

NS48 2018,36(17)

UETITERAHAREER

R, 8 AW AR L PN MR

1. ALt FRH AERE IS A5 il e 4 &, B st 100070
2. LR R B IF SR AT PR 2w, 53FH 550018

3. LRI TR RS FERLYRE , Jb st 100191

4. AL AP RATIR 2 v, AL st 100084

5. BEERHE AERO AR 2 ], L3t 100020

WE IR AREE ) 12 D 45 22 AR B8 P BoURA DR T i SR e ™0 Py PR A5, T
Z T RS R | RO SRS SR D BRSO P BT BEE T IEAl . MLSEE I
SERAEAF b A5 AU D8 X iR P A A G D0 T X EA TG L JRUn! AR e S A %
AL B, AT GE 5 3 2 S5 U RS SR BT 7 ), 7R 4% Z AR L = =
W Bl Iz B RHIFT SR o AL E B TR ) 4 J 17 s, B RALR
SRR AR IR ACHI SN AR R e~ S 07 ZRiR T %SO AR 1 &

JEIEOL, R T LE H T BRI R R

KR T R RIS RS ; 207 TR AR

BEE 2 5 BOR BOTRAN H | W0 265 1 a8 B2 59 A
CIp) | RPANESRE LR S € DESEo 2 S SN (RE L i S E A
PR A7 A8 7E 25 9 , I HLg i~ 45 1 MO 2= o
5 R BE ST AL F5 5 A B 55 2 A RS AR 51
Ui, 1 RE A N CARE A 9 2 ] AAF R R 9 1R 1R
WL, I HLnT DUE 7 3 5€ BB 26 s R0 L Nk
PUIN SRR, R — R E AR T A IR R, el
FILNRE NG R IRA5 . #H, SERE A FlR
TR R BAL B AL AR 55, P T LA A% A A IR
Fr B B MR 55 fh EHEATAR I, O FEA 2 S L e A

X 26 SR BE 25 I 55 A R B R A A1 Y [
I, 0y SR 1 A7 Gl e 2 i 14 FH P SR80 A R RA T 5%

[T, — H 2 A7 IR 55 A e IO , i e 57 R i FH P
TSR B B ER . a0, 20144E8 F 31 H , 2
PEAF SIS LM N AR RS 2 AR S5 iCloud L1
FAN IR 724200 22 54 N 25 O 1A% 28 0 P I 32 hiep://
www.dchan.org/, & B T %45 AL 235200 5 BEAT, 2018 4F
3 H , Facebook 23 7] 4 BE Y 5000 T3 44 FH P~ A5 88K
PR A SR AT A L e R B P RN, MR
N BRI =4 4ok T H R Z baf . Xk
R AFAF AT B S - RGO A5 KB 1) = A7
fitt S AE LG TR R I R B ,  ok T A R
AR AR 114 P 245 245 ) 42 4 BT Bk I o

FLTE 2006 4, Avidan 55" T L% H 115 (blind

Wk H 9 :2018-07-19; & [8] H 1 : 2018-08-09
FLTH  HE A REHEIL AT H (61772047)

VEZ TR  ZEWRAR , RS2 B9 1) S I 468 25 ] 42 4, L T (5548« Ixd@besti.edu.on; 488 GRS TER ) , YR BFFE 7 10 M50 962 B LS S MLAI

3, B, FE 4 : jinxin@besti.edu.cn

UM ARBEAR, 488, M, 55 U H TS HORB T E R[], BHE F4). 2018, 36(17): 68—74; doi: 10.3981/1.issn.1000-7857.2018.17.008



—t

RS S48 2018,36(17)

www.kjdb.org 69

vision) FOMER , IF4R T FHARHERY 05 T H AL B2
[ Viola & Jones HARKIMN 12 Y B I MUAS , RES1E[R]
IR PR 7+ 2 i PRGN 2 i I s G000 45 2 RO B0 525 14 i
FET BT IR AR A E AN H A A B S
TR T8, B — 0 1 R 2T/

N TS E TR R TERE  AE 2 TR R S | [
415 (homomorphic cryptography ) | PRELIN%E (function-
al encryption) | b % £ 52 (security sharing) S H At Fp 2
A B T SR BN B B B B TR, /R R PERE SR
R ER SR . 5 — 5, RO Ak B R R 2R
W2, N Ee ) B B AR AS I & R 32 H AR U L H AR |
Pl EA MU H TR I 5. AR, HEE R E
27 I R R, T ) R A ] AL B TR
(GNP SE

HXF TGS E TR, Do/ T3 A e U 1w
[N 7 9 e I iy =t BT R e S S K =R
AR HATE BA k3] LS R FE B (BB 25 0
T35 Rkt AT S ML AL B R Y B oy, IR B T RORE
B TE TR RS

1 BEFHEHZRR

B R TE A R EEE 5L N 2 01 B0 T X He
LB D s MEOR . B B AR B R A —Fh,
ST A RIS A5 R 5 500 D s S R B L T
XFHAEAT A AE B 7 A AEOR . MU E TR R
HARAI | H AR R 50 55 fa] 5 A AL e Bs A 3, A 4G A&
A 2 A B AL

DLW NS AD PR A (0 000 s 45 o s R AL DR 3 1Y
NI A IR SL | BEARA A BRI U RS B AL PR
PN ZR PR BEAA GRS B AL > D e B
THRAH G B 2 A 27 5 12553 M 55 D7 TH A A3 U O B,
RIS
1.1 FBRAARIPHIRSIEIE Y

2009 4, Upmanyu 9578 [F bR i A AL 0 20 3
M A TR B 3 S 0 B AL R A A W AR ML, X
515 M1 P v I 3 2 B R AR B i ) LA 73 B K 7y
BEATLRLAT , 43501 A 3% 28 KA 55w , B IR 55 i i 2 7.
HEAT R 45 A BT 15 B 00 KA R K 45 W8 , 7E
Mg v A1) FH v T80 4% B 45 R 5 0115 2 B 200 i
PEALBRZE R | SR A i AN 2 55 AT T 2 UM B 4h ik

55 1 RS

2013 4F, Chu S5 [E PR 2 R 210 B4 T —F
= IREE R BRRA R P 1 AL iz B B bR SRS I vk,
;5 5 i 1P 7R - W % P iR SE AN 9 HL
23k i Ab B S R 15 25 IR 55 45 i, IR 55 #5 vi £E JN% Je
) RRAT R Hh EA T2 Bl B ARSI, I FLR A 45 SR
125 W 5 P o o 32 B R — TR 1 7 200,
e A FKTEHE R A I A AL AL B A R AR B N S
FAAILABT , 45 T J PR AT % 326 265 AR 5545 , DAL A ik A
A A A A A ) v S A T I, DR AR 55
Ui AP SR W] LA AT 56 IR A s A TR i A Bl H AR
R 72, 45 8132 2h H AR 255, 4 25 R ml 25 1
P& P U, AN BRAT W45 P it J5 2 400 1 ] S R
2 gy

ﬁJL‘A\ o

Client (IP camera) Server (Cloud)

Sending alarms g
Recording l if necessary S

Encryptionl

Moving object
detection on
encrypted frames

R
Storing

BT BRADRP B ITE By F AR SEAS I P33

Fig. 1  Privacy preserving video moving object real—

Transfnisgion

time detection protocol

2014 4F, Chu FE R I T —FP EURA PR3P 1 22 BRI
H bR B R J7 25, BT 45 0 T PR L HL % (garbled  cir-
cuits) A BE B THR D7 OB B 2 0T HE 45 B 4
Ui , AN 297 Wb T 22 WA s (R BIMVE AR FE AR IR
I bR B A B 238 LU A% SE A B AL DR3P ) R B e A A
AR AT B0 T, SR IR ) T L A B i R
AR,
1.2 BRAARIFHI AR Y

C A A G AS I B AT RS A DG O AR R | JER (AR |
N T2 M 2% (artificial neural networks, ANN) Y 37
)L (support vector machine, SVM )Y | [ 38 [ 14
5% (adaptive boosting, Adaboost ) #5145 | {H J2&: R A PR
ABLER LS AT IS 1 2071 > . 2004 4F, Viola %6552
TR e 2 07 R MUY FHF Viola & Jones H
G I 355325 (%) B RA PR BRI IR A I IS P



—t

70 www.kjdb.org M54 2018,36(17)
Bob
| o
Model | | [ 1 ]
| Secure Object Detection cl :
e Background Blob Tracking o
PG! 7 Subtraction Extraction Result
a,x'y > 6,
I N Nearest B0 = B, otherwise
Frame Kalman | | Occlusion MT Kalman e ToCR e o P
tn’? Prediction Detection Mean-Shift Update H(x) = mgn(; h,(x))
i T Method \
B3 SR T AR5
B2 BRb g o0 AT B B « BN W AT 25 Fig. 3 Secure face detection scenario in cloud environment

Fig. 2 Private preserving video object track

algorithm: one monitor side

FIHAZ AL MY (oblivious transfer, OT) 41 1 %7
e pURURN 22 4 [ (E LB AL, ST A 1 T 28 4 4 2%
i, LI T BRAL IR B A RGN . T e
PSR T35 A BB, 4B 0 B SR AR AT 1Y

Alice

O]

Detection
Window

Generates
randomly

Sent to Bob
Randomly

M base

images

Random

=

M base images

AR I, 5 e 2 L T i ) S 2 [

2017 4F, Jin ML LAY 25 13 IR B T A9 A4S
M7 5 (B 37) B T —Fh 3T R AL T B 7R i BRRA
PP S GG ML, H7E OpenCV L SZBL T BRFALR
PG NG PRGOS T 3k (T 4 JH NG ARG T 528 B 3 A5

B S o

Byreeas B, | Shuffle B, ..., 5., Generates N+K random positive
! i numbers s = {s,...,5,,,)

<—| B =B W @ = i 1|<—

Secu

 Millionaire Pmlucul.
gl
n

Fln) = 2 0 F (o

Weak classifier

a, x'y, >4,
B, otherwise

_ {aﬂ +5p Fm 29,
B+ sy Flo) <6,

Strong classifier

Hix) = s;‘gn(z h(x))

N+ X
Fositive Z €a
—

Ty Secute Millionaire Protocol — r
e
[
; ZI Ss
The cla‘\\:lllc:m_nn "o.sull‘ Result = ]
Positive / Negtive Negtive,  gther

Kk
W8,
wise

K4 TR TR BB PRI R FGAG T P

Fig. 4 Random base image based secure face detection protocol

1.3 BRAARIPHIALSI ARG IR A Y

2010 4F , [ br % 4 5 B fh 22 WL (IEEE Symposium
on Security and Privacy)ﬁ%’fii/t\, PO Osadchy LLEIRL
T — R B AL LR B B R TR B, 0 3 s an &
SUF < IR S5 A s AE At T REBEAC B A SR e L
FEumAn B A S BT R R IR B AL s 25 ik 55 4% L IR
55 e 38 ao BERA CR AP B AR T v | A4S W 4 s BT A
R RS T BEEI0 , A SR AR HADAT ] A FA (5

B, TRT I 25 P i s TG ¥k 0 A I o A0 40 2 A AT
Bo ZBGE A FR BB 5 BRI B
PRE SO 9B T AR A NI U . 1 SN
I G B3R S —4> 900 ZEfy 1) 15t SR 5 Rl AN
AR S G RS I LS T RAAA S AL
W R B AR 1: 3l Ao P M 4 i A ) A K 25 R 55 445 i 114
[ I N AR R T SR < a PN e it e i
BEIL, AN 6" BT .



—t

RS S48 2018,36(17)

www . kjdb.org 71

Secure computation

e

mateh/ no mhtch

erver stores
suspects database

only learn match /

no match

Operator

KI5 BRI AR 37 5

Fig. 5 Private preserving face identification application scenario

ARBRERET j,

o JoJoJaJafoJofoJafa ["Tt o oo

o 1 Jo o fo Jo ]

adb= (r(l — b) + (1 — n)b
| magmpmimEsy |

[2 Jo Jo Jo Jo Jo Jo Jo Ja Jo [__Jo Jo Jo Jo Jo [a Ja Jo Jo Jo ]

[o Jo Jo Jr J1 Jo Jo Jo Ja Ji [__Jo Jo Jo Jo Jo Jo Jo Jo Jo [1 ]

lofifoJofafofoJoa o [_ TaJofofoJofofofolsfe

¥y _u

e see

Bk T A B SR
K6 BAAR i ARG PR

1.4 BRAFRPHAREERHY

MATHBTAE R T FOT B A e = F & |,
AT BEAE T ML A% Bl 28 s PR A6 2R 15 418 5 B A G
AL IR o 2017 45, S xb 237 5 (18 7)), F T e £k
I SEEL T AL BRI RS B 2 i A P AR
(8™

Shared Cloud Storage Space

.

Autgmatic Backup

Si:ngle
= = pm—oi

g | Multiple Mobile Users {

s
|-

E7 BaAP s ARG R =
Fig. 7 Scenario of face retrieval in the cloud for mobile users
1.5 BERARIPHIFLEEF ST Y
2015 4F, SE[E| A BT 2= BE 1Y) Bost SO Hh—Fioim
BB LR A ) A R R TR T 3R
FARI Y 432585 VT PSR MR DU (s, 9

Fig. 6 Private preserving face identification protocol v — N e A
HAT PLid i Adaboost Hf ix $673 Kds #E AT G 97, 44t 1
Off-line Phase On-line Phase FATE i
Shared Cloud B
. Storage Space B
J T
e (L) : Shared Cloud (6) . (ERERE) |
| — —=> || Secure Face Shorire Siace 2] Secure Face / moEnn] |
/ k:a}_c:Li)\}:it(tio1 // Dcte{uiou SR | Encrypted ADEEEC:HDH ji [ElalTTs] .
i / Face Detector ] : E
/ o ] o Vi /L
/ / k| =‘ /] -
: / H / Secure Face
gy ay S k ! Encrypred / ;
PI;\:(:L[ é) (::’)‘/ Automatic Bac Query Phomgf)f (8)_," f Marc-hmg
' Product ‘( 10) _,.'"I( 11)
|~ Detection Results Key | /=~ i :

Encrypted /|
J

Elal 1] [(Elal Tz FlelElal

Encrypted User Photos
with Encrypted Label Vectors
A

Face Recognition Results
as Label Vectors

[/ Detection Results | -.-
Iy el Ts) =

! i/ Encrypted |  ~“Retrieval Results

i if 3 i !

| { Label \’ecw’ré_’, ] (12)

i q’f e |
e, IR
4 | Eacn i =

\ _ Local Face . . .-
Recognition gnonon Locally
. 9) Query Label Vector  Decrypted
Results

K8 B RAPRIF IR ST 2 i A PR {5 G 2 Bt

Fig. 8 Privacy preserving face retrieval protocol in the cloud for mobile users



—t

72 www.kjdb.org

RE=2482018,36(17)

— AN E AL S Ik S AL PR BB S
IHE A 2 B B AADR AP 23 26 4% L T LA HITE P A ]
PR NS S5 75 1T, SR % Tk 2 T 254 B AL B
B2 [AIBC A 1Y %2 42 R)
1.6 WML EBEXHERZELTESHT

AP T LS8 B T R 2 5 s R A R A m
W ERZ TR KBNS

IR A AP s A A 4 ) A o i )
BRI St A% AP ARRAE o BRAR A [R] 28500 2 4 R 2
U ] IR I A m A R TAR R L M e
AR ST B . BRI 1A 7 2009 4F
SELT MRS RS S, H 4 [R) 20 B M RE R B
SRR ZE G . H i A2 1) 2 7 0 [ 25 hn g
BANBEAR 4 [A] I B B AE X 25 SCHEAT AT A A B PRt
IR R E AL SE N SRS & o

LA IR B2 En fEA AN S 5
AUFTEE T AL 3 PR3 S 2 5 3 ARAT TR 1) ek B (E
IFREPRIERAN S 5 E M AN, Z22IriHH
il Yao® TE 1982 4E42 . IT4ER , Z2 2T
T SRR RS R A Z I R IE T AL
FATH R BEAR T 2R FH AT AR 565 =07 Y THER, Dy e fdi FH G
bt 2 TR B8 T H S BAR )iy &4 4 2 J5 it
AP R — TS W o

PR M % (functional encryption) i Sahai 55 ™/ fE
2008 4E 15 U d th , BV 7E HAT BRACHE SR FT§2 T, Al il
1 SCUFAC T W SCRY R E R, AN REARTS IS, il
AR pRBUN B RS T — S e EAY R BARTERICR
B A R 22 B

2 IREHEHREIR

FUR, AL H A 322 i i) [l U 8GR AR,
JEIRAE T —J5 10 TR I B A B ek, i 5 —J7
TR BE 9 R SOR RS . 20715 g b
REAS i R I A L 5 A TRt (E R 50T B Sl
TFRHERAR T R MELLSE T 380, B 5 TS R 28
) IR A B AT, IV B e = i i B 5
M2 T AR SR 27 A AL, &1 R A2
AR TVEY o 4R 25 5 0 RE G 1 IR ik D 2= i AL o 5030 1)
BB BRI AR, [ A L 2 52 1Y)
R AR BT RRCRIR R Tk E 2 (1) A

RS I 3 R v B e R = g 2 R G G P A
AR RE I RIS THA, D — R kR B X e s
TS5, PERE ek i e 1T o0 [R) A A0k 0
— BRI SRR B IR O3 R A A Tk s L
b BRSERE , E A TS E I (2) B AR 73 54
AR BT AL AT T A LA ], A 5 T
PR (3) IR AR ILE 2t o A2 5 13RI, RIS X
FRAIE , SR xR bR i H B

e H R B s A i — 1l e B
551 (E19) o N TIRBIXAS AR, B o SCRrEAR 1)
MUGE I TS T, AUV e | SR BRI g, 7E
T 28 ) LB TR R i SR e 22 I 4 U pR
0, 38 H 1Y 70 ] 22 3T X A A 4 0 I P eR R
BNV S &5 4Lt oRlINEL R SINER 7Y o S X 0 ina g
ARSI E I . ZERCERAN [, AT DASRAAR 22 11 i
WA E TR i o IXRE, A RREEAA PRI I L B35
b 555 T L o I A SE AT 55 R S B e g
AT

BUBE T ST 55 A

H AR

H ArAs it

Hirk&

SHURI ST AT

ER eSS

B E L

Ko W HITEEL RS
Fig. 9 Prospect of blind vision

3 &ip

MBEH TR SO A & o e
7T, 5 AR BT S X A R T R B
Z R TR AR . AERLE TR PSS 7
T, TR 2~ A LTS B B A e E R ABIESE
T [ PR BE 2 ) B T SEOR , 75— 07 T, B R T AT
K IAT— R IV B TR, RN | eR BN 3 25 7 )
Tk e E AR B T 2 R SR TR TR
), AT R EOR B R R E H T REOR
S EBE AT H R A



—t

RS S48 2018,36(17)

www.kjdb.org 73

£ % 3k (References)

[1] Avidan S, Butman M. Blind vision[C]//Proceedings of 9th Euro-
pean Conference on Computer Vision. Berlin: Springer—Verlag,
2006: 1-13.

[2] Upmanyu M, Namboodiri A M, Srinathan K, et al. Efficient pri-
vacy preserving video surveillance[C|//IEEE 12th International
Conference on Computer Vision. Piscataway NJ: IEEE, 2009:
1639-1646.

[3] Chu K'Y, Kuo Y H, Hsu W H. Real-time privacy—preserving
moving object detection in the cloud[C]//ACM International
Conference on Multimedia. New York: ACM, 2013: 597-600.

[4] Chu C T, Jung J, Liu Z, et al. STrack: Secure tracking in com-
munity surveillance[C]//ACM International Conference on Multi-
media. New York: ACM, 2014: 837-840.

[5] Viola P, Jones M. Robust real-time face detection[J]. Interna-
tional Journal of Computer Vision, 2004, 57(2): 137-154.

[6] Ishai Y, Kilian J, Nissim K, et al. Extending oblivious transfers
efficiently[C]//International Cryptology Conference. Berlin: Spri-
nger—Verlag, 2003: 145-161.

[7] Jin X, Yuan P, Li X, et al. Efficient privacy preserving Viola—
Jones type object detection via random base image representa-
tion|CJ//IEEE International Conference on Multimedia and Ex-
po. Piscataway NJ: IEEE, 2017: 673-678.

[8] Osadchy M, Pinkas B, Jarrous A, et al. SCiFI: A system for se-
cure face identification[C]//2010 IEEE Symposium on Security
and Privacy (SP). Piscataway NJ: IEEE, 2010: 239-254.

[9] Jin X, Ge S M, Song C G. Privacy preserving face retrieval in
the cloud for mobile users[J]. arXiv.org, 2017, arXiv: 1708.02872.

[10] Bost R, Popa R A, Tu S, et al. Machine Learning classifica-
tion over encrypted data|C]//Network and Distributed System
Security Symposium 2015. Internet Society, 2015, doi:
10.14722/ndss.2015.23241.

[11] Rivest R. On data banks and privacy homomorphism[M]//Foun-
dations of Secure Computation. Pittsburgh: Academic Press,
1978: 168-177.

[12] Gentry C. Fully homomorphic encryption using ideal lattices
[C)//Proceedings of the Annual ACM Symposium on Theory of
Computing. New York: ACM, 2009: 169-178.

[13] Gentry C. A fully homomorphic encryption scheme[M]. Palo
Alto: Stanford University, 2009.

[14] Smart N P, Vercauteren F. Fully homomorphic encryption
with relatively small key and ciphertext sizes[]J]. Lecture
Notes in Computer Science, 2010, 2009: 420-443.

[15] Stehlé D, Steinfeld R. Faster fully homomorphic encryption
[C//EUROCRYPT 2010. Berlin: Springer—Verlag, 2010: 377-
394.

[16] Gentry C, Halevi S. Implementing gentry’s full homomorphic

encryption scheme[C]//EUROCRYPT 2011. Berlin: Springer—
Verlag, 2011: 129-148.

[17] Gentry C, Halevi S. Fully homomorphic encryption without
squashing using depth— 3 arithmetic circuits[C]//2011 [EEE
52nd Annual Symposium on Foundations of Computer Sci-
ence. Piscataway NJ: IEEE, 2011: 107-109.

[18] Dijk M V, Gentry C, Halevi S, et al. Fully homomorphic en-
cryption over the integers[C]/International Conference on The-
ory and Applications of Cryptographic Techniques. Berlin:
Springer—Verlag, 2010: 24-43.

[19] Mandal A, Tibouchi M, Tibouchi M. Fully homomorphic en-
cryption over the integers with shorter public keys[C]//Confer-
ence on Advances in Cryptology. Berlin: Springer— Verlag,
2011: 487-504.

[20] Coron J, Naccache D, Tibouchi M. Public key compression
and modulus switching for fully homomorphic encryption over
the integers[C]//Advances in Cryptology—EUROCRYPT 2012.
Berlin: Springer—Verlag, 2012: 446-464.

[21] Cheon J H, Kim J, Lee M S, et al. CRT-based fully homomor-
phic encryption over the integers[J]. Information Sciences,
2015, 310: 149-162.

[22] Coron J S, Lepoint T, Tibouchi M, et al. Batch fully homomor-
phic encryption over the integers|C]//EUROCRYPT 2013. Ber-
lin: Springer—Verlag, 2011: 315-335.

[23] Brakerski Z, Vaikuntanathan V. Fully homomorphic encryp-
tion from Ring-LWE and security for key dependent messages
[CI//CRYPTO 2011. Berlin: Springer—Verlag, 2011: 505-524.

[24] Brakerski Z, Vaikuntanathan V. Efficient fully homomorphic
encryption from (standard) LWE[C]//Foundations of Computer
Science 2011. Piscataway NJ: IEEE, 2011: 97-106.

[25] Brakerski Z, Gentry C, Halevi S. Packed ciphertexts in LWE-
based homomorphic encryption[M]//Public—= Key Cryptogra-
phy—PKC 2013. Berlin: Springer—Verlag, 2013: 1-13.

[26] Gentry C, Sahai A, Waters B. Homomorphic encryption from
learning with errors: Conceptually— simpler, asymptotically—
faster, attribute— based[C]//33rd Annual Cryptology Confer-
ence. Berlin: Springer—Verlag, 2013: 75-92.

[27] Yao A C. Protocols for secure computations|C]//23rd Annual
Symposium on Foundations of Computer Science. Piscataway
NJ: IEEE, 2008: 160-164.

[28] Hirt M, Maurer U, Lucas C. A dynamic tradeoff between ac-
tive and passive corruptions in secure multi—party computation
[C]//33rd Annual Cryptology Conference. Berlin: Springer—Ver-
lag, 2013: 203-219.

[29] Boyle E, Goldwasser S, Tessaro S. Communication locality in
secure multi- party computation[C]//Theory of Cryptography
Conference on Theory of Cryptography. Berlin: Springer—Ver-
lag, 2013: 356-376.



—t

74 www.kjdb.org

NS48 2018,36(17)

[30] Rastogi A, Mardziel P, Hicks M, et al. Knowledge inference
for optimizing secure multi-party computation[C]//Eighth ACM
Sigplan Workshop on Programming Languages and Analysis
for Security. New York: ACM, 2013: 3-14.

[31] Lee E J, Abbe E. A shanndon approach to secure multi—party
computations[C]//52nd  Annual Allerton Conference. Piscat-
away NJ: [EEE, 2014: 1287-1293.

[32] XA 2L, JKAETT . WIS A0 22 07 T M. et
L Tl Ak, 2008.

Liu Mulan, Zhang Zhifang. Secret sharing system and secure
multi—party computation|M]. Beijing: Publishing House of Ele-
ctronics Industry, 2008.

[33] Chen H, Cramer R. Algebraic geometric secret sharing schem-
es and secure multi-party computation over small fields[C]//
Advances in Cryptology—CRYPTO 2006. Berlin: Springer—
Verlag, 2006: 521-536.

Recent advances on blind vision

[34] Chen H, Cramer R, Goldwasser S, et al. Secure computation
from random error correcting codes[C]/Proceedings of the
26th Annual International Conference on Advances in Cryptol-
ogy. Berlin: Springer—Verlag, 2007: 291-310.

[35] Sahai A, Waters B. Slides on functional encryption[EB/OL].
[2018-05-31]. http://www.cs.utexas.edu/bwaters/presentations/
files/functional.ppt.

[36] Lewko A, Okamoto T, Sahai A, et al. Fully secure functional
encryption: Attribute—based encryption and (hierarchical) in-
ner product encryption[C)//Proceedings of the 29th Annual In-
ternational Conference on Advances in Cryptology. Berlin:
Springer—Verlag, 2010: 62-91.

[37] Goldwasser S, Kalai Y, Popa R A, et al. Reusable garbled cir-
cuits and succinet functional encryption[C]//ACM Symposium

on Theory of Computing. New York: ACM, 2013: 555-564.

LI Xiaodong'?, JIN Xin'?, ZHOU Bin®, ZOU Dongqing®, SUN Hongbo', LIU Zhenzhong’

1. Department of Cyber Security, Beijing Electronics Science and Technology Institute, Beijing 100070, China

2. CETC Big Data Research Institute Co.,Ltd., Guiyang 550018, China

3. School of Computer Science and Engineering, Beihang University, Beijing 100191, China

4. Sense Time, Beijing 100084, China
5. Tantan App., Beijing 100020, China

Abstract With the rapid development of multimedia technology and the Internet, privacy protection of multimedia data is facing more and

more challenges. The widespread application of cloud computing and big data, on the other hand, has further exacerbated people’s concerns
about privacy security. However, multiparty computation, homomorphic cryptography, functional encryption and other ecryptographic
techniques have made possible the blind computation of data under ciphertext. In particular, visual blind computing is to detect, identify,
search, and deal with data without touching their original contents such as images and videos. As a new direction in the combination of
computer vision and cryptography, it has a wide range of applications in video monitor, multimedia data sharing, cloud computing, mobile
computing and other fields. This paper reviews the development history of visual blind computing technology, summaries the key
technologies for video monitor, face detection, face recognition, face retrieval, machine learning and so on, and looks into the development
trend of visual blind computing technology.

Keywords visual computing; cloud computing; homomorphic cryptography; multiparty computation; privacy protection
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