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Overall system architecture
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PlanarYUVLuminanceSource source = new PlanarYUVLu-
minanceSource(

data, width, height, dstLeft, dstTop, dstWidth, dst-

Height); /3% &4 data

BinaryBitmap bB=new BinaryBitmap(new HybridBinarizer
(source)); 1EEH bitmap 5=

MultiFormatReader reader = new MultiFormatReader();

String productlnfo = reader.decode(bB).getText(); //f#HTE
BAREN = E R
2.2 RFID

To 2k 8 555 3 (RFID : Radio Frequency Identification ) Jg&
— AR ) B SRR B s S SR
R it P RFID G R, AR B, o B XA [a] g 414
B BEHCRFID B J7 A B 26 5%, AR R G0 22 Al
Phidgets 23 7] () RFID 1% %% , F| | RFIDTagListener() Fl on-
Tag() 55 PRALE O™ K {5 B, o
2.3 NFC

T PR B JC 2R 38 15 2 R (NFC: Near Field Communication)
Je—FPJLEE R A TC S R EOR , REAE IR 2 A EA 7 A 4 fih =X
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Parcelable[] par=
getIntent().getParcelable ArrayExtra(Nfc Adapter. EXTRA

_NDEF_MESSAGES);

NdefMessage ndefM=(NdefMessage)par[0]; /7% % 5y NDEF
52N

NdefRecord ndefR=ndefM.getRecords()[0];

String  productInfo=new  String(ndefR.getPayload(),"UTF~-
8"): /AU i F
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Pl
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Fig. 2 Single block data structure of blockchain module
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Fig. 3 Blockchain module storage business process
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JIT 14> Merkle Patricia ZE7 BPIRZSH (state root) , 7 LR A
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FB, LR G 29 ARS bk , 7 28 5 1) 10 B0 o0 A R R 1L
BRI I hE SR A 29T
42 BHERTFEDR

B P TR TR R B A A A7 i ) X R A
o, BREG 290D i B B R SE 45 AR E] R A%
I3 R SR R A PR 73, G5 AR A S T 7 AR B AL
ARG AR OCEE , G A5 23 TF B R B AL B0 ; e B
ft XM R D AU, b anfrfE AR D . KRG
REA 2911 Solidity TAARHS Jy «
contract SupplyChain {

ISR ST

struct Product { I17E SUCEHR A R AE ™ b A5 B RN
I 2R G045 AR B AH DK
HTEAS
N7 id

uint versionld;

uint productld;
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string supplier;//5€ AN R

string supplierSources//JFAT L AR
TR R i AR AL A S AR

string supplierEncrypteds/fH:N i A9 i {5 8,

string logistics 13//5E SCHF J5E R L AL 7 i 3% 21

TR (A8 %

113 i 7 o EE R A A SRR

string logistics 1 Encrypted:/32 i i BN 15 8,

string producers// & Sl 1 i
/1) 5 TR o AR A A S AR

string producerEncrypted://il 14 B (A4 (5 B

string logistics2y/5E SCHF 7™ i A T 38 7 iz 16 31 2 45

RIS R

13 i 7R o AR AL A SR

string logistics2Encrypted;/ia i i 0245 B

string dealer;//xE L 1
11745 R e BRSSO

string dealerEncrypted://ZZ & B (45 B,

}
Product[] products:/Al i B H A7 LA 85

1 PR BRIy
AR R A TR R AL
function setSupplier(uint versionld,uint productld,
string supplier,--+,string supplierEncrypted) {
products[productld].versionld = versionld;
products[productld].productld = productld;
products[productld].supplierEncrypted = supplierkn-
crypted;
}
function setLogistics 1(){---}  /ATA&¥F J7A B AL N 712
326 B ) 6 A A e Al
function setProducer(){-++} /A FAiGHIE @ BE
function setLogistics2(){-+-} /A7 7™ i ATl s 7y i 26
B R A8 i R A
function setDealer(){---}  /AFAGEZE R S
/1A BN BE R GE P A TTEE
function  queryPublicSupplyChain(uint

productld)  returns

(string) {
return assemblePublicInfo(products[productld]);

}
/AN B 2R G0 B BT R , R A TR , dA el
Hhhs
function queryAllSupplyChain(uint productld) returns (string){
return assembleAllInfo(products[productld]);

)
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Fig. 4 Contract execution sub module
business process
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KeyPairGenerator keyPairGen = KeyPairGenerator.ge-
tInstance("RSA"); //#7iH1L RSA JE
keyPairGen.initialize(2048); /2557 4 2048 37
KeyPair keyPair = keyPairGen.generateKeyPair(); //
RN
RSAPublicKey publicKey = (RSAPublicKey) keyPair.
getPublic(); //HUFA%H
RSAPrivateKey privateKey =
keyPair.getPrivate(); /B3 FAEH
B AL BRCHRE B0 A 285 i R < IR TP AR LAY A
YA S5, e 2 PTREE GRAS S8 B K A (]
I AL B AN S RRAS 5 L 4 5 s Rk 4 B BE A R Y

(RSAPrivateKey)



#4254 2017,35(23)

JF

M AR WK PR S LRl P2 K B AL T, n s I
R B RAKICHE A B RRAS St i 4 e 2B A% s AT
T LAGE S (A B IR A W A T R A RS 5 1 Y
AT , A RSANEG . TRARAIA 5 P

L7 RERE B

O BEMGIH WEEF TR
BHAT -

® FEHERAS
X R RN #A
%, SLEHEI

UL @ A FAH WAL ST

b LA

@ LA IR @ KA AR

RS I, A

popeppese TP LAE L e o s s

3
® TENFI
EHWEBE

¥

DX BERT

E5 RAHENEERE
Fig. 5 Privacy data encryption and
decryption process
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byte[] key = getPrivKey(versionld); /ARG B EH AR5 3 B
B4 H

String all = SmartContactUtil.queryAllSupplyChain(produc-
ULd)s//38 3k R R AR 0 11 A 38 T A

String pub = DataUtil.getPubData(all);//15 2 /N -84

String privEncrypted = DataUtil.getPrivData(all); /45 %) il
EABISEIN I E

KeyFactory factory = KeyFactory.getInstance("RSA"); //#]
IRAL RSA 24/

PrivateKey privateKey = factory.generatePrivate(

new PKCS8EncodedKeySpec(key.getByte())); //

BRI T AT e B AR

SCIENCE & TECHNOLOGY REVIEW

Cipher cipher = Cipher.getInstance(factory.getAlgorithm());
VALK MR BN

cipher.init(Cipher. DECRYPT_MODE, privateKey); /% &
ST I R ARV

String  priv=cipher.doFinal(privEncrypted.getBytes()); /4
P 493 1 K AARd
6.2 MHEEEHEEHZFNALERFER

PERLHE 2R GE 4% AT 98 Gl e geify TRk, i
THE A B A B Y queryPublicSupplyChain()4% F1£5 ]
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MAEG, WRGECLENRT- G217, h9 ARG HALR, H
W3 B RS T WA Sy I R AR AR RFID T
BEHCHINFC T s 3 S E T DAR I B H A X H B 5 1
AR TR OB 2 SR T AL FERLE 20 T
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A supply chain prototype system based on blockchain, smart
contract and Internet of Things
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Abstract In order to take the advantages of new technologies such as blockchain, smart contract and Internet of Things, and improve the
informatization level of supply chain, a supply chain prototype system, which is based on blockchain, smart contract and Internet of Things,
is developed. With the help of two—dimensional code, RFID and NFC in the Internet of Things, automatic uploading of the supply chain
data is implemented. The system uses blockchain and smart contract to completely save the data of the whole supply chain, thus it ensures
the data is transparent, traceable and cannot be tampered with. Meanwhile it takes protection of privacy data into account and provides data
query functions at different levels for users. Through these improvements, the supply chain system is more automated, safer and more
reliable, and makes traceability easy.

Keywords blockchain; smart contract; internet of things
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