—t

www.kjdb.org

RS 2015,33(13)

SCIENCE & TECHNOLOGY REVIEW

e
PEfE

2 RITKFEF TAEFE, % RIE 150080

BE ZeTENTL&ERENEZRENREERENEEN Y, RERZHABECEHNEERALE, AN, KEWMERFSH
HiRREZ BB, mEY MM E R EIE, NTTETLEREMENERANERKER, X TREREMENLTL TR, R
HT BT e ABHERN R EM R B B R 2SR LCTRAZE , ZA8 Y F B4R 37 4 B AL FI 8 7 2 & B R STI S AL Fn g
BES, BdRAERRCLINBMHMFELZRRIEASEZN LCTRER BTN, FELERXM,LCTRERTEE %S
R hR R B AR S 23%, MK £ FH ER & TR S 5%

XEE HIEES HEFERAR LN L ERIEME

FES3&ES TN914.5 NERET A doi 10.3981/j.issn.1000-7857.2015.13.013

Low—energy consumption tree routing security for wireless
sensor networks
QIN Danyang, JIA Shuang, WANG Erfu, DING Shuchun, ZHEN Jiaqi, ZHAO Bing

School of Electronics Engineering, Heilongjiang University, Harbin 150080, China

Abstract Safe and reliable wireless sensor network (WSN) is an important branch of modern communication systems, and is an
important technical support for ubiquitous communication. However, a large number of network attacks will threaten data security,
which will seriously affect network reliability and greatly reduce the use value of WSN. This paper proposes a security model for low—
energy consumption tree routing protocols (LCTR), which achieves authentication and data integration using message authentication
code (MAC) and digital signature (DS) techniques. Some common MACs and DSs have been taken as the reference to analyze the
performance of LCTR. Simulating results show that with the model of LCTR, the safe transmitting rate of information is increased by

23% at most, and the network lifetime is increased by 5% at most.
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Table 6 Evaluation on energy cost for different block keys
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Fig. 4 Energy consumption from different network
specifications in block cipher
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Fig. 9 Success rate of applying different security
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