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Abstract Based on the technology of the protection against malicious web sites and the SDN (software defined networks), this paper

puts forward a protection system against malicious web sites based on the SDN. Several experiments are conducted to verify the

performance of each module of the system. The system is applied to a real campus network environment. And the testing results show

that our system can effectively prevent malicious web sites and provide a good support against malicious attacks.
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0359 60.100%28  222.200.160.1 172.18.216.49 DAS

Standard query A wi.sina.con.cn
Standard query response CHAYE jupiter.sina.con.cn

cookie=0,
5, n_packets=1,

duration_sec=1ls, duration_nsec=750000000s, table_id=0, priority=6553
n_bytes=81, idle timeout=10,hard_timeout=30,udp,in_port=1,dl _vla
n=0xTfff,dl_vlan_pcp=0x00,dl_src=14:cf:92:f9:ff:6b,dl_dst=00:0T:e2:c9:3d:83,nw_s
rc=172.18.216.49,nw_dst=222.200.160.1}nw_tos=0x00,tp src=48556 [tp dst=53|actions
=output:4

(a) Switch 1

cookie=0, duration_sec=4s,
35, n_packets=1, n_bytes=72,

duration_nsec=419000000s, table id=0, priority=655
idle_timeout=10,hard_timeout=30,udp,in_port=1,dl v

lan=0xTfff,dl_vlan_pcp=0x00,dl_src=14:cf:92:f9:ff:6b,dl_dst=00:0fT:e2:c9:3d:83,n
W src=172.18.216.49,nw_dst=222.200.160.1,nw_tos=0x00,tp_src=43409,tp dst=53 Jact
ions=output:4

(b) Switch 2
E12 FEREM
Fig. 12 Flow entries

Y SR 44 A RS T DL, DT RS, DU X B 44 B Ry ) 38 44 1)l it
TTEF, NG R AR RS0, P AT SR 45 B 11 Wireshark M2 %= Fikin OHIES SR
fe ke I 22 35 19 3 4% 1 55 25 TLD\SLD , X J5 XT hostname ( =41 Fig. 11 View of wireshark in client PC
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7 7 vy PC—0 N 245 2 14 7 1) ik 55 485 B, A 4DL 40 20
S TR W 44 Vi I IR S5, PC 2% it Xof S 2 3t 2E 17 DNS
Vil R , 84 Wireshark U058 % 1 S ity 406015 0 4 4]
13 i 7~ , K 3] “download.filesfrog.com” , “www.umof.info” ,
“varzo.webs.com” , “indah1.webs.com” %% W 35 DNS 15 [0] i 2K |
VAT SR I 3t 114 DINS e 1 A

782 241.135246 172.18.216.49 222.200.160.1 DNS Standard query A www.umof.info
253 251.172629 172.18.216.49 222.200.160.1 DNS Standard query A varzo.webs.com
532 261.212176 172.18.216.49 222.200.160.1 DNS Standard query A indahl.webs.com

B 13 Wireshark Y122 % Fifmin D MR E R
Fig. 13 View of wireshark in client PC

A SDN 2 il e A B W D ) Bl A5 S, AP 14
7S 5 LI I 0 v g 8 58 T, FL 432 I 3 4 DNS i BT 3K
255, DRI P i 1 95 A AU 8 35 R 2t 14 DINS WS 4

1 find URL in BlackList: download.filesfrog.com
[from mac: 14:cf:92:f9:ff:6b, ip: 172.18.216.49
[time: Fri Jun 6 18:34:35 2014

2 find URL in BlackList: www.umof.info
from mac: 14:cf:92:f9:ff:6b, ip: 172.18.216.49
time: Fri Jun 6 18:34:45 2014

3 find URL in BlackList: varzo.webs.com
from mac: 14:cf:92:f9:ff:6b, ip: 172.18.216.49
time: Fri Jun 6 18:34:56 2014

4 find URL in BlackList: indahl.webs.com

from mac: 14:cf:92:f9:ff:6b, ip: 172.18.216.49
time: Fri Jun 6 18:35:06 2014

E14 SDNi#zHl=ZBEMLi o ERER
Fig. 14 Alarm information of malicious website

in SDN controller
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K AT BERN A TR IS5, PC 2P S % Al S8 )l #E4 T DNS 517)
2R, 8 i Wireshark Y50 7 S i 8080 1% O, AP 15
N

| 60.620904 172.18.216.49 222.200.160.1 DNS
70.662311 172.18.216.49 222.200.160.1 DNS
80.702441 172.18.216.49 222.200.160.1 DNS
190.738602 172.18.216.49 222.200.160.1 DNS
100.773715 172.18.216.49 222.200.160.1 DNS
110.811306 172.18.216.49 222.200.160.1 DNS

Standard query A www.batde.com
Standard query A www.baate.com
Standard query A www.lcace.com
Standard query A www.lcbc.com
Standard query A www.lcucee.c
Standard query A www.167.com

El15 Wireshark Mg2in OEIBEEER
Fig. 15 View of wireshark in client PC

ZEEF 2 A 1615 8 0T LAIGIIE , SDN 5l #5625
BITE[1,2]A AT S8 Mk IR 47 , TR I SR Jm i A R i
00 R E AR KA,

B 98
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Table 2 List of suspicious websites

DNS R4 Filg  SHEFIHA S 4L IR
www.baidv.com baidv baidu 1
www.batde.com batde baidu 1
www.baate.com baate baidu 3
www.lcace.com lcace lacare 2
www.lche.com Iche iche 1
www.lcucee.com lcucee iche 4
www.167.com 167 163 1

: baidv, similar to: baidu, minEditDist:
: baidv, similar to: baidu, minEditDist:
suspect : batde, similar to: baidu, minEditDist:
suspect : batde, similar to: baidu, minEditDist:
suspect : baate, similar to: baxue, minEditDist:
suspect : baate, similar to: baxue, minEditDist:

suspect : lcace, similar to: lacare, minEditDist:
suspect : lcace, similar to: lacare, minEditDist:
: lcbc, similar to: icbc, minEditDist: 1
: lcbc, similar to: icbc, minEditDist: 1
: 167, similar to: 67, minEditDist: 1
: 167, similar to: 67, minEditDist: 1

El 16 SDNiz#HlFEEMiLFEERER
Fig. 16 Alarm information of malicious website in SDN
controller

3.3.4 EALZHFIFRTLD\SLD & B IR

9 il R 2 P AT IO R 44 B e 44 K TLD\SLD 471
RGN TR, RGN T4 BB, k1 s, il
T4 BB OB HRON % 44 BB U BB, PR A AR A B
FIFIG I A

% o PC—0 AR FR S 44 17 ] IR 95 1 e, e xof R 44
PG FRIG I 44 U5 IR IR 55, Q&L 17 B, 44 5 3
2 H R “BLadd.ixt” , Opcode $U{E A 10, UMl 18 Iz, SDN $4
il 50 R A A NI T R Ing) 245 8. .

[©| dnsvl.py

#!/usr/bin/python

from scapy.all import *
from time import sleep

#fd = open("MWSL ALL.txt",'r')
\fd = open("BLadd. txt", 'r')]
i=1

dns_server = "222.200.160.1"

while True:
q = fd.readline().strip() # use strip to take off '\n'
if not q: # to the end of file, url is null
break
print i ,q
i+=1
send (IP(dst=dns server)/UDP(sport=RandShort())/DNS

(qu DNSQR (gname=q, qtype=1,qclass=1)))

sleep(10)

E17 #FEREREATERSER
Fig. 17 Accessing service module of persisting black list
domain name
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add URL in BlackList: www.baidv.
from mac: 14:cf:92:f9:ff:6b, ip: .18.216.49
time: Sun Jun 8 13:33:47 2014

add URL in BlackList: www.batde.
from mac: 14:cf:92:f9:ff:6b, ip: .18.216.49
time: Sun Jun 8 13:33:57 2014

add URL in BlackList: www.baate.

from mac: 14:cf:92:f9:ff:6b, ip: .18.216.49
time: Sun Jun 8 13:34:07 2014

add URL in BlackList: www.lcace.com
from mac: 14:cf:92:f9:ff:6b, ip: 172.18.216.49
time: Sun Jun 8 13:34:17 2014

add URL in BlackList: www.lcbc.com

from mac: 14:cf:92:f9:ff:6b, ip: 172.18.216.49
time: Sun Jun 8 13:34:27 2014

E18 RZHRATIFRFZIEMEIER
Fig. 18 Result of adding black list domain
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