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Abstract In this paper, a pattern classification privacy preservation algorithm is proposed based on the Parzen window kernel
density estimation on large scale dataset. Firstly, the probability density is estimated through the original large scale training set. Then
the replacement training samples are constructed by the estimated probability. Finally, the replacement training samples are published
for the pattern classification training. Thus the privacy on the original training set can be protected effectively. The simulation
experiments on Adult datasets fully verify the effectiveness of the proposed algorithm.
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Table 2 2-anonymity data

AEY PER HS R

[1,5] M [10k,15k] H it

[1,5] M [10k,15k] HIEAR
[6,10] M [15k,20K] Jiti ¢
[6,10] M [15k,20K] WRER
[11,20] F [20k,25k] Tt ek
[11,20] F [20k,25k] fiti ¢

Table 1 Table of raw data

4 AE PE5I HS PR
Andy 4 M 12000 Bt
Bill 5 M 14000 HAR
Ken 6 M 18000 Jii 5
Nash 9 M 19000 TRER
Alice 12 F 22000 ek
Belty 19 F 24000 Jifi 5
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White, Asian—Pac—Islander, Amer—
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race bl Indian—Eskimo 2£ 5>
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native—country  FRFR N
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Fig. 1 Classification recall rate comparison of C4.5 algorithm in two datasets
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Table 4 Comparison of results processed by two algorithms
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