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Abstract With the development of information technology, an important issue is to ensure the high usability of the data and to protect
0 58

the privacy. The privacy —preserving technology is related with the data encryption, the data distortion and the data anonymity in data
face new problems, and the privacy—preserving will be further considered in data mining.
data mining; privacy—preserving; k—anonymity

mining. Among them, the most primary technology is the anonymous privacy—preserving technology. In that respect, a various privacy

preserving models were proposed. This paper focuses on the k—anonymous model, the [-diversity model, the (a, k)—anonymous model and
the ¢ —closeness model, and it is pointed out that each anonymous model has its, advantages and disadvantages. The commonly used

anonymity technology and the major anonymous quality measurement methods are reviewed. In the future, the anonymity technology will
SN

1 BEXHE
TEAR BB A AR BN FEJ2 TC M0 (8 09 Bl K& i 4> 1.1 BN
N5 B A el A B b = KA IR FE BRI AT BE A AR SRR rp BT AR 3 i Gs B e S
P 3 A 0 PR AR Rl )P ElR 2 0 5 T T S B 42 4 FHAD M RO (R ), MEAICFE XS EE T
b AR A bh 23 3 R I AN BT R L o] 7 DRAIE AL
Pt v T F R R O R AN T R RO SRR i BRFAE BT H 2551
HE N AMIFFE N B0 e, 1998 4F |, Samarati S I E
£ B & 52002 4F | Sweeney G Y k- [ 24 B RA PR AL AR
[l 8 B 44 R B BIFE 1A 3T 4F o B AR v TE 24 Rl
T i R BRI 425 SR 1 S e O B AR R e 4 T i B
R Z B & 1 R EHE AR Z —,
A B R . 2012-05-10 ;% = B 1) .2012-11-02
& WA

AEAE, XS PEAR IR I RE > Sy 4 2K (1) AR R

(Individually Identifier Attribute,ID), FH 4 ME—FRiR A4 & 3
By g, W 1 PRES;(2) #EFREYE (Quasi Identifier
attribute , QL) , 15 H-Ath 718 € B & e oK B e — Ar LA AR 19 — 4l

JEE T 1 AR MBI B ED ; (3) BURE T (Sen-

B PEIF L BER  @ A5 B A T AL A B F 15 4 tanyingty@163.com

sitive Attribute,SA ), i B AR B RL (75 AR %5 09 8 M n k1
FE PR 5 (4) AEBURJE M (Non-sensitive Attribute ,NA) , Al L

75

.ﬁ::L
W

BTz b B 4 AL B R R D o ik

BRE BEFEHANZR MAERIENESTAENEN , AtELREETANRAER, CHESIRBENIMRENTEX
T RARPRATETHENE BHELAEURYEEZURR  EFEZUEARHEERTRARIPHEEIERRFR,
GEEEANHR, BERNMEZERHTESMEZRARPRE BINEFIFHEEEER M A-ELZRE FSHEER (o,k)-
EZEEM t-closeness R AL R, EHEMEZEENEARA RS, FHATERNEERAR, BEETHNEENE

BURENEERE, AREZBUBRREADEZEHEPRARPIIEFR EEEGEFTEH—SH AN @M, X HIFIZEH
TAN Ying



] jcmik

42148 3L ZE (Reviews)

HMESH) 2013,31(1)

SCIEACE & TECHAOLOGY REVIER

NI JEE
x1 FRRBER
Table 1 Original data table

Jrs 4 LM PR ERECARES BN
1 Rose 67 M 650012 Cancer
2 Mike 74 F 650015 Cancer
3 Alice 54 F 650018  Hepatitis
4 Steven 58 M 650024 Flu
5 Kate 31 M 650024 Fever
6 John 37 M 650028 HIV
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Table 2 Anonymous table

o> BT AR 51 MRS L 2 1 P
1 [65~75] * 65001 * Cancer
1 [65~75] * 65001 * Cancer
2 [50~60] * 6500%* Hepatitis
2 [50~60] * 6500%* Flu
3 [30~40] M 65002 * Fever
3 [30~40] M 65002* HIV
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Table 3 Anonymous and diversified table

LEiE e AR 51 W X 24 ) P
1 [50~75] * 6500%* Cancer
1 [50~75] * 6500%* Cancer
1 [50~75] * 6500%* Hepatitis
1 [50~75] * 6500%* Flu
2 [30~40] M 65002%* Fever
2 [30~40] M 65002* HIV
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Table 4 Comparison of four models
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Fig. 1 Generalization of AGE
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Fig. 2 Global generalization of ZIP
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