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Voice Communication Encryption Application of Oversampled
Chebyshev Chaotic Sequences

LIU Shucong, YAO Zhenjing, WANG Wei, GUO Chunsheng, SONG Y anxing

Department of Istrument, Institute of Disaster Prevention, Sanhe 065201, Hebei Province, China

Abstract With the development of the multimedia and digital communication, people obtain increasingly more information and
communicate with each other much more easily. For protecting information from eavesdropper, the encryption processing for large
amounts of data is necessary. Although there are different demands for the encryption algorithm in different applications, however the
demand for security and speediness are common. By studying the characteristic of chaotic system, a communication encryption program
with high speed and security is designed. To construct encryption algorithm, some improvement has done on the chaotic iteration process
according to the characteristic of digital chaotic, the oversampled to the Chebyshev chaotic maps (OSCM) is realized. Also, voice signal
transmission systems were designed to encrypt the original voice signals by using the oversample of chaotic sequence at the sending port.
After the modulation, the signals passed through the AWGN channel. The encrypted voice signals are demodulated and decrypted after
receiving the ciphertext at the receiving port, and then the decrypted voice signal are received. Experiments show that the application of
over sampling technology in the chaotic spread spectrum communication can greatly increase the confidentiality of wireless
communications.
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