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Abstract: Global Navigation Satellite Systems (GNSSs) are the
specific term utilized with satellite constellation to acquire
regional or global services. GNSS sensors use pseudo-distance
measurement to estimate the position, velocity, and time (PVT).
Several GNSS devices are exposed to detect spoofing attacks
due to the use of unsafe locations. In addition, misleading sig-
nals are intentionally used to generate timing and position, and
GNSS signal spoofing provides a constant risk to consumers. In
past works, the implementation of the Global Positioning Sys-
tem (GPS) in autonomous vehicle navigation might be endan-
gered by spoofing. To mitigate these issues, this task develops a
hybrid machine-learning method for mitigating and detecting
GNSS spoofing attacks. The developed model is processed with
three phases: data collection, feature extraction, and detection.
Initially, the required data is taken from the standard resource.
Then, the data is given to the feature extraction phase. The fea-
tures of the data are retrieved using the principal component
analysis (PCA) and t-distributed stochastic neighbor embedding
(t-SNE) model. The features obtained from the collected data are
transferred to the detection phase. In the final phase, the GNSS
spoofing detection and mitigation is executed using a machine
learning method called as hybridized adaptive Bayesian learning
and multi-layer perceptron (HABMLP). Enhanced osprey opti-
mization algorithm (EOQOA) is utilized for optimizing the variables
to enhance the efficacy of models and achieves greater perfor-
mance than other standard models.
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1. Introduction

In order to offer high-precision time for financial transac-
tions, smart power grids, and telecommunication net-
works, the Global Navigation Satellite Systems (GNSSs)
have been deployed extensively [1]. For a wide range of
military and commercial uses, the GNSS offers position,
velocity, and time (PVT) data. In the commercial, mili-
tary, and civil spheres, the GNSS like Global Positioning
System (GPS) offers critical positioning and timing. A
navigation system is highly accurate, durable, and
dependable for autonomous vehicles [2]. Present auto-
mated vehicular navigation technologies mainly rely on
GNSS which includes GPS receivers. However, it is the
most common interference like multipath, jamming, and
spoofing that affects GPS signals [3]. Due to location
based services (LBS), advancements have been made for
different stakeholders to share location information. Gen-
erally speaking, the best method for determining a user’s
location is GNSS [4]. The location data can be used to
provide a variety of location-based services. The protec-
tion of privacy in LBS is frequently compromised by its
users [5]. The market is flooded with GNSS standards
and blueprints, which allow for a variety of GNSS sensor
assaults [6]. Usually, the sources of intentional interfer-
ence include the spoofer, blocker, and meta-cone [7]. A
blocker is an instrument used with the same frequency
noise, which prevents the GNSS receiver from collecting
measurements. Due to the technological and hardware
constraints on the general implementation of counter-
spoofing techniques, the minimal processing-intensive
approach draws inspiration from nature to combat spoof-
ing of GNSS data [8]. By taking the temporal difference
of arrival (TDOA) features between deceived and gen-
uine signals, differential pseudo rings are taken from dif-
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ferent receivers to detect spoofing [9].

A multitude of observations present in the GNSS data
generated during the PVT solution can be cross-corre-
lated to detect spoofing [10]. Due to the free access
nature of GPS coarse acquisition (C/A) codes’, the pro-
gram may be vulnerable to malicious attacks [11]. These
inadvertent efforts are known as spoofing and jamming.
A more sophisticated and dangerous kind of assault
called spoofing can mimic GPS signals to fool the target
receiver, whereas jamming tries to weaken GPS channels
by blocking or overloading signals [12]. To achieve the
necessary performance in spoofing detection, graph the-
ory and simultaneous localization of the jammer as well
as a target with power difference of arrival (PDOA) are
utilized [13]. Many techniques are adopted to correlate
the outputs that are already utilized by the delay-locked
loop (DLL) to monitor the direct signal and estimate the
duration of propagation. Some of the most illustrative
techniques in this class are the strobe correlator, double
delta correlator, and narrow correlator approach [14]. The
artificial intelligence approach is suggested for spoofing
detection due to its wide advancement. A carrier-phase
multipath identification framework is constructed with
conventional neural networks (CNN).

Although the spoofing attack is successfully detected
by the existing approaches, the PVT is not to be esti-
mated. As a result, GNSS navigation has been a highly
interesting field in recent days [15]. In fact, the multipath
is distinguishable and excisable from the direct path
because of its unique spectral properties [16]. Neverthe-
less, these techniques might harm the signal, particularly
if the multipath wavelengths are closer to the direct path’s
spectrum. Considering the level of difficulty of the spoof-
ing device, the spoofing assaults are categorized into
three categories like simple, intermediate, and advanced.
It is most economical to implement the intermediate
spoofing in real time [17]. The traditional approaches
developed for detecting the GNSS spoofing attack mainly
rely on hardware requirements, which enhances the cost
expenditure of the detection process. Moreover, the char-
acteristics of the GNSS are considered by the conven-
tional approaches to perform the detection process, and
the time requirements of the detection process are greatly
increased. An approach for GNSS spoofing identification
and prevention utilizing machine learning technology is
presented in order to address the aforementioned prob-
lems.

The precise contribution of the hybrid machine learn-
ing-based GNSS spoofing recognition and mitigation
approach is pointed out as follows.

(1) To design the hybrid machine learning-based GNSS

spoofing recognition and alleviation framework for main-
taining navigation and providing accurate PVT details for
civil and military services.

(i1) To suggest a feature extraction process using t-SNE
and PCA for converting the high dimensional data into
low dimensional data that can be used to enhance the
accuracy of GNSS spoofing detection.

(iii) To provide an enhanced osprey optimization algo-
rithm (EOOA) for tuning the constraints of the machine
learning model, this process maximizes the precision and
accuracy of the GNSS spoofing mitigation and detection
process.

(iv) To perform the GNSS spoofing recognition and
mitigation, a hybridized adaptive Bayesian learning and
multi-layer perceptron (HABMLP) is suggested by
hybridizing the Bayesian learning (BL) and multi-layer
perception (MLP). This HABMLP considers the strength
of both BL and MLP to attain better detection outcomes.

(v) To confirm the efficacy of the HABMLP-based
GNSS spoofing recognition and mitigation framework by
analyzing the results of the developed HABMLP with the
traditional approaches using several indices.

The leftovers of this work are depicted below. Section 2
lists the existing model limitations and uses. In Section 3,
the structural view of the proposed machine learning-
based GNSS spoofing discovery and mitigation frame-
work is given. The extraction of features for providing
correlation among data in GNSS spoofing is provided in
Section 4. The hybridized network for GNSS spoofing
with its objective formulation is discussed in Section 5.
The result and discussion of the HABMLP-based detec-
tion and mitigation are represented in Section 6. At last,
the conclusion of HABMLP-based GNSS spoofing detec-
tion and mitigation is given in Section 7.

2. Literature survey
2.1 Related works

In 2019, Meng et al. [18] suggested a spoofing generator
based on a software-defined receiver (SDR) with vector
tracking. In 2019, Semanjski et al. [19] developed an
intelligent technique to identify possibly manipulated
GNSS signals by tracking the cross-correlation of several
GNSS measurements. In 2022, Shang et al. [20] deve-
loped a brand-new time synchronization attacks (TSA)
mitigation algorithm based on a single antenna. Initially,
the parameters of the real and fake signals were deter-
mined using a multi-correlator estimator. In 2021, Singh
et al. [21] explored a cutting-edge method for spoofing
attack detection and mitigation. To implement the sug-
gested algorithm in the Android application, the Open-
StreetMap dataset are considered. In 2020, Schmidt et
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al. [22] suggested an approach for identifying and classi-
fying GNSS spoofing in single-antenna receivers. In
order to reduce false alerts, the researcher applied a
threshold. In 2022, Pardhasaradhi et al. [23] suggested the
extended Kalman filter (EKF) architecture, which is uti-
lized by the GNSS receivers to estimate their PVT. In
2022, Blais et al. [24] put forth a unique framework for
GNSS multipath prediction. The process was initiated by
creating datasets that are processed by the CNNs.
Grayscale 2D images were created by mapping correla-
tions between the local replica grid and the received sig-
nal. In 2023, Nayfeh et al. [25] gave a developed model
for the identification and categorization of unmanned
aerial vehicle (UAV) GPS spoofing.

2.2 Problem statement

Due to the broad application, GNSS has presently grown
and requires the minimum cost. The occurrence of GNSS
is used in phased measurement unit (PMU), emergency
service, power grid, and financial transactions. The
spreading of GNSS receivers in smart cars and phones
allows the general to have access to our localization.
Moreover, the position quality determined by the GNSS
equipment minimizes based on the received signals. This
form of degradation is formed to find the signal genera-
tion system. SDR [18] has the capacity to track the origi-
nal code accurately in the urban environment. It easily
changes the spoofing into carrier or code but requires a
mature vector tracking framework. Support vector
machine (SVM) [19] has the maximum capacity in help-
ing the GNSS signal spoofing detection and is also per-
formed under huge datasets. However, it has slight varia-
tion in the validation result. The TSA mitigation process
[20] requires only a single antenna and is cost-effective.
However, it has the chance to form false time informa-
tion while transmitting signals. Genetic algorithm [21]
has the capacity to escape from local optimal problems,
but it is computationally more expensive. Least absolute
shrinkage and selection operator (LASSO) [22] supports
for enhancing the automatic peak discrimination and gen-
erates robust outcomes. However, it requires an optimiza-
tion algorithm to solve the computational requirement.
The generalized likelihood ratio test (GLRT) [23] helps
to identify the spoofing attack and attains the optimal rate
of overall analysis. However, it requires recalculation for
accurate results. CNN [24] has high multipath detection
power and takes less time for parameter estimation. How-
ever, it requires data features in prior. Machine learning
(ML) [25] gives a solution for detecting GPS spoofing
and supports in identifying real-time detection. However,
it takes more time and resources. Therefore, to solve the

difficulties, this paper proposed the ML technique for
detecting spoofing in the GNSS framework.

3. Methods

3.1 Challenges during GNSS spoofing detection and
mitigation

The intellectual transference system and the locality-
aided services are successfully operated and imple-
mented in the market by the PVT application. The PVT
effectively attains the information via the GNSS. How-
ever, the GNSS is highly susceptible to several types of
attacks. The spoofing is the most common attack in the
GNSS system. In this process, the authentic GNSS sig-
nals are alleviated by the spoofer and convey the wrong
information to the victim. In order to make the safe navi-
gation process, GNSS spoofing detection is necessary.
The conventional GNSS spoofing detection approaches
require too much cost for the spoofing detection process.
Moreover, the existing approaches for detecting GNSS
spoofing are not suited for large-scale deployment. The
GNSS spoofing attack can occur at any time and place
within a limited period of time, which cannot be moni-
tored by the existing approaches. The existing model does
not identify the spoofed signal that may provide wrong
data to civil and military applications. The conventional
techniques for spoofing attack detection do not identify
the presence of a spoofer along the quality of the signal
cannot be monitored by the traditional techniques. Fur-
ther, the existing approaches utilize the autocorrelation
function to identify the spoofed signal, which may raise
the time required for the GNSS spoofing. The planned
and the inadvertent interference in the GNSS are not
identified by the traditional approaches. The power level
fluctuation in the GNSS signal is not handled by the tra-
ditional techniques. Moreover, the hardware requirement
for the GNSS spoofing is quite high for the traditional
approaches. To counter the challenges of the traditional
approaches, the hybrid ML approach is developed for the
GNSS spoofing.

3.2 Structural view of proposed model

A hybrid GNSS spoofing detection and mitigation frame-
work is developed to find the spoofing signal in the
GNSS and mitigate it to offer PVT services for civil and
military services. Moreover, the developed model is
applied in the GNSS receiver to find and eliminate the
false signal induced by the spoofer to provide proper na-
vigation in the country [26]. Besides, the suggested ML
system identifies the attack modes of the spoofer and its
corresponding properties with fewer hardware require-
ments [27]. In order to begin the GNSS spoofing detec-
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tion and mitigation process, the needed data are taken
from online sources. Further, the collected data is sub-
jected to the feature extraction procedure. The feature of
the data is retrieved using two approaches like t-SNE and
the PCA. The feature extraction enhances the spoofing
detection efficiency of the ML methods. The high-dimen-
sional data is converted into the lower-dimensional data
with the help of the t-SNE. Moreover, the most signifi-
cant features in the data are represented using the t-SNE
structure. Similarly, the PCA approaches extract the prin-
cipal components that are called as features and it is
available in more understandable form. The features
attained from the t-SNE and PCA are integrated and
passed to the HABMLP. The HABMLP is formed by
integrating the two machine learning structures BL and
MLP. Both of the hybrid structure works together and
produce higher accuracy in the GNSS spoofing detection
and mitigation process. Both BL and MLP examine the
features obtained from the t-SNE and PCA to get accu-
rate results. Here, the BL model adopts the Bayes rule
[28] to get the detection result and similarly, the MLP
structure analyses the features using its complex layer.
During this process, the suggested EOOA optimizes the
hidden and epoch count of the BL as well as the steps per
epoch of MLP to obtain the accurate prediction result.
Once the HABMLP detects the GNSS spoofing, the miti-
gation process is executed by the same HABMLP, here
the alarm is produced as a warning sign once the spoofer
can tamper the GNSS signal. To this end, the experimen-
tal analysis is performed on the output of the developed
hybrid ML-based structure to confirm its effectiveness.
The structural representation of the HABMLP-based
GNSS spoofing recognition and mitigation framework is
illustrated in Fig. 1.

3.3 Dataset used

The dataset utilized in the GNSS spoofing attack detec-
tion and mitigation approach is elaborated in the below
section. Here, the collected dataset is used to validate the
GNSS spoofing framework performance. The considera-
tion of these datasets splits into two equal halves and it
represents datasets 1 and 2 according to the collected
data. This dataset considers publicly available data. The
detailed description of this dataset is mentioned below.
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Fig. 1 Hybrid ML-based GNSS spoofing detection and mitigation
framework

Dataset 1 & Dataset 2: Galileo open service navigation
message authentication (FGI OSNMA) datasets are taken
from the link of https://etsin.fairdata.fi/dataset/09dc5c1b-
933d-4efd-aa66-be2c07fab3b3/data with access: 2024-04-
09. Galileo E1 and GPS L1 C/A signals in raw GNSS in-
phase and quadrature (I/Q) data are presented in this
dataset. Stereo-dual-band GNSS front-end is used to
gather 1/Q data samples. The open sky in this dataset
helps to examine the performance of OSNMA at no
spoofing condition. The position of this dataset is calcu-
lated by 60.182°N, 24.828°E geodetic grade receiver with
47.248 m altitude. The collected data is regenerated with
LabSat wide-band 3 and captured through the GNSS
front-end. This dataset is highly important to validate the
OSNMA-based spoofing detection effectiveness in a real-
world scenario. The actual data for datasets 1 and 2 is
shown in Table 1.

Table 1 Actual data representation for dataset 1 and dataset 2 in GNSS spoofing attack detection and mitigation
Dataset ~ Channel 1  Channel 2  Channel 3 ~ Channel4 Channel5 Channel 6 Channel7 Channel8 Channel9  Channel 10
0.00096 0.02603 0.00733 0.03139 0.01747 0.03151 0.00083 0.03093 0.03620 0.02802
0.00012 0.02721 0.00718 0.03351 0.01747 0.03517 0.00236 0.03270 0.00045 0.02995
Dataset 1 0.03889 0.02842 0.006 85 0.03488 0.01752 0.03870 0.00342 0.03438 0.004 14 0.03177
0.03797 0.02962 0.006 66 0.03649 0.01750 0.003 11 0.004 55 0.03618 0.00767 0.03389
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Continued
Dataset ~ Channel 1  Channel 2  Channel 3 ~ Channel4 Channel5 Channel6 Channel7 Channel8 Channel9 Channel 10
0.03729 0.03090 0.00635 0.03835 0.01755 0.00676 0.005 82 0.03795 0.01120 0.03565
0.03651 0.03219 0.00607 0.00071 0.01766 0.01047 0.00707 0.00031 0.01483 0.03706
0.03628 0.0334 0.006 06 0.00257 0.01772 0.01391 0.00837 0.00155 0.01833 0.03865
Dataset 1 0.03544 0.03469 0.00578 0.00426 0.01772 0.01760 0.00927 0.00330 0.02187 0.00112
0.03389 0.03587 0.00563 0.00611 0.01782 0.02139 0.01040 0.00515 0.02548 0.00316
0.03345 0.03712 0.00531 0.00783 0.01792 0.02495 0.01178 0.00687 0.02901 0.004 88
0.01009 0.03524 0.00851 0.00959 0.01030 0.00591 0.03217 0.006 12 0.00981 0.03710
0.01128 0.03514 0.00978 0.00802 0.01144 0.00835 0.03478 0.00989 0.00961 0.03873
0.01245 0.03493 0.01077 0.00700 0.01259 0.01079 0.03715 0.01353 0.00953 0.00100
0.01363 0.03482 0.01201 0.00592 0.01369 0.01322 0.00052 0.01752 0.00940 0.00261
0.01479 0.03464 0.01311 0.00491 0.01480 0.01568 0.00305 0.02124 0.00923 0.00427
Dataset 2 0.01593 0.03454 0.01387 0.00375 0.01591 0.01809 0.00536 0.02456 0.00903 0.00590
0.01708 0.03442 0.01498 0.003 10 0.01701 0.02056 0.00798 0.02839 0.00870 0.00749
0.01827 0.03435 0.01632 0.00187 0.01813 0.02305 0.01067 0.03215 0.00858 0.00919
0.01943 0.03425 0.01756 0.0008 0.01926 0.02548 0.01332 0.03554 0.00843 0.01086
0.02060 0.03407 0.01896 0.03927 0.02038 0.02795 0.01612 0.03918 0.00821 0.01243

The parameters utilized in the hybrid ML-based GNSS
spoofing detection and mitigation framework are eluci-
dated in Table 2.

Table 2 Variables utilized in the proposed model

Parameter Detail

Batch size in KNN 48
Effective metric in KNN Euclidean

Activation function in MLP ReLu
Learning rate in MLP 0.01
Epochs in MLP 100
Batch size in BL 64

Activation function of HABMLP ReLu
Batch size in HABMLP 64
Learning rate in HABMLP 0.01
Epochs in HABMLP 100

The gathered data from the online resources is repre-
sented as G!, and m =1,2,---, M, here, the total quantity
of the gathered data from the online resources is repre-
sented as M.

3.4 Brief elucidation of proposed EOOA

The EOOA is a new optimization algorithm, which is
modeled from the baseline osprey optimization algorithm
(OOA) [29] by upgrading the random parameter. It is
suggested to maximize the efficacy of the hybridized

expert systems in the GNSS spoofing recognition and
mitigation process. The parameters of the BL and MLP
are optimized by the EOOA to enhance the precision and
accuracy of the developed model. The explored EOOA
optimizes the steps per epoch of the MLP as well as the
number of epochs and epoch count of the BL to achieve
effective performance in the GNSS spoofing detection
and mitigation process. The OOA is the meta-heuristic
algorithm and it is intended to consider the simulation
activities of the OOA [30]. The factual world optimiza-
tion trouble is solved by the OOA. At the time of the
searching process, the exploitation and the exploration
phases can be handled by the OOA. The convergence and
the precision rate of the OOA are very poor. Additionally,
the control engineering concerns are not solved by the
OOA [31], and the time consumption of the OOA while
maintaining the balance between the exploitation and the
exportation phase is too high. Considering the above
hitches, the new EOOA is developed. The accuracy and
precision of the GNSS spoofing and mitigation model are
enhanced using the EOOA. The worst, and best fitness
and the number of population O play the most crucial
role for upgrading the random number s;,. The mathe-
matical term for calculating the random number s;; is
provided as follows:

(b)) Iw,
Sik = T

where the random number is indicated as s;;. The best

(M

and worst fitness is denoted as b,, and w,, the number of
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population is elucidated as O. The developed EOOA
solves the control engineering concerns and convergence
as well as the precision rate is also enhanced by the new
EOOA. Further, the accuracy and the precision rate of the
GNSS spoofing are enhanced by the new EOOA.

The pseudocode of the EOOA is stated in Algorithm 1.

Algorithm 1 Developed EOOA
Start

Provide the constraints and parameters

Fix the count of population O and iteration value U
Initialize the population matrix and objective function
For j=1t0 O
Upgrade the random number by (1)
Phase 1
Modernize the location of the fish
Find the novel location of the jth OOA member
Verify the boundary condition of OOA
Upgrade the jth OOA
Phase 2
Find the jth OOA member
Verify the edge condition of OOA
Upgrade the jth OOA
Store the excellent solution
End for
Stop

4. Extraction of features for providing corre-
lation among data in GNSS spoofing

4.1 t-SNE

The size of the entire data is condensed by the powerful
technique called as t-SNE. The t-SNE is used to analyze
the gathered data’s structure. If the linear boundary of the
collected data is too complex, the t-SNE is adopted which
analyzes the entire data point and retrieves the most
important feature. The collected data G, is given into the
t-SNE [32] for obtaining the relevant features from the
data. The t-SNE is used to take out the feature from the
collected data. The t-SNE has a high multi-dimensional
scaling property. The t-SNE is applied between the data
points of the gathered data to project the Euclidean dis-
tance among those points. The coordination between the
data points y, and y; is identified with the aid of condi-
tional probability Qy; and it is represented as follows:

exp(—||y; = | /292
> exp(=ly; -yl 1292

J#

2)

Kj =

In the original feature space, this probability is arith-

metically signified as indicated as follows:

_ Qi+ Quj
Qi = ( 20 )

Thus, the dimension of the data is represented as o, the
vicinity of the data points is identified with the help of the
perplexity constant in the t-SNE and it is expressed as
follows:

3)

Perplexity(Q;) = 2/(®) )

where 1(Q);) is the Shannon entropy.

The pairwise distance between the data points can be
used to adjust the variance ;. Similarly, the low dimen-
sional probability r; can be expressed as follows:

(14l —lP) ™

Ty = -
(1l = nel?)

J£k

)

The input data y; can be converted into lower dimen-
sional data n; with the aid of t-SNE. The data can be
effectively visualized with the help of the t-SNE. The fea-
tures obtained from the collected data G/, using t-SNE
are denoted as d°™.

4.2 PCA-based features

The principal component analysis (PCA) [33] approach
reduces the dimension of the data and converts it into a
lower dimension by projecting the data in a geometric
way. The features obtained from the PCA are very easy to
learn so it gives accurate results. The relevant features
from the gathered data are hauled out using the PCA [33].
From the set of data, the dominant features also called as
principal components are extracted using the technique
named as PCA. The data are projected on the ortho-usual
subspace by applying the linear transform. The collected
data can be minimized by the PCA and very useful infor-
mation for the spoofing process is available in the
retrieved features [34]. The collected data is converted
into a column vector v, in order to attain the Eigen data.
Based on the utilization of the variables, the length of the
column vector is varied. The matrix array v with the
dimension of Nx O is developed for the input observa-
tion N and it is given as follows:

v=[vi,va,vswyl. (6)
The average data « is represented as follows:

v )

o=1

K=

Z| =

The average data and the training data are subtracted to
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get the difference data and it is represented as follows:
) i=Vi—K. (8)

Later, the orthogonal Eigenvector and covariance D of
the PCA is identified and it is stated as follows:

1 v 1

D=—=%9, -8 =—B-B
N — -9, N ’ ©)
B:[ﬁhﬂZ’“"ﬁN]' (10)

The computation process can be lowered by consider-
ing the Eigenvector represented as w;.

The Eigenvector of the covariance D can be identified
by

ijBWj, (12)

D=BxB", (13)

where the Eigen data is represented as v;. Based on the
large Eigenvalue, the required Eigen data N could be
selected. For any data, the principal component is defined
as follows:

x;=v, (v—«I). (14)

Based on the Eigenvector, the value x; can be mapped
with the axis. The values are signified as the feature of
the data that can be employed in the spoofing detection
process. The features from the PCA are represented as
dy®.

Both of these feature like d“™ and d)," are fused and
it is passed to the HABMLP for spoofing detection and
mitigation process. Here, the fused feature is termed as

com
deom.

5. Hybridized ML network for GNSS spoof-
ing with its objective formulation

5.1 BL model

The BL model performs the detection process effectively
on a limited amount of data. The fused feature d-™ is
passed to the BL to achieve the first detection score. The
learning process of the BL is very simple as compared to
another model. The BL [35] is used to find the spoofing
in GNSS. The feature obtained from the t-SNE and PCA
is given to the BL for getting the first detection result.
The BL works on the basis of belief revision. The previ-
ous belief can be updated if any new data is available in
the network. In Bayesian learning, the learning issues are
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considered as Bayesian probabilistic interference. For the
casual model, the hypothesis space I and the data e can
be developed by the learner [36]. Later, the degree of
belief can be expressed by computing the subsequent
probability distribution and it is represented as Q(ile).
Based on the availability of the data and likelihood Q(eli),
the prior probabilities Q(i) can be identified. According
to the Bayes rule, the multiplication of the likelihood and
the prior is directly proportional to the subsequent proba-
bilities and it is expressed as follows:

Qleld) Q)

Qile) = =
D0l 0(i)

(15)

The term i indicates the hypothesis and the alternative
hypothesis is signified by the term . The detection result
from the BL is denoted as S*. The pictorial delineation

m*

of the BL is presented in Fig. 2.

Fig. 2 Pictorial representation of BL

5.2 MLP model

The MLP analyzes the vectors of the feature to get an
accurate detection result. In MLP, the value of false
alarms is lower. This structure is used for GNNS spoof-
ing detection. The fused feature d5™ is given to the MLP
to get the second detection score. The MLP [37] is
one type of neural network and it is used to employ the
spoofing detection process. The complex neuron struc-
ture of the brain is the main inspiration behind the devel-
opment of MLP. It can be mathematically expressed as
follows:

z)=g{) Gy +el (16)
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where the variable g presents the commencement func-
tion, the input layer of the jth neuron is presented as y;,
the Ith perceptron output is represented as Z; for the jth
row and the /th column of the neuron; the weight matrix
is denoted as x,;, and for the layer /, the bias value is
denoted as ;.

The loss function can be used to lower the prediction
error of the MLP. The weights of individual layers can be
iteratively enhanced to lower the occurrences of detec-
tion errors. The detection error is calculated at each itera-
tion during the training process [38]. The weight and the
bias are adjusted to back-propagate the error in the MLP.
The loss function of the MLP can be identified as fol-
lows:

RS . 5
MG:_E;Zj.lnzm-{—(l—Zj)'ln(l_zm)~ (17)

Thus, for the data E, the jth flow of label is repre-
sented as z;, and the mth predicted prospect of spoofing
is represented as Z,. The detection result obtained from
the MLP is denoted as SM*. The pictorial visualization
of the MLP is indicated in Fig. 3.

MLP

Fig. 3 Pictorial representation of MLP

5.3 Proposed HABMLP network for GNSS spoofing
detection and mitigation

The HABMLP is developed for the GNSS spoofing
detection and mitigation process. In HABMLP, BL and
MLP are hybridized to get the accurate detection result.
The hybridization process is mainly used to adapt the
strength of both BL and MLP in the GNSS spoofing
detection and mitigation process. The BL works on the
basis of the Bayes rule to get an accurate detection result.
The learning capacity of the BL is very well and it can
function effectively for a limited amount of data. Like-
wise, the MLP is a complex brain-like structure so it
deeply analyzes the vectors of the features to get the
accurate detection result. The detection accuracy of
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hybrid ML is high. The feature from the PCA and t-SNE
is fused and it is given to the BL. The BL identifies the
GNSS spoofing by analyzing the nature of the signal.
During the GNSS spoofing, the probability values are
used to train the BL. Based on the probability of exis-
tence, the properties of the GNSS signal is identified.
Likewise, in the MLP, the signal space is mapped with
the input layer of the MLP. Further, the hidden layer of
the MLP processes the features and conveys it into the
output layer. Here, the MLP detects the GNSS spoofing
by collecting the fresh GNSS signal. The output layer
compares the properties of the new GNSS signal and
existing information to find the presence of spoofing. The
detection result from the BL and MLP is averaged
to get the final detection result. At the time of the
GNSS spoofing detection, the EOOA is applied to fine-
tune the attributes to improve the accuracy and precision
value.

Once the GNSS spoofing is detected, the GNSS miti-
gation is carried out, here, the alarm is created in terms of
a warning signal when the spoofer is entered into the
GNSS and it refreshes the GNSS receiver to its initial
state. The developed HABMLP-based spoofing detection
cum mitigation model is used to maintain secure naviga-
tion and it can be used to provide correct PVT to civil and
military applications. The objective function of the
HABMLP-based spoofing detection and mitigation model
is given as follows:

. 1 1
d = arg min + — (18)
{ke.aypy \ACCUTACy - precision
¢ itV

where the purpose function is represented as d, the term
K" in [5,255] represents the count of BL’s hidden neu-
ron, the steps per epoch of MLP is denoted as N in
[100,500] and the epoch count of BL is expressed as H”
in [5,50]. The precision and accuracy rates are deter-

mined from
t+g
=— 19
accuracy frgtyTh (19)
and
precision = i, (20)
t+y

where the true and false positives are delineated as ¢ and
y correspondingly. The negative and true are expressed as
h and g. The structural view of the HABMLP network
for GNSS spoofing recognition and mitigation is signi-
fied in Fig. 4.
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6. Result and discussion
6.1 Experimental preparation

The developed HABMLP-based GNSS spoofing attack
recognition and alleviation approach is implemented
using Python software. In this analysis process, chromo-
some length, maximum number of iterations, and popula-
tion number are taken as 50, 3, and 10. In addition, the
evaluation processes consider the existing algorithms like
rat swarm optimizer (RSO) [39], dwarf mongoose opti-
mization (DMO) [40], coronavirus herd immunity opti-
mizer (CHIO) [41], OOA [29] and the traditional
approaches such as K-nearest neighbour (KNN) [42,43],
BL [35,44] and MLP [37,45] for verifying the efficacy of
the suggested HABMLP-based GNSS spoofing attack
detection and mitigation approach. The hardware require-
ments of the developed suggested HABMLP-based
GNSS spoofing attack recognition framework are repre-
sented in Table 3.

Table 3 Hardware details of the developed method

Hardware Size/version
RAM 8 GB
ROM 256 GB

Preprocessor Core I3

6.2 Simulation indices

The simulation indices in the HABMLP-based GNSS
spoofing attack detection and mitigation approach are
listed as follows:

C- rg-yh . e
VE+y) t+h) (g+y)(g+h)

FNR = ﬁ, 22)

FDR = y%g, (23)

FPR = y%g, (24)
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8
NPV = —, 25
g+h 25)
2t
F1- =—, 26
seore 2t+y+h (26)
t
itivity = —, 27
sensitivity " 27
N
specificity = ——. (28)
8§ty

6.3 ROC curve

The ROC curve examination of the EOOA-HABMLP-
based GNSS spoofing recognition and alleviation model for
dataset 1 and dataset 2 is shown in Fig. 5(a) and Fig. 5(b).
The overall efficacy of the EOOA-HABMLP model in the
spoofing detection and mitigation process is identified by
the ROC investigation. For the second dataset, the sug-
gested EOOA-HABMLP-based GNSS spoofing discovery
and mitigation model attains the true positive rate of 8.16%,
8.1%, 6.12%, and 5.91% enhanced than the KNN, SVM,
BL, and MLP at the false positive rate 0.4. Therefore, the
performance of the EOOA-HABMLP-based method is bet-
ter than the other baseline approaches.
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Fig.5 ROC assessment of the hybrid ML-based model

6.4 Analysis of confusion matrix

Fig. 6(a) and Fig. 6(b) shows the confusion matrix analy-
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sis of the HABMLP-based GNSS spoofing attack detec-
tion and mitigation approach for dataset 1 and dataset 2.
The developed EOOA-HABMLP method performance is
summarized through the confusion matrix in terms of
matrix form. From the confusion matrix analysis, the
overall accuracy of the HABMLP-based GNSS spoofing
attack detection and mitigation approach is acquired as
94.65% for the first dataset and 94.33% for the second
dataset.
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g 3000
Q
<
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1
1 000
0 1
Predicted
(a) Dataset 1 (Accuracy=94.65%)
- 5000
0 5.5e+03 _ 4000
g - 3000
Q
<
2 000
1 3. 1.4e+03
- 1000
0 1
Predicted
(b) Dataset 2 (Accuracy=94.33%)
Fig. 6 Confusion matrix of the hybrid machine learning-based

GNSS spoofing detection and mitigation model

6.5 Convergence analysis

Fig. 7(a) and Fig. 7(b) represents the convergence assess-
ment of the explored EOOA-HABMLP-based model for
dataset 1 and dataset 2. In the second dataset, the sug-
gested model’s cost function is lower than the RSO-
HABMLP, DMO-HABMLP, CHIO-HABMLP, and
OOA-HABMLP with 87.5%, 12.5%, 75% and 11.25% at
the 20th iteration. Thus, the cost consumption of the
EOOA-HABMLP-based method is lower than the exist-
ing approaches.
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6.6 Algorithmic validation of the developed
framework

The algorithmic assessment of the implemented EOOA-
HABMLP-based GNSS spoofing detection and mitiga-
tion model for the dataset 1 in terms of accuracy, F1-
score, FDR, FNR, FPR, NPV, FPR, Precision, Recall,
and Specificity is illustrated in Fig. 8(a)—Fig. 8(j). Here,
the population count varies in the X axis for accurately
determining the efficacy variation of the implemented
method with the existing mechanisms. The algorithmic
assessment of the implemented model for the dataset 2 in
terms of accuracy, Fl-score, FDR, FNR, FPR, NPV,
FPR, Precision, Recall, and Specificity is illustrated in
Fig. 9(a)—Fig. 9(j). In the second dataset, the accuracy of
the EOOA-HABMLP-based GNSS spoofing detection
and mitigation model is higher than the RSO-HABMLP,
DMO-HABMLP, CHIO-HABMLP, and OOA-HABMLP
with 5.69%, 5.18%, 5.69% and 3.14% at the 6th popula-
tion value for the 1st dataset. Likewise, the type II indices
like FNR and FDR of the explored EOOA-HABMLP-
based GNSS spoofing detection and mitigation model are
lower than other traditional frameworks. Therefore, the
EOOA-HABMLP-based GNSS spoofing detection and
mitigation model performance is better than the tradi-
tional algorithms.
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6.7 Detection techniques comparison of the
explored model

The developed EOOA-HABMLP-based GNSS spoofing
detection and mitigation method is compared with the
baseline detection method for the dataset 1 in terms of
accuracy, Fl-score, FDR, FNR, FPR, NPV, FPR, Preci-
sion, Recall, and Specificity is illustrated in Fig. 10(a)—
Fig. 10(j). In addition, the developed method is com-
pared with the baseline detection method for the dataset 2
in terms of accuracy, Fl-score, FDR, FNR, FPR, NPV,
FPR, Precision, Recall, and Specificity is illustrated in
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Fig. 11(a)-Fig. 11(j). At the second dataset, the devel-
oped EOOA-HABMLP-based GNSS spoofing detection
and mitigation model accomplished the MCC value of
21.73% enhanced than KNN, 13.04% enhanced than
SVM, 11.9% enhanced than BL and 8.69% at tanh activa-
tion function. On the contrary, the other indices like accu-
racy, F1 score, and NPV of the EOOA-HABMLP-based
GNSS spoofing detection and mitigation model are
higher than the existing methods. Therefore, it proves the
efficacy of the EOOA-HABMLP in the GNSS spoofing
detection and mitigation process.
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6.8 Statistical estimation designed EOOA-HABMLP-based GNSS spoofing detec-
tion and mitigation model is 7.01%, 7.54%, 8.36%, and
8.56% boosted than the RSO-HABMLP, DMO-
HABMLP, CHIO-HABMLP, OOA-HABMLP. There-
fore, the performance of the EOOA-HABMLP-based

GNSS spoofing recognition and mitigation method is
els. In the second dataset, the best measure of the  enhanced compared to other traditional models.

The statistical analysis of the designed EOOA-HABMLP-
based GNSS spoofing detection and mitigation model is
elucidated in Table 4. As in (18), the values should be
low for the developed technique than the traditional mod-

Table 4 Statistical estimation of the hybrid machine learning-based GNSS spoofing detection and mitigation model
Dataset Algorithm RSO-HABMLP [39] DMO-HABMLP [40] CHIO-HABMLP [41] OOA-HABMLP [29] EOOA-HABMLP
Mean 1.005276 1.017740 1.009396 1.012658 1.011948
Standard deviation 0.001833 0.026811 0.004 520 0.013721 0.022364

Dataset 1
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Continued
Dataset Algorithm RSO-HABMLP [39] DMO-HABMLP [40] CHIO-HABMLP [41] OOA-HABMLP [29] EOOA-HABMLP

Median 1.006534 1.003182 1.010223 1.007875 1.007321
Dataset 1 Best 1.002 604 1.001 809 1.003 851 1.003 888 1.000602
Worst 1.006534 1.102220 1.029456 1.067170 1.117211
Best 1.001008 1.007241 1.000091 1.007963 1.000044
Standard deviation 0.005223 0.004350 0.003 844 0.001 829 0.007690
Dataset 2 Median 1.008 346 1.007241 1.000233 1.013165 1.000044
Mean 1.008 852 1.009 605 1.001348 1.011706 1.004360
Worst 1.018776 1.024 600 1.014382 1.013 165 1.032669

6.9 Numerical examination of the developed
method

The numerical validation of the developed EOOA-
HABMLP-based GNSS spoofing detection and mitiga-
tion model is listed in Table 5 and Table 6. For the first
and the second datasets, the accuracy of the suggested
EOOA-HABMLP-based GNSS spoofing detection and
mitigation model is 94.29% and 96.27% respectively,

both of these values are greater than the conventional
model. Likewise, the specificity of the developed EOOA-
HABMLP-based GNSS spoofing detection and mitiga-
tion method for the second dataset is 86.26%, which is
greater than the KNN, SVM, BL, and MLP. Therefore,
the performance of the designed EOOA-HABMLP-based
GNSS spoofing detection and mitigation model is
enhanced compared with other existing methods.

Table 5 Numerical investigation of the hybrid ML-based GNSS spoofing detection and mitigation model %
Datase Term RSO-HABMLP [31] DMO-HABMLP [32] CHIO-HABMLP [33] OOA-HABMLP [26] EOOA-HABMLP
Accuracy 90.388 91.326 92.250 92.821 94.296
Recall 90.447 91.260 92.246 92.783 94.289
Specificity 90.373 91.342 92.251 92.831 94.297
Precision 70.138 72.491 74.849 76.389 80.520
FPR 9.627 8.658 7.749 7.169 5.703
Dataset 1
FNR 9.553 8.740 7.754 7.217 5.711
NPV 97.425 97.664 97.942 98.093 98.508
FDR 29.862 27.509 25.151 23.611 19.480
F1-score 79.008 80.800 82.642 83.792 86.862
MCC 73.89 76.12 78.43 79.85 83.67
Accuracy 92.246 93.153 94.105 94.687 96.182
Recall 92.195 93.216 94.116 94.669 96.227
Specificity 92.259 93.138 94.103 94.691 96.171
Precision 74.859 77.252 79.959 81.678 86.268
FPR 7.741 6.862 5.897 5.309 3.829
Dataset 2

FNR 7.805 6.784 5.884 5.331 3.773
NPV 97.929 98.212 98.461 98.612 99.029
FDR 25.141 22.748 20.041 18.322 13.732
F1-score 82.628 84.486 86.462 87.695 90.976
MCC 78.404 80.726 83.422 84.470 88.776
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Table 6 Technique comparison %
Dataset Term KNN [34] SVM [19] BL [29] MLP [30] EOOA-HABMLP

Accuracy 89.283 90.678 90.540 92.541 94.296

Recall 89.425 90.706 90.620 92.541 94.289

Specificity 89.248 90.672 90.520 92.541 94.297
Precision 67.525 70.853 70.500 75.619 80.520

Dataset | FPR 10.752 9.328 9.480 7.459 5.703
FNR 10.575 9.294 9.380 7.459 5.711

NPV 97.123 97.502 97.475 98.025 98.508
FDR 32.475 29.147 29.500 24.381 19.480

Fl-score 76.947 79.560 79.303 83.228 86.862

MCC 71.302 74.758 74.627 79.316 83.907

Accuracy 90.945 92.555 93.046 94.375 96.182

Recall 90.966 92.558 93.095 94.410 96.227

Specificity 90.940 92.554 93.034 94.367 96.171

Precision 71.510 75.654 76.964 80.731 86.268

Dataset 2 FPR 9.060 7.446 6.966 5.633 3.829
FNR 9.034 7.442 6.906 5.590 3.773

NPV 97.577 98.029 98.178 98.541 99.029

FDR 28.490 24.346 23.036 19.269 13.732

F1-score 80.073 83.257 84.264 87.036 90.976

MCC 75.322 79.719 80.645 83.989 88.778

6.10 Comparative analysis of the implemented
method with other state-of-the-art-techniques

Table 7 shows the comparative study of the implemented
EOOA-HABMLP technique with other state-of-the-art
models. In traditional techniques, timely detection is not
efficient so, it affects the system performance in GNSS
spoofing. However, the classical techniques are not effi-
cient in validating larger sizes of data. Considering
dataset 1, the existing SDR method shows less accuracy
rate as 92.90 which can minimize overall performance in
GNSS spoofing. The developed EOOA-HABMLP model

shows 94.29 higher accuracy rates than the traditional
models. This significant analysis in the developed model
helps to manage large-size data and reduce the maximum
duration of the detection process. In dataset 2, the perfor-
mance validation of implemented EOOA-HABMLP is
maximized by 7% SDR, 7.5% GLRT, 8.3% CNN, and
8.5% ML in terms of precision analysis. The imple-
mented method achieves a high precision rate compared
to traditional methods thus it produces better detection
without any interfaces. It effectively increases the perfor-
mance in the GNNS spoofing detection.

Table 7 Validation of the implemented model %

Dataset Terms SDR[18] GLRT[23] CNNJ[24] MLJ[25] EOOA-HABMLP
Accuracy 92.90115 93.61555 93.78724 94.73192 94.2956
Precision 92.3868 93.16166 93.34225 94.33723 80.52025
Recall 92.90262 93.60228 93.7772 94.738 54 94.28868
Specificity 92.89978 93.62785 93.796 56 94.72578 94.29733
Dataset | FPR 7.100215 6.372155 6.203442 5274223 5.702 665
FNR 7.097379 6.397716 6.222801 5.261464 5.711319
NPV 93.38334 94.04036 94.203 67 95.10098 98.50841
FDR 7.613203 6.838345 6.657753 5.66277 19.47975
Fl1-score 92.64399 93.38145 93.55922 94.53746 86.86224
MCC 85.37863 83.02161 87.55598 84.04513 88.95671
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Continued
Dataset Terms SDR[18] GLRT[23] CNN[24] ML[25] EOOA-HABMLP

Accuracy 93.23377 93.76772 94.53665 94.74269 96.18207

Precision 92.7686 93.29974 94.13642 94.34714 86.26843

Recall 93.20348 93.7828 94.53423 94.75113 96.22707

Specificity 93.26187 93.75373 94.53889 94.73486 96.17082

Dataset 2 FPR 6.738132 6.246269 5.461105 5.265139 3.82918

FNR 6.796 524 6.217203 5.465766 5.24887 3.772932

NPV 93.669 1 94.20609 94.91088 95.11258 99.028 74

FDR 7.231399 6.700263 5.863583 5.652858 13.73157

Fl-score 92.98553 93.54064 94.33491 94.5487 90.976 03

MCC 86.14515 87.95212 83.90602 88.94729 89.87766

6.11 PVT analysis of the developed GNSS spoofing
detection using EOOA-HABMLP

Position, velocity, and time (PVT) analysis of the deve-
loped EOOA-HABMLP method is shown in Fig. 12.
PVT analysis plays a crucial role in GNSS spoofing
detection performance. This analysis is used to provide

valuable insights from the raw observable data. Here, the
results are validated by east, north, and up (ENU) coordi-
nate. Here, the X-axis is validated based on time. In the Y-
axis, velocity, altitude, longitude, and latitude are evalu-
ated in different ranges to show the true latitude and
spoofed latitude.
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Fig. 12 Final PVT result of the developed model
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6.12 Discussion based on experimentation

In Fig. 7, shows the convergence analysis of the deve-
loped model. This analysis helps to maximize the deci-
sion-making performance and faster response in a net-
work system. Also, it can reduce the overall processing
time to provide a better solution to minimize cost func-
tion analysis. Fig. 8 represents the algorithmic examina-
tion of the proposed model. Here, several performance
metrics are used to analyze the algorithmic examination
process. This process helps to reduce the computational
time to detect malicious activities in GNSS. Therefore, it
can easily find the hackers before damaging the network
to provide better security for data. Fig. 9 compares the
performance of the existing and developed method detec-
tion techniques using measures like accuracy, FNR, FDR,
recall, precision, specificity, NPV, Fl-score, and MCC.
From Fig. 9 and the second dataset, the developed EOOA-
HABMLP-based GNSS spoofing detection and mitiga-
tion model accomplished the MCC value of 21.73%
enhanced than the KNN, 13.04% enhanced than the
SVM, 11.9% enhanced than the BL and 8.69% at tanh
activation function. In FNR, the developed model pro-
duces low error rates when compared to existing
approaches. This low error rate helps to improve the
detection performance in the GNSS system and provides
better security in the data transmission process. In
Table 4, several traditional methods and the implemented
model are analyzed using statistical analysis with the help
of best, worst, median, mean, and standard deviation.
This performance helps to handle large-size data and
reduce overfitting issues. Numerical examination among
traditional and developed models is shown in Table 5.
Here, the precision rate is higher in the developed model
to effectively provide security in the network and take
less time for the detection process. This may help to
improve accurate prediction while the GNSS signals are
weak or obstructed. In Table 7, the comparison analysis
of the implemented method and state-of-the-art method
with the help of several measures is validated among two
datasets. Based on this wvalidation, the implemented
method facilitates to handle errors in the system.

7. Conclusions

A hybrid machine learning-based GNSS spoofing detec-
tion and mitigation framework is developed to provide
proper PVT services for civil and military applications. In
addition, it has been used to provide a secure navigation
process. The developed model begins with collecting the
data from the online resources. This data is given to the t-
SNE and PCA for retrieving the features. After that, the
features obtained from the t-SNE and PCA are given to

the HABMLP made up of BL and MLP. This structure
processed with the extracted feature for getting the pre-
dicted outcome. Here, the EOOA is adopted to tune the
parameters in the HABMLP and enhance the perfor-
mance in the GNSS spoofing detection and mitigation
process. The result from the BL and MLP is averaged to
get the final detected outcome. The developed model
used a very small number of hardware requirements for
detecting the GNSS spoofing. The detected GNSS spoof-
ing is also mitigated by the same HABMLP. The deve-
loped model is applicable in navigation, traffic control,
and airborne traffic control systems for providing PVT
services. The probability distribution of the Bayes learn-
ing method sometimes affects the accuracy of the detec-
tion, which has solved in upcoming work with the sup-
port of advanced machine learning techniques. In future
work, the implementation of real-time data will be needed
to show better performance enhancement in GNSS spoof-
ing detection and mitigation framework. Complex multi-
path conditions will be needed for developing different
spoofing cases in detection performance. Further, likeli-
hood ratio test (LRT)-based framework will be focused
on future work for detecting live spoof in satellites. Addi-
tionally, the implementation of 3D mapping technique in
urban environment will be required for rapidly detecting
the advanced spoofing in GNSS system.
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