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Abstract: To mitigate the risks of device impersonation and information eavesdropping faced by urban rail transit safety equipment
in open network environments, this paper proposes a system scheme for lightweight Public Key Infrastructure (PKI) based on
domestic cryptographic algorithm (SM algorithm), which takes into account the certificate issuance scheme for administrative
management needs. First, based on the characteristics of urban rail transit, a hierarchical X.509 certificate system signed with
the SM2 algorithm was designed. Then, leveraging the public key information embedded in the certificates, a three-way handshake
protocol was proposed to achieve session key negotiation in a fully open network environment. Finally, communication procedures
for intra-domain and inter-domain device handshakes were constructed, and their performance (efficiency) was analyzed. The
results show that the proposed system still ensures point-to-point encrypted communication between devices even if all inter-device
communication data are fully exposed. The device-to-device key negotiation takes approximately 214.5 ms under average
conditions and about 2557.5 ms in the worst case; both values are far below the duration of the communication overlap zone
when a train transitions between regional control centers, thereby ensuring acceptable efficiency.
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