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Advanced Persistent Threat (APT) Detection Technology for
Typical Application Scenarios in Urban Rail Transit
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(CRRC Changchun Rail Transit Co., Ltd., Changchun 130062)

Abstract: To address the challenge of effectively managing APT in urban rail transit scenarios, this paper proposes a method

that combines attack source graphs with deep traffic learning. This integrated approach merges attack reconstruction with traffic
monitoring to facilitate identifying and detecting APT attacks. Experimental results demonstrate that this model can effectively
trace the sources of APT attacks. Compared to traditional APT attack detection models based on sandboxes or abnormal

characteristics, this combined model significantly improves detection accuracy, precision, recall rate, and other performance

indicators.
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Figure 1 APT Detection Platform
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Figure 2 Construction of APT attack source tracing graph model
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Figure 3 APT detection technology framework based
on deep traffic learning
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Figure 4 APT detection framework based on hybrid deep learning
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Figure 5 Performance comparison chart of different
models and CNN_LSTM
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Table 3 Comparison of model performance at each

stage of the APT attack

EF AR EHE % WFE% BEIE/% FliFs
CNN_LSTM 98 98 99 0.98
- MLP 98 98 99 0.98
LSTM 98 98 99 0.98
FE AL AR AR 97 98 99 0.98
CNN_LSTM 98 97 99 0.98
P MLP 98 94 94 0.94
LSTM 98 96 95 0.95
FE AL AR AR 98 97 92 0.94
CNN_LSTM 98 99 99 0.99
5 MLP 97 98 98 0.98
ZEE LSTM 98 99 99 0.99
FE AL AR AR 97 99 98 0.98
CNN_LSTM 88 81 83 0.82
P MLP 73 80 68 0.74
Bik LSTM 82 71 78 0.74
FE AL AR AR 90 79 66 0.72
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