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Abstract—DC microgrid cluster (DCMGC) is a dynamic net-
work formed by connecting a group of geographically neighboring
DC microgrids (DCMGs) through tie-lines. Each DCMG collabo-
rates with other DCMGs to achieve maximum economic benefits
through flexible power flow management within the DCMG and
at the system level. Therefore, DCMGCs require communication,
computing, and control to manage the power flow. As a result, the
DCMGC:s are naturally represented as cyber-physical systems
(CPSs). However, DCMGC:s are of high penetration of distributed
energy resources, which creates significant randomness at both re-
source and load sides. Consequently, these systems will experience
large disturbances leading to serious stability problems like high
oscillations or even collapse. In this paper, Takagi-Sugeno (T-S)
modeling is utilized to reduce the large signal Lyapunov stability
of DCMGs to a series of linear matrix inequalities (LMIs). The
impact of key circuit parameters, control parameters, commu-
nication delay, and cyber-attacks on the large signal stability of
DCMGC s is revealed, and the region of attraction (ROA) of the
network is estimated as well. Finally, the large signal stability anal-
ysis is verified by experimental results. The findings of this work
will be instrumental in developing more effective control strategies
to enhance the stability and reliability of DCMGCs.

Index Terms—Cyber-physical system, DC microgrid cluster,
large signal stability, Takagi-Sugeno (T-S) modeling.

I. INTRODUCTION

VER the last few decades, microgrids have been

proven to be an effective means of utilizing distributed
energy resources (DERs). While AC microgrids (ACMGs)
were proposed two decades ago, DC microgrids (DCMGs)
were intensively researched in recent years. DCMGs have
more appealing features, such as a simpler structure, higher
efficiency, and lower cost, and are becoming the top priority in
implementing DER-based power generation systems with more
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sources and loads of DC nature locally [1], [2]. Following the
success of DCMGs, it is natural to consider interconnecting
multiple geographically neighboring DCMGs as a networked
microgrid (NMG) or a cluster. Such interconnected topologies
of DCMGs can increase resilience, reliability, and economic
benefits to a new level. However, the advent of DCMG clusters
(DCMGCs) presents many unprecedented challenges due to
their more complex network structures.

The management of complex DCMGCs involves a hierar-
chical control system consisting of three levels: primary,
secondary, and tertiary [3]. Multiple control objectives can be
assigned to each level to facilitate the decoupled design of the
systems in a simplified manner. At the bottom level [4]-[7],
the primary and secondary controls focus on current sharing
and voltage restoration within each DCMG, while the tertiary
control at the top manages power flow among interconnected
DCMGs in the DCMGC [8]-[11]. Effective management
of power flow necessitates communication, computing, and
control, rendering DCMGCs typical cyber-physical systems
(CPSs). Additionally, DCMGCs have a high penetration of
DERS, resulting in significant randomness on both the resource
and load sides. Furthermore, the emergence of controlled
electronic loads with constant power load (CPL) characteristics
poses a significant threat to system stability. Consequently,
these systems will experience large disturbances leading to
serious stability problems, such as high oscillations or even
collapse.

In principle, the stabilities of DCMGCs can be classified as
either small signal or large signal depending on the magnitude
of disturbances. Small signal stability allows for the use of
linear systems tools, such as the Roth-Hurwitz criterion, root
locus, and Nyquist criterion, which are based on linearized
models around equilibrium points of nonlinear dynamic
systems. On the other hand, large signal stability preserves the
nonlinear characteristics of the systems, and requires the use of
advanced tools, such as Takagi-Sugeno (T-S) modeling [12],
Lyapunov functions, mixed potential functions [13], and the
reverse trajectory principle [14]. Currently, there is a wealth of
research on stabilities of both small and large signal at the single
DCMG scale, with a greater emphasis on small signal stability.

The pioneering analysis on large signal stability of a
distributed power system with CPL was carried out in [15]
where the mixed potential function is used as the stability
criterion of Lyapunov function stability analysis. Recently,
the large signal stability caused by CPL has also been
widely studied in DCMG [16]. Based on the mixed potential
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criterion, the influence of CPL and energy storage system is
considered, and the relationship between system parameters
and stability is quantitatively analyzed [17]. The large signal
stability sufficient criterion of DCMG with distributed control
is proposed by mixed potential theory in [18]. In [19], the
conservatism of the mixed potential theory in large signal
stability criterion of the DCMG is improved by optimizing
the modeling of CPL converter, but the stable operation
parameters analysis of the DCMG are absent. In [20], the local
stability of each equilibrium point is discussed in the large
signal global stability analysis of the system, and the ROA
of the microgrid system is estimated to investigate the local
stability of each equilibrium point. Some key points of mixed
potential theory are emphasized and the large signal stability
analysis of DC distribution network with CPL is analyzed.
Besides, the stability of each equilibrium is analyzed, and all
the low-voltage equilibrium is proved to be unstable and the
analytical stability condition for the high-voltage equilibrium is
provided [21]. The equivalent model of droop control DCMG
is established from the system level to solve the problem of
large signal stability analysis of DCMG [22]-[27]. In [28],
the large signal stability theory of system with shunt active
damper is derived. However, the system only carries out a
simple study on one CPL, and it is necessary to analyze a more
complex system. The stability of large-signal disturbances in
DCMG with multiple CPLs is studied, by using the T-S fuzzy
model [29]. In [30], a novel decentralized composite controller
is proposed to serve as a large signal stabilizer for a DCMG
system, escalating the MG flexibility and reliability to a large
measure. All these works promote the advances of large signal
stability of single DCMG in stand-alone.

However, research on stability at the DCMGC scale is still
relatively scarce, particularly in the context of large signal
stability [31], [32]. The large signal stability of DCMGCs
with ZIP load was firstly explored in [32] where the T-S fuzzy
multi-modeling approach is utilized to reduce the large signal
Lyapunov stability of the systems to a series of linear matrix
inequalities (LMIs). Nevertheless, only the main circuit are
considered as the case of study, and the impact of control and
communication on the large signal stability of the DCMGC:s is
absent.

Indeed, the existing studies have verified the key playing
roles of control and communications in influencing the stability
of CPSs, especially in MG systems. The most influencing
factors that have been identified are the communication delay
and cyber-attacks. In [33], the time-delay in hierarchical control
of DCMGs in stand-alone is considered, and the stability of the
hybrid energy storage system for maintaining the upper bound
of maximum delay is determined. A method of establishing
MG small signal model with the secondary voltage control
is proposed, and then the influence of communication delay
on system stability is analyzed [34], [35]. The multi-delay
small-signal stability analysis of DCMGCs with distributed
hierarchical control architecture is studied in [36]. On the
other hand, various cyber-attacks such as malicious cyber-
attacks like false data injection attack (FDIA), denial of service
(DoS) attack, spoofing attack, replay attack, have also been

paid intensive attention since they will jeopardize the stable
operation of MGs. In [37], the influence of intermittent denial
of service (IDoS) attack on the security of cyber-physical MGs
is studied, and the stability of cyber-physical microgrid under
IDoS attack is analyzed. In [38], the stability analysis of a class
of CPS under DoS attack is studied, and by transforming the
stability analysis of the system under DoS into the stability
analysis of the auxiliary system, the online stability monitoring
strategy is developed. A novel adaptive stabilization method is
presented to eliminate the instability of DCMG system caused
by stealthy cyber-attacks [39]. An cyber-resilient distributed
controller design with guaranteed stability is proposed for
cooperative DCMGs [40]. In short, the communication
network has an important influence on the stability of DCMGs
and DCMGCs. Most important of all, the impact of control and
communication on the large signal stability of the DCMGCs
remains an open topic for research.

Hence, the absence of impact of control and communication
on large signal stability of DCMGCs motivates the work and
necessitates the perspective of CPS into this problem. The
main contributions are twofold:

(1) The large signal stability of the distributed hierarchical
control of DCMGCs is investigated from the perspective of a
typical CPS, and the adopted T-S modeling approach facilitates
the computation of the Lyapunov functions that guarantee the
sufficient conditions of large signal stability of the systems.

(2) In addition to the main circuit parameters, the influences
of the hierarchical controller parameters, the communication
delay, and the cyber-attacks (FDIAs) on the large signal
stability of DCMGCs are revealed in terms of the predicted
stability region, viz., the region of attraction (ROA), and the
key findings can be utilized for large signal stabilization of
DCMGCs.

The rest of the paper is organized as follows: Section
II performs large signal modeling of the DCMGCs with
distributed hierarchical control. Section III derives the large
signal stability criteria that consider communication delay
and cyber-attack. Section IV presents the large signal stability
analysis of the DCMGC, and the evolution of the ROA with
the influencing factors, i.e., main circuit, hierarchical controller
parameters, time-delay, and FDIAs, are all revealed. Section V
validates the analysis by experimental results. Conclusions of
the work are finally drawn in Section V1.

II. REDUCED LARGE S1GNAL MODELING OF THE DCMGC

The DCMGC as a CPS is shown in Fig. 1 where not only the
physical layer (power stage) is illustrated but the communication
network and the control block diagram are given as well. In
the physical layer, the DCMGC consists of # DCMGs that are
interconnected through tie-lines. Each DCMG is composed of
three basic components, i.e., energy storage system, renewable
energy resource, and load, and here the battery energy storage
systems (BESS), the photovoltaic (PV) system, and the CPL
are highlighted for example.

In the cyber layer, the communication graph is described, and
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Fig. 1. The DCMGC as a cyber-physical system (CPS).



S. Liu et al.: ACYBER-PHYSICAL SYSTEM PERSPECTIVE ON LARGE SIGNAL STABILITY OF DC MICROGRID CLUSTERS 115

' . . ﬁ
P i, Tie-line s
a ’ /\/V\/fYY\_o
S o
: E P iﬂok ' bus ,
L = ]
1" Liet, ov 'i:)g 4___\1521{-: l Q
== 164 Vv
Cﬁok s 8 ¢ ——— l-(ﬁu)o bus s
T e--- ;6D
— ok

Sas e,
k=1

Voavg (k41
RI y;
vﬂavgik b [V ave (k+1) Y avgik}

Droop control Primary control

()

Fig. 2. Modeling of single DCMG. (a) Reduced large signal model of the
DCMG p. (b) Block diagram of the distributed hierarchical control with
communications.

the global communication of the DCMGC for the information
exchange between MGs and the local communication of each
DCMG for that between converter agents are depicted for
distributed tertiary control and secondary control respectively.
The communication between the global and the local graph
is achieved via the pinning link. In addition, the control block
diagram of the hierarchical control is illustrated where the
primary, the secondary, and the tertiary control are all given.

To facilitate large signal stability analysis of the complex
DCMGC as the CPS, it is necessary to reduce the model
of every single DCMG, and thus render the derived model
manageable. Fortunately, hierarchical control provides an
effective way to accomplish the model reduction of the
DCMGTC since the dynamics in the different control levels can
be arguably separated by the time-scales.

With the hierarchical control of the DCMGC in Fig. 1, every
single DCMG can be approximated by the reduced-order
model in large-signal sense [22], [32], [41], and more detailed
control block diagram are shown in Fig. 2.

In the dual-loop control of the grid-forming (BESS)

converter, the inductor branch is represented by the controlled-
current source due to very fast response of the inner current
loop that the primary (droop) is readily incorporated by the
virtual resistance. Specifically, the primary control including
the outer voltage loop and the droop is described as

5v:5v§ B +5v§1

T g B B

L et _va (Voret +ov—ij R k)-i- (1a)
Kf,k J.(Vfcf + §v_i£fRﬂdk _ng)d’

Similarly, the secondary control is written as

s s s s
V= j >b [vavgf(km - }dt +vh(t-1,)

(1b)
5‘}5,/‘ = Kﬁlik (I/(fef va ) il k J( oref an k )dt
and the tertiary control is given by
Sy = K2 | R+ L =Bl )|
(Ic)

lHIJ.ZLl(H-f)lﬂM iz (- z’)}dt

p=1 =1

where 6/ 1« and /'y are the regulation terms due to secondary
and tertiary control of DCMG f, respectively; V. Ry 7o
V', are reference voltage, droop coefficients , output current
and output voltage of converter k in DCMG f respectively;
Ky oKy K’GpII o Ky 1» K’y and K%y are primary control
proportional gain, primary control integral gain, secondary
control proportional gain, secondary control integral gain,
tertiary control proportional gain and tertiary control integral
gain, respectively; \/}avgi(m) and /' e « denote average output
voltages of the adjacent converters to converter £ in DCMG
[ by the consensus algorithm, respectively; f., 7, and 7, are
the FDIA coefficient, voltage acquisition delay and tertiary
communication delay, respectively.

To analyze the influence of hierarchical control on the
DCMGQC, a set of new state variables are introduced by setting
the integral term of the control loop that can be described as

111 IZ{ (1+f)l(ﬂ+a) zl (t- TT)}dt

Wy = [ 20Vl =V, |t 2)
a)szj(V’B -’ )dt

oref avg k

o, ”Vﬂ +6v—

ﬁRﬂ

oref o Ve (=1, )}df
where o, wﬂlu,, a)ﬁu and wﬂavgik are the tertiary control
state variable, secondary control state variable of converter &,
primary control state variable, dynamic consensus algorithm
state variable of converter k£ of DCMG p, respectively.

Given the large signal model of single DCMG in Fig. 2, and
meanwhile to incorporate the tie-lines with interconnection of
n MGs in the DCMGC, the overall large signal model of the
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where ", and """, represent the output current of BESS

of the adjacent converters k in DCMG p, respectively; .,
' @y Picp, 17 and L'} are output capacitance, line
inductance, line resistance of converter k, bus capacitance,
equivalent CPL, tie-line resistance and tie-line inductance of
DCMG p, respectively; v/, and ; are bus voltage and tie-line
current of DCMG p, respectively.

The model in (3) presents two significant features: 1) The
comprehensive model is with multiple nonlinearities, e.g.,
CPL, time-delay, etc., which necessitates nonlinear systems
tools to analyze the large signal behavior of the DCMGC;
2) The model is of higher-order system, and the order will
be 7xn or 7xn-1, where n denotes the number of MGs.
For example, (3) can be over 20th order with three MGs
interconnected.

In the next section, the characteristics of the nonlinearity and
high-order of the large signal model of the DCMGC will be
tackled by the T-S fuzzy modeling approach, which facilitates

the derivation of the large signal stability criteria.

III. LARGE SIGNAL STABILITY CRITERIA OF THE DCMGC

A. T-S Fuzzy Modeling of the DCMGC

For convenience, the model in (3) can be rewritten as the
compact form of

x(1) = fx(1),u(r)] “
1 1 1 1 .1 1 7 n n
where X(0) = [0 11, @14 @ 1 4oV oto oo Vs 5 O @'t i @1 g
n on n .1 .n T _ 1
Viooks L ooksVobuss L1s +oes 1 T] H and u(t) - [05 Vloref» (&) avg k> Os 0, 0,
s 0,V ey @01 0,0, 0,0, ...,0]", and u()ER™" stand for
the input vector, respectively.

T-S fuzzy modeling approach represents the original
nonlinear system in (4) by convex combination of a set of
linear subsystem models, which is stated as follows.

Rule R If z, is F\', ..., and z, is F", the subsystem can be
described as

X(t) = A - x(t) + B, -u(t) &)

where z,,..., z, are functions of state variables; F,* denotes a
fuzzy set of z, or so-called membership function and r is the
number of fuzzy rules, respectively; 4,€ R B, € R™™"
stand for system matrix the kth fuzzy subsystem, respectively.
By single point fuzzification, multiplicative reasoning and
weighted average defuzzification, the T-S fuzzy model is

expressed as
xm:im@»@@xm+@am} )

_o(a) o
erc:lwk(zu) qleu ( u)-

Thus, the &th membership function /,(z,) satisfies

where/, (z,) = , and @ (z,)=

0<h(z)<l> 3 h(z)=1 )

As a result, the T-S fuzzy model of the DCMGC with
inclusion of the communication delay and the cyber-attacks
(FDIAS) can be given by

50 =S I (2,) [ (F + 4) x(0)+ Ay - x(t—1)+ B, -u(0)] (8)

where 7 including 7, and z; that stands for acquisition delay
and tertiary communication delay, respectively, and F} and 4,4
denote the FDIA matrix and the delay matrix, respectively.

B. Large Signal Stability Criteria

The Lyapunov direct method will be introduced to study the
large signal stability of the T-S fuzzy mode [42], by which the
Lyapunov function is defined as

V(x,t) = x(t)" Px(¢t) ©)
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where PE R"", and is a symmetric positive definite matrix.
The large signal stability of the system is sufficiently
guaranteed if there exist a P satisfying

A'P+P4 <0 (10)

Now, the stability criteria with time-delay and the cyber-
attacks will be derived respectively from the mentioned
Lyapunov direct method for the T-S fuzzy model of the
DCMGC.

C. Stability Criterion With Time-Delay and Cyber-Attacks

(FDIAs)

General stability criterion for the time-delay and the FDIAs,
the T-S model in (8) will be reduced to

ﬂn:iﬁAa)K4+ﬂ)ﬂo+4mxa—n+@.mn}an

Given the model in (13), large signal Lyapunov stability of
the DCMGC will be determined by a series of LMIs that are
expressed as

P! :P>OaQ1T =0 >0,Q2T =0,>0,

(L) zPA4,, ©PA,, (12)
* _Ql 0 <0
* 0 _Qz

where (1,1) =P [(F + 4) + Ay] + [(F + 4) + 4,)]' P+ 7 (0,
+ 0,), and “*” represents transpose of the upper diagonal
terms, respectively. Detailed derivation of (12) is given in the
Appendix.

In the calculation of ROA, based on the T-S fuzzy modeling
is used to linearize the nonlinear elements (e.g., CPL) in the
DCMGTC system to form a linear fuzzy set and the maximum
and minimum deviation of the local linear subsystem is solved
by the fuzzy rules from each linear subsystem, from which
the LMIs can be obtained and solved. The existence of the
positive definite matrix P guarantees asymptotical stability of
the DCMGC in large signal notion with the time-delay and the
cyber-attacks, and the stability region, i.c., the corresponding
voltage and current values are substituted into the constructed
Lyapunov function and ROA as well.

2
2n+i,2n+i)x2n+i

4 (x) = B(i.i)xiz + [P

i i(i,2n+i

ROA, ={x:¥,(x) <V, (x)}

)+ B )J XXy, +Fy

2n+i,i

Vimin(x)—V,.mm(O,.,.,O,x,,O,...,0,0,..,,0,0,...,O,
i-1 n—i 4n

(13)

i-1 n—i n

x(zm)mm,O,...,0,0,...,OJ

where, x, = —P, i) x(2n+[)min/ P i,y isn

IV. LARGE SIGNAL STABILITY ANALYSIS WITH NUMERICAL
REsuLTs
To check impact of the different component and parameters

of on large signal stability, this section performs numerical
results analysis of the ROA of the specific DCMGC that

TABLE I

PARAMETERS OF THE DCMGC MODEL

117

Components Parameters Value
Vs (B=1,2,3) 48V
Cho (B=123;k=12) 1000 uF
. P (B=123;k=12) 0.05Q
Single DCMG ¢ N ’
el L(B=123,k=12) 200 uH
Chous (B=1,2,3) 2000 pF
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b —
- Pr(B=123) 1Q
Tie-1
fe-nes L (f=12.3) 500 uH
Ko (b=1,2,3) 0.5
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Hierarchical control Ko (B=123,k=12) 10
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Fig. 3. Evolution of the ROA with changes of the circuit parameters. (a) Line
inductance within DCMG. (b) Droop coefficient. (c) Bus capacitance. (d) CPL.

(e) Resistance of the tie-lines.

(f) Inductance of the tie-lines.

consists of three MGs as the topology in Figs. 1 and 2, and the
main parameters are listed in Table 1.

The evolution of the ROAs with varying parameters of the
main circuit, hierarchical controller, communication delay and
the FDIA for the DCMGC will be shown.

A. Influence of the Main Circuit Parameters

Fig. 3 shows the evolution of ROA of DCMGC g with
variation of six parameters in the main circuit, viz., line
inductance within DCMG, droop coefficient, bus capacitance,
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Fig. 4. Evolution of the ROA with different hierarchical control loop
parameters. (a) Proportional gain of the tertiary controller. (b) Integral gain
of the tertiary controller. (c) Proportional gain of the secondary controller. (d)
Integral gain of the secondary controller.

CPL, the resistance of the tie-lines, and the inductance of the
tie-lines, respectively. Specifically, the increase of the bus
capacitance, droop coefficient and the resistance of the tie-
line in the each DCMG will obviously enlarge the ROA, but
the increase of the CPL and the equivalent line inductance will
have a negative impact on the ROA. Moreover, the inductance
of the tie-line has little effect on the ROA.

B. Influence of the Hierarchical Control

Fig. 4 depicts the ROA evolution of the system with different
hierarchical control loop parameters. On both the tertiary and
the secondary levels, the influence of the proportional gains
(KﬁpHI and Kﬁp“fk) in the two PI controllers is comparatively
more significant than that of the integral gains. The smaller
Kﬂpm or KﬂpILk the larger the ROA of the system, which means
the better of the system stability. On the other hand, the
changes of integral gains, i.e., KﬂiILk and K’ have little effect
on the ROA of the DCMGC. The minor conclusion here is that
the large signal stability of the DCMGC is primarily dependent
on the proportional gains of the hierarchical controllers, in
terms of the ROA.

C. Influence of the Time-Delays

Here, the time-delays over both the voltage acquisition in
local MGs and the tertiary communications in the DCMGC are
considered. As shown in Fig. 5(a) and (b), it is obvious that the
time-delay in the voltage acquisition in local MGs has more
significant impact than the tertiary communication delay on
the ROA, and in both cases, larger time-delays will produce
smaller ROAs.

To further check the influence of the time-delays on the large
signal stability of the DCMGC, Fig. 5(c) and (d) shows the
evolution of the ROA with CPL given the specific time-delay of
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Fig. 5. Evolution of the ROA with time-delays. (a) Voltage acquisition delay.
(b) Tertiary communication delay. (c) CPL with the voltage acquisition delay
of 7, = 100 ms. (d) CPL with the tertiary communication delay of z; = 150 ms.
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Fig. 6. Evolution of ROA with the FDIAs. (a) Positive coefficient. (b)
Negative coefficient. (c) CPL under positive coefficient f, = 0.5. (d) CPL under
negative coefficient f, =—0.5.

100 ms over the voltage acquisition in local MG and of 150 ms
over the tertiary communications, respectively. Recall the ROA
with varying CPL in Fig. 3(d) where the time-delays are not
considered, the results here illustrate that the ROA shrinks with
the time-delays.

D. Influence of the FDIAs

The evolution of the ROA of the DCMGC with the FDIAs
is shown in Fig. 6, where the FDIAs with positive and with
negative coefficient are given in Fig. 6(a) and (b), respectively.
For comparison, the DCMGC is not attacked with f, = 0,
and the ROA of the system becomes small with negative f,,
indicating that the system stability becomes worse, while the
ROA of the system becomes larger with positive f,, indicating
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Fig. 8. Evolution of the ROA with changes of the structure of the system.

the improvement of the system stability.

The varying trend of the ROA with changing CPL for the
FDIAs with positive and negative coefficient are also shown
in Fig. 6(c) and (d), respectively, which also demonstrates the
difference between opposite signs of the attack coefficient.

E. Combined Influence of the FDIAs and Time-Delays

Fig. 7 shows the evolution of ROA of the FDIAs and time-
delay simultaneously. For comparison, the DCMGC under
different attack coefficient but without time-delays is given in
Fig. 7(a), while with both FDIAs and tertiary communication
time-delays in Fig. 7(b), respectively. Specifically, the tertiary
communication time-delay is given as 7, = 150 ms. It is obvious
that the tertiary communication delay has a worsening impact
on the ROA of DCMGC subject to the FDIAs.

F Influence of the Change of System Structure

For the transient that the transition from islanded to
interconnected mode, the corresponding order of the overall
equivalent model will be changed, and the matrices or the sub-
matrices involved for the large signal stability will be updated
as well. The influence of the transition of islanded mode to
interconnected mode on the ROA of the system is illustrated
in Fig. 8 where the ROA is reduced with that transition and is
reduced further with three DCMGs are interconnected, which
means that the more DCMGs are interconnected, the more
reduced damping of the system, and therefore the weaker the
system stability.

G. Comparison Between Actual ROA and Estimated ROA

Conservatism is an inherent problem with existing methods

for large signal stability analysis of DCMG systems, and it
may vary from case to case. The comparison between the
actual ROA and the estimated ROA for the DCMGC is shown
in Fig. 6 where the estimated ROA is slightly smaller than the
actual ROA, which means that the estimated result is arguably
acceptable in this case.

H. Comparison Between the T-S Fuzzy Modeling and the
Sums-of-Squares (SOS)

The comparison between the T-S fuzzy modeling and
the sums-of-squares (SOS) for the large signal stability
of the DCMGC is shown in Fig. 4, where the T-S method
outperforms the SOS in terms of the estimated stability region
(ROA). Therefore, the conservatism of T-S method is lower
than that of the SOS in this case.

In addition, we have also noticed that some existing works,
e.g., the results in [43] claim that the SOS is better than T-S
for the PLL stability in VSCs, which may be true for the lower
order models of the VSCs, but not be case for higher order
complex systems like DCMGCs, and even the solvability of
the SOS in higher order system models remains unclear. The
benchmark testing systems for comparisons among the existing
large signal stability methods opens research topics in future
studies.

V. EXPERIMENTAL RESULTS

To verify the large signal stability analysis with numerical
results for the DCMGC, the hardware-in-the-loop experimental
results are provided. In the set-up, every MG in the experiments
is composed of two parallel DC-DC buck converters, and
therefore there are six buck converters of three MGs in the
DCMGC. The equivalent parameters are consistent with the
numerical analysis above. The experimental verification will
be going through multiple testing scenarios, including response
to tertiary control, transition of DCMGs from stand-alone to
interconnected operation, time-delays, and FDIAs.

To verify the conservatism of the estimated ROA, three
testing points are picked, viz., point A, B, and C in Fig. 9, from
which point A and B are well within both ROAs, whereas point
C is on the verge of the actual ROA but out of the estimated
ROA. Through the stability criterion, the sufficient condition
for the large signal stability of the system is P < 1.1566 kW.

Fig. 10 shows the comparison between the T-S fuzzy
modeling and the SOS in terms of ROA.

Fig. 11 shows the transient response to the tertiary control
from disabled to enabled state for the DCMGC. The DCMGC
was initially operating without tertiary control, and the output
power of the three MGs are 1.2, 1.3, and 1.4 kW, respectively.
The tertiary control is then enabled after 25 s, and the global
power sharing among the three MG is achieved through the
power flow over the tie-lines.

Fig. 12 shows experimental results of the MGs from the
stand-alone to the interconnected DCMGC. The two DCMGs
were initially operating independently, and they behave stably
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Fig. 11. Experimental results of the response to the tertiary control of the
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DCMG in the network.

in this mode. However, the system experiences the oscillation
that means unstable operation in the interconnection after 10 s
of the stand-alone operation. This result agrees well with the
previous analysis that interconnection reduces the damping of
the DCMGs and contributes to the instability of the system.
Fig. 13 shows experimental results with the load step
changes, where in Fig. 13(a), the DCMGC retains large signal
stability subject to the load step transient from point A to B,
ie, Pl = Plop = Prep = LOKW to Plop = Py = Pley

D 0.0 Vol [ 0.0 Cawd' |0 100 Aawd®
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Fig. 12. Experimental results of the transition of MGs from stand-alone to the
interconnected DCMGC.
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Fig. 13. Experimental results of the conservatism analysis based on T-S fuzzy
modeling. (a) P’cp = 1.0 kW to Pl = 1.15 kW. (b) Pl = 1.15 kW to Pl
=13kW.

= 1.15 kW, and the load transient from point B to C in Fig.
13(b), P'cp = Pepr = Pep. = LIS kW t0 Py = P = Py
= 1.3 kW, respectively. Obviously, the DCMGC undergoes
stable response in Fig. 13(a) and witnesses high oscillation
in Fig. 13(b), respectively, which corroborates the acceptable
conservatism of the estimated ROA by the T-S modeling
method.

Fig. 14 shows experimental results with the tertiary control.
In Fig. 14 (a), the DCMGC retains large signal stability subject
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Fig. 16. Experimental results with the communication time-delay. (a) Bus
voltage, output current and tie-line current without time-delay and (b) with
time-delay.

to the load step transient, i.e., P'cp = Pepp = Pep. = 1.0 kW
to P' o= P'ep. = 1.3 kW and P’ = 1.4 kW, respectively. By
comparison in Fig. 14 (b), the DCMGC witness oscillation
although subject to the same load transient as in Fig 14 (a), but
the tertiary control gain has been increased from 0.5 to 2.5.
Thus, the large signal stability is deteriorated by the higher
proportional gain of the tertiary controller.

Fig. 15 shows the experimental results with the secondary
control. In Fig. 15 (a), the DCMGC retains large signal stability
subject to the load step transient, i.e., P' ey, = Prep = Pep. = 1.0
KW to P' oy = P = Plep. = 1.5 kKW, respectively. However, in
Fig. 15 (b) with increased secondary control gain from 4 to 40,
the DCMGC witness oscillation although subject to the same
load transient as in Fig. 15(a). Thus, the large signal stability is
deteriorated by the higher proportional gain of the secondary
controller.

Fig. 16 shows experimental results with the communication
time-delay. For comparison, the response to the same load
transient without the time-delay is given in Fig. 16(a), and
that with the time-delay in Fig. 16(b), respectively. One can
observe that the DCMGC is operating stably to the transient of
increasing the CPL from 1.0 kW to 1.25 kW without the time-
delay, but finally experiences oscillation after adding the time-
delay of 30 ms, although with the same CPL transient.

The validation of the influence of the FDIAs on the large
signal stability of the DCMGC will be shown in terms of the
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Fig. 17. Experimental results with the FDIA of positive coefficient. (a) Bus
voltage, output current and tie-line current without the attack and (b) with the
attack.

positive and negative attack coefficient in Figs. 17 and 18,
respectively.

Fig. 17 describes experimental results with the FDIA of the
positive coefficient, i.e., £, = 0.5. In Fig. 17(a), the DCMGC
is pushed into oscillation subject to the load step transient,
ie, Pl =P =1.0kW to P'p, = 1.5 kW and Py, = 1.7
kW, respectively. By comparison in Fig. 17(b), the DCMGC
remains stable with the FDIA although subject to the same load
transient as just before. The improvement of the large signal
stability by the FDIA with the positive coefficient agrees well
with the numerical results in Section IV.

Again, Fig. 18 shows experimental results with the FDIA
of the negative coefficient, i.e., f, = —0.5. In Fig. 18(a), the
DCMGC retains large signal stability subject to the load step
transient, i.e., P'cp, = Pep. = 1.0 kW to P'py = 1.4 kW and
P = 1.7 kW, respectively. By comparison in Fig. 18 (b), the
DCMGC witness oscillation although subject to the same load
transient as in Fig 18(a). Therefore, the deterioration of the
large signal stability by the FDIA with the negative coefficient
is in line with the numerical results in Section IV as well.

V1. CONCLUSIONS

This work investigates the large signal stability of DCMGCs
for the first time from the perspective of CPS. Based on the
T-S fuzzy modeling approach, the ROA of the system under
various conditions, e.g., the main circuit parameters, the
hierarchical control, the time-delays, and the cyber-attacks,
has been estimated, which is corroborated by the experimental
results. Conclusions of the work can be drawn as follows:

(1) It has been found that not only the main circuit parameters
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Fig. 18. Experimental results with the FDIA of negative coefficient. (a) Bus
voltage, output current and tie-line current without the attack and (b) With the
attack.

have significant impact on the large signal stability, but
also the hierarchical control and the communications play
significant roles in affecting the stability of the DCMGC.

(2) In the hierarchical control, the proportional gains of the
tertiary and the secondary control has a more significant
impact than the integral gains on the large signal stability,
and the droop coefficient in the primary control also has
a significant impact on the large signal stability of the
system.

(3) The time-delays in the voltage acquisition and over the
tertiary communications reduce the large signal stability,
and the ROA with the time-delay in the former case is
larger than that in the latter.

(4) The cyber-attacks (FDIAs) impact differently in terms
of the attack coefficient on the large signal stability, and
specifically the FDIAs with positive coefficient increase
the ROA whereas the FDIAs with negative coefficient
decrease the ROA.

APPENDIX
DERIVATION OF THE STABILITY CRITERION IN (12)

With the time-delayed and the FDIAs T-S fuzzy model in
(11), its subsystem model is given by

%(6) = (F + A)x(1) + A, x(1 — 1) (14)

where x(z-7) satisfying the Newton-Leibniz equation that is
expressed as

tt_r x(s)ds = x(¢) —x(t —7) (15)
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Thus, (14) can be transformed as
X(t) = [(F + A) + A,1x(0) = A, [ [(F+A)x(s)+ 4, x(s—7)lds (16)

By Lyapunov stability theory, the Lyapunov-Krasovskii
functional in this case can be written as

V() =x(0)" Px()+]" [/, ,x(s)" O x(s)dsd6 +

[5. 00 %(5)" Qo x(s)dsd6, P = P'> 0 (17)

where O, =0,">0and 0, = Q," > 0, respectively.
Finding the derivative of (17) yields

V(6) = x(0) {[(F + A)+ Ag]" P+ P{(F + A)+ 44]+7(Q, + 05} x(¢) -
2!, x(6)" PAy Ax(s)ds — 2] x(t)" PAgAgx(s —7)ds —

[l x(9)" O x(s)ds—[!  x(s—7)" O, x(s—7)ds (18)
To simplify (18), the bounding inequality is given by
W+ PN < Wy 93y, W =" >0 (19)

where y, and y, can be matrices or vectors, and W is a
symmetric positive definite matrix of appropriate dimensions,
respectively.

Now, (18) can be rewritten as

V(t)=x(t) {[(F + A)+ 41" P+ P[(F + A) + 4,1 + 7(Q, + O,)}x () +
[1 ()" PAX] A Px(t)ds + [ x(s)" A" X, Ax(s)ds —
[l x() Ox(s)ds— [/ x(s—7)" Ay X, Agx(s —7)ds +
I, x(t)" PA, X5 A} Px(t)ds + I x(s— )T 0y x(s—17)ds (20)

Let O, = A'X,4 and Q, = 4,'X,4,, and combing with (19),
thus (20) can be reduced to

V()<x(t) [[(F+ A)+ 4,]" P+ P[(F + A) + A4,] + (0, + Oy} x(1) +

T(PA, X|'A{ P)+7(PA, X;' A} P) 1)
Using Schur-complement, one can write (21) as
(1,1) P4y tP4,
ViH)y<sx@®)"| * -X, 0 |x() (22)
0 -X,

where (1,1) =P [(F + 4)) + Ay JH(F + 4) + 44]' P+ 7 (0, +
Q).

To guarantee the asymptotic stability of the system (14) or
equivalently (16), it is required that }{(f) < 0, which means the
following LMI is satisfied as

(1,1) P4, tPA,
0 0 |<0 (23)
* o -0

With this, the derivation is completed.
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