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Research on Resilient Command and Control Technology for Grouped
Equipment Systems in Dynamic Environments

ZHU Dehai, ZHU Dongxu, WANG Huixiong, WANG Duo
(China Academy of Launch Vehicle Technology, Beijing, 100076)

Abstract: In response to the requirements for rapid resilience reconstruction of C2 in group equipment, research on resilient C2
technologies for group equipment in complex dynamic environments is conducted. Addressing the challenges of task execution and
group topology recovery in the command process of group equipment, a collaborative reconstruction mechanism for group command
is developed through leveraging task decomposition and topology segmentation. Focusing on the state deviation of group members
caused by internal and external disturbances, an adaptive task-state disturbance rejection control algorithm is designed for group
equipment under strong interference conditions. Aiming at the secure handling of abnormal nodes, a security resilience regulation
method which focusing on information screening of abnormal nodes is proposed. Finally, a multi-level resilient command and control
reconstruction and strategy framework for group equipment has been established, supporting resilient command and control of group
equipment in highly dynamic, strongly disturbed, and multi-domain scenarios.
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Fig.1 Resilience process of perturbation propagation in group

equipment
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Fig.2 Research on resilient command and control for group equipment
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Fig.3 Group equipment reconfiguration strategy
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Fig.4 Temporal-logic-driven adaptive command reconfiguration

for collaborative equipment systems
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