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Adversarial Patch Attack Based Camouflage And Deception Method

YANG Wei, LI Shengjia, SHAO Zihang, HUANG Hu, ZHENG Benchang
(R&D Center, China Academy of Launch Vehicle Technology, Beijing, 100076)

Abstract: As artificial intelligence technology developing rapidly, the intelligence level of unmanned systems is much increasing.
Specially, intelligent reconnaissance technology is more mature and widely used. To solve the above problems, an adversarial patch
attack based camouflage and deception method is proposed. Convolutional neural network is used to build a classifier as the attack
object, and a novel patch generation method and loss function are designed to attack target samples, which effectively maps the
attacked target samples to the specified wrong target category. A directed evaluation method and wealthy experiments are provided to
verify the advancement and effectiveness of this method.
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Tab.l Comparison of patch attack effect by two classifiers (8=

0.5)
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AT (VagNet) | 0.957 0.060 | 0.575 0.282 | 0.701

AT (ResNet) | 0.957 0.273 0.711 0.278 | 0.615
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Tab.2 Comparison of average (4,)($=0.5)

IrIRAEAL | AT A | 10 20 30 40 50 60
0.1 0.617 | 0.607 | 0.599 | 0.591 | 0.582 | 0.575
0.2 0.612 | 0.601 | 0.592 | 0.580 | 0.573 | 0.567
0.3 0.609 | 0.592 | 0.589 | 0.584 | 0.588 | 0.574

VggNet
0.4 0.607 | 0.595 | 0.592 | 0.604 | 0.606 | 0.621
0.5 0.604 | 0.597 | 0.602 | 0.617 | 0.644 | 0.676
0.6 0.602 | 0.598 | 0.619 | 0.646 | 0.687 | 0.701
0.1 0.505 | 0.495 | 0.488 | 0.480 | 0.474 | 0.468
0.2 0.502 | 0.489 | 0.480 | 0.472 | 0.467 | 0.467
0.3 0.497 | 0.484 | 0.478 | 0.483 | 0.493 | 0.511

ResNet

0.4 0.495 ] 0.481 | 0.485 | 0.497 | 0.523 | 0.553
0.5 0.493 | 0.483 | 0.492 | 0.515 | 0.560 | 0.599
0.6 0.492] 0.482 | 0.492 | 0.533 | 0.573 | 0.615
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Tab.3 Comparison of accuracy of classifier after patch attack (4,)

Y RAERM RN TR 10 20 30 40 50 60
0.1 0.481 | 0.478 | 0.463 | 0.450 | 0.442 | 0.427
0.2 0.483 | 0.459 | 0.431 | 0.408 | 0.381 | 0.353
0.3 0.481 | 0.444 | 0.401 | 0.354 | 0.293 | 0.277

VggNet
0.4 0.476 | 0.431 | 0.368 | 0.283 | 0.226 | 0.165
0.5 0.474 | 0.403 | 0.317 | 0.228 | 0.153 | 0.092
0.6 0.473 | 0.389 | 0.266 | 0.169 | 0.096 | 0.060
0.1 0.934 | 0.926 | 0.908 | 0.893 | 0.876 | 0.859
0.2 0.925 | 0.909 | 0.876 | 0.845 | 0.808 | 0.760
0.3 0.927 | 0.899 | 0.838 | 0.749 | 0.664 | 0.588

ResNet

0.4 0.924 | 0.884 | 0.782 | 0.668 | 0.551 | 0.453
0.5 0.921 | 0.855 | 0.727 | 0.580 | 0.430 | 0.331
0.6 0915 | 0.84 | 0.698 | 0.500 | 0.382 | 0.273
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Tab.4 Comparison of no misclassify the accuracy of the

specified target (4,)
I RAERM| AT AR | 10 20 30 40 50 60
0.1 1.000 | 1.000 | 1.000 | 0.999 | 0.999 | 0.998
0.2 1.000 | 1.000 | 0.998 | 0.998 | 0.992 | 0.983
0.3 0.999 | 0.999 | 0.993 | 0.977 | 0.945 | 0.938

VegNet 0.4 | 1.000 | 0.997 | 0.977 | 0.919 | 0.880 | 0.803
05 | 1.000 | 0.994 | 0.952 | 0.879 | 0.760 | 0.641
0.6 | 1.000 | 0.982 | 0.905 | 0.790 | 0.639 | 0.575
0.1 | 1.000 | 1.000 | 1.000 | 1.000 | 0.998 |0.997
02 | 1.000 | 1.000 | 1.000 | 1.000 | 0.997 | 0.984
03 | 1.000 | 1.000 | 1.000 | 0.997 | 0.975 | 0.956
ResNet

0.4 1.000 | 1.000 | 0.999 | 0.985 | 0.930 | 0.849
0.5 1.000 | 0.999 | 0.997 | 0.965 | 0.863 | 0.749
0.6 1.000 | 1.000 | 0.994 | 0.941 | 0.828 | 0.711
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Tab.5 Comparison of average L, distortion (4,, 2)
SRR | A TTHAL | 10 20 30 40 50 | 60
0.1 0.024 | 0.047 | 0.070 | 0.093 | 0.116 | 0.138
0.2 0.034 | 0.068 | 0.101 | 0.134 | 0.167 | 0.199
0.3 0.042 | 0.084 | 0.125 | 0.166 | 0.207 | 0.245

VegNet 04 | 0084|0096 | 0.144 | 0.191 | 0.234 | 0.274
05 | 0.055]0.109 | 0.162 | 0.213 | 0.255 | 0.281
0.6 | 0.059 ] 0.118 | 0.176 | 0.228 | 0.259 | 0.282
0.1 | 0.023]0.047 | 0.070 | 0.093 | 0.115 | 0.137
02 | 0.034 ] 0.068 | 0.101 | 0.133 | 0.165 | 0.194
03 | 0.042 | 0.084 | 0.124 | 0.161 | 0.194 | 0.222
ResNet

0.4 0.048 | 0.098 | 0.140 | 0.179 | 0.214 | 0.242
0.5 0.055 | 0.107 | 0.155 | 0.198 | 0.235 | 0.263
0.6 0.059 | 0.116 | 0.166 | 0.213 | 0.250 | 0.278
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Tab.6  Comparison of ablation study(4=0.5)

Jii: A, 4, A, 2 A,
AT 0.060 0.575 0.282 0.701
ARIH AL 0.077 1.000 0.346 0.558
ASCTTVEAL, 0.081 0.602 0.266 0.696
ALITHE-P, 0.089 1.000 0.345 0.556
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Tab.7 Comparison of various indicators($=0.5)

ST 4, 4, 4 4,, 2 A,

t LD—

VggNet 0.957 0.060 0.575 0.282 0.701
VggNet-split 0.957 0.124 0.757 0.290 0.635
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Fig.4 Illustration of both attack patch effect
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Tab.8 Comparison of object detection and recognition

J7ik Class | P R | mAP@0.5 | mAP@0.5:0.95
Yolov5 boat | 0.522 | 0337 | 0.397 0.297
Yolov5 w/A3C | boat | 0.269 | 0.162 |  0.168 0.115
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Fig.5 Illustration of attack object detection and recognition effect
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