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a b s t r a c t

Traditional cancer therapies are limited by side effects and damage to healthy tissues, while modern tar-

geted treatments face challenges such as drug resistance and restricted applicability across cancer types.

Early diagnosis also remains difficult, as many methods lack the sensitivity and specificity needed to

reliably detect small, early-stage tumors. This review explores hybrid nanomaterial-based delivery sys-

tems, such as lipid–gold nanoparticle composites combined with polymeric nanocarriers, to improve the

precision and efficacy of gene therapy. Advances in nanotechnology are highlighted for their ability to

augment gene-editing tools including RNA interference and clustered regularly interspaced short palin-

dromic repeats/CRISPR-associated protein 9 (CRISPR/Cas9), supported by techniques like optical tweezers,

plasmonics, fluorescence imaging, and metamaterials. Nanophotonics in particular offers ultra-sensitive

molecular imaging and real-time biomarker detection, underscoring its value for early cancer diagnosis.

Artificial intelligence further strengthens these approaches by optimizing nanocarrier design, predicting

therapeutic outcomes, and guiding personalized treatment strategies. Machine learning and deep learn-

ing platforms enable efficient analysis of complex genomic and clinical datasets, improving predictive

accuracy and therapeutic customization. The review also outlines molecular mechanisms of gene therapy,

from editing to expression, and addresses barriers to clinical translation, such as data integration, model

validation, and regulatory considerations. Combining nanotechnology, artificial intelligence (AI), and gene-

editing advances holds promise for more effective, targeted, and minimally invasive cancer treatments.

These integrated strategies support earlier detection, enhance therapeutic precision, and provide a frame-

work for translating experimental breakthroughs into clinical applications that better align with the goals

of personalized medicine.

© 2026 Published by Elsevier B.V. on behalf of Chinese Chemical Society and Institute of Materia

Medica, Chinese Academy of Medical Sciences.

1. Introduction

Modern medicine’s gene therapy represents a revolutionary ap-

proach to treating and even curing genetic disorders, including

cancer. Genome therapy was first tested in 1990 to treat severe
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combined immunodeficiency (SCID), which emerged in the latter

half of the 20th century. The combination of gene therapy with

nanophotonic and nanomaterial-based techniques is a huge step

forward in the fight against cancer. Tumor heterogeneity, medi-

cation resistance, and systemic toxicity provide significant treat-

ment challenges for cancer, which continues to be a top cause of

death globally. The targeting capabilities and multifunctionality of

nanoscale delivery devices have made them attractive vehicles for

addressing these issues [1–3]. Molecular biology and biotechnol-
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ogy developments have enabled gene therapy to move from an ex-

perimental stage to a clinical setting. In gene therapy, functional

genes are delivered into a patient’s cells through viral or non-

viral vectors, either to replace mutated genes, silence malfunction-

ing genes, or to introduce new genes to treat diseases [4–8]. In

oncology, this approach is important because cancer is a genetic

disease characterized by uncontrolled cell growth caused by mu-

tations. Many strategies are available for gene therapy for cancer,

including gene replacement therapy, suicide gene therapy, RNA in-

terference therapy (RNAi), and immune-based gene therapy. As an

alternative to suicide gene therapy, alternative therapy uses a func-

tional gene to replace a dysfunctional gene. The suicide gene ther-

apy injects prodrugs into cancer cells and kills them [9]. Onco-

genes are targeted and silenced in RNAi-based therapies, so cancer-

promoting proteins cannot be generated. Genetic engineering al-

lows a person’s immune system to recognize and destroy can-

cer cells more effectively. These therapies have shown promise in

leukemia, melanoma, and glioblastoma [10,11]. Applying gene ther-

apy in treating PROM1-related retinal degeneration highlights the

precision required in treating genetic disorders. Findings empha-

size the importance of targeting genetic mutations at the molecu-

lar level, an approach that is directly relevant to cancer treatment

[12].

Moreover, investigations into patient perspectives on gene ther-

apy for lysosomal storage disorders shed light on the critical role

of patient acceptance and understanding factors that are vital

in oncology [13,14]. Nanotechnology has improved genomic ther-

apy, especially in cancer treatment. Therapeutics delivered at the

nanoscale (1–100nm) have fewer side effects. A nanoparticle (NP)

differs from a viral vector because it does not cause immune re-

jection or toxicity. Photonic nanomaterials used to manipulate bio-

logical processes enable nanophotonics to be a unique application

of gene therapy. Microscopes have pioneered optogenetics, which

allows excessive-precision control of gene expression with exces-

sive spatial and temporal accuracy. Genes control the use of mild-

sensitive proteins, resulting in focused healing procedures that do

much less damage to organs close to. It has been verified that

numerous styles of nanomaterials are powerful at handing over

genes, which include lipid NPs (LNPs), gold NPs (AuNPs), poly-

meric NPs (PNPs), and graphene-based nanocarriers. LNPs are one

of the maximum widely used nanocarriers for encapsulating nu-

cleic acids, which include mRNA and small interfering RNAs (siR-

NAs), seeing that they shape stable LNPs around them [15,16]. This

perspective paper aims to analyze the effect of new practices of

nanophotonics and nanomaterials on cancer treatment and even

early detection about gene therapy. The connection between cancer

therapies and nanotechnology used in gene therapy has led to the

formulation of effective and targeted less invasive therapies, which

solve many issues faced in traditional chemotherapy and radiation.

Using nanotechnology inventions, we aim to increase gene trans-

fer efficacy, enhance therapeutic effects, and decrease unwanted

effects. Artificial intelligence (AI) will be discussed in relation to

the control of gene therapy techniques (Fig. 1).

QD lipid is a quantum dot-conjugated lipid probe that improves

fluorescence detection with strong signal intensity and strong pho-

tostability. Using protocols like those used in thorough in vivo

and in vitro validations, physicochemical properties, including bio-

compatibility and consistent emission, have been confirmed. Fur-

thermore, this is evident in studies where experimental parame-

ters were meticulously controlled and corrected [17]. Techniques

like machine learning and deep learning (DL) are increasingly be-

ing used to mine large genomic datasets, establish the prediction

of results of the gene therapy, and the construction of optimized

delivery mechanisms. The combination of AI with nanotechnol-

ogy and gene therapy is a new frontier in precision medicine for

cancer patients, where real-time reactions to therapies given to

Fig. 1. A multimodal platform that combines light-responsive nanophotonics for

early cancer diagnosis with AI-guided CRISPR gene editing for targeted therapy and

real-time monitoring.

them can be monitored, and personalized treatment measures can

be taken.

2. Molecular mechanisms of gene editing and expression

The mechanism of gene therapy works as follows: it alters the

genetic information in the target cell so that essential proteins

work again in the body. Tissues and organs in the body are made

of sophisticated molecules of proteins and perform various func-

tions. Multiple alleles or different variants of one gene may in-

terfere with the protein synthesis or activity that is important for

proper functioning of the body. If the genetic change meant for

a specific disease is repaired or compensated for, then these pro-

teins can recover their lost activities and allow the body to func-

tion properly [18]. Technological advances have become remark-

ably helpful for the genetic therapy clinic, especially the surgical

methods of genes, by allowing new curricula to adjust the ge-

netic fabric of the organism. Clustered regularly interspaced short

palindromic repeats/CRISPR-associated protein 9 (CRISPR/Cas9) is

the most popular technology because of its effectiveness and sim-

plicity. Using this technique, RNA is collected manually using a

molecule called guide RNA (GRNA). As a result, GRNA leads Cas9

to the place where discounts are calculated for the behavior of the

genetic changes [19]. When compared to prior technologies such

as zinc finger nucleases (ZFNs) or transcription activator-like effec-

tor nucleases (TALENs), CRISPR/Cas9 is becoming greater adaptable,

efficient, and low priced. As a result, it is the maximum common-

place alternative for gene enhancement [20].

Besides CRISPR/Cas9, different gene enhancing techniques con-

sisting of RNA enhancing and epigenetic modifications are gaining

traction. RNA enhancement, in particular (A-to-I) modification me-

diated by enzymes such as adenosine deaminase acting on RNA

(ADAR), plays a critical position in regulating gene expression and

has implications for sicknesses, which include cancer and autoim-

mune issues [21–23]. Furthermore, epigenetic equipment, such as

those defined by Pillai et al., permits the change of gene expres-

sion without altering the underlying DNA series, supplying a com-

plementary technique to standard gene modification [24]. The de-

livery mechanisms for the gene-modifying equipment are essen-

tial for their healing programs. Various strategies have been ad-

vanced to beautify the transport of CRISPR components, inclusive

of viral vectors, liposomes, and electroporation strategies. Adeno-
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Table 1

A comparison of gene editing technologies CRISPR-Cas9, ZFNs, and TALENs.

Target CRISPR-Cas9 ZFN TALEN

Mechanism GRNA directs Cas9 to DNA Protein-based zinc finger motifs

bind DNA

Protein-based TALE motifs

recognize DNA sequences

DNA Recognition RNA-guided Protein-guided Protein-guided

Editing precision High (but can have off-target

effects)

Moderate High (more specific than ZFNs)

Ease of design Simple (RNA customization) Complex (protein engineering

required)

Complex (protein engineering

required)

Cost Low High High

Efficiency High Moderate High

Off-Target effects Moderate (can be reduced with

modifications)

Low Low

Repair mechanisms Non-homologous end joining

(NHEJ) or homology-directed

repair (HDR)

NHEJ or HDR NHEJ or HDR

Delivery methods Plasmids, viral vectors, NPs Viral vectors, electroporation Viral vectors, electroporation

Main application areas Biotechnology in agriculture, and

precision medicine

Synthetic biology, tailored gene

therapy, and industrial

biotechnology

Therapeutic development,

functional genomics, and

translational medicine

Experimental uses Gene knockout, disease research,

therapeutics

Genome editing, gene therapy Gene therapy, disease modeling

Fig. 2. Gene therapy overview, showing key tools, delivery methods, gene transfer

techniques, and clinical applications.

associated virus (AAV) vectors have capacity to deliver CRISPR/Cas9

components in vivo, although challenges remain concerning their

efficiency and specificity. Recent advancements in NP generation

and electroporation strategies have shown promise in improving

shipping ribonucleoprotein complexes, facilitating higher modify-

ing efficiencies in goal cells [25–27]. Further, applications of gene

editing are in specific diseases, such as amyotrophic lethal sclero-

sis (ALS) and heart disease, and complex genetic disorders [28,29],

to these techniques to address the capacity of these techniques

shed light. The gene therapy targeted to SOD1 genes in ALS has

shown the possibility of using CRISPR/Cas9 for medical interven-

tion [30]. Likewise, research outlines the use of gene editing for

haemoglobinopathies, such as β-thalassemia and sickle cell disease

(SCD), and the clinical relevance of these technologies [30,31]. To

treat genetic illnesses like as β-thalassemia and SCD, gene ther-

apy involves a series of steps, beginning with gene editing using

tools like CRISPR/Cas9 and continuing with delivery via viral vec-

tors and NPs, and finally concluding in gene transfer. It draws at-

tention to critical processes, such as DNA repair routes, delivery

strategies, and gene therapy therapeutic applications (Fig. 2).

These breakthroughs, together with advancements in delivery

systems, continue to increase the accuracy, efficiency, and clinical

application of gene treatments, providing fresh hope for patients

with previously untreatable illnesses. Table 1 provides a summary

of a comparison of three major gene editing technologies such as

CRISPR-Cas9, ZFNs, and TALENs.

Fig. 3. A three-phase smart biosensing system for early cancer diagnosis and ther-

apeutic assistance that employs nanophotonic approaches, transduction layers, and

portable monitoring platforms.

3. Advancements in nanophotonic technologies for cancer

genomics and imaging

Plasmonic NPs have shown to be a powerful tool in cancer

diagnosis and medicine through their ability to increase surface

plasmon resonance (SPR) effects. It is widely used to detect pho-

tothermal therapy (PTT), molecular imaging, and biomarkers [32].

Research from Latfulin and George highlights Molecular targeting

enables precise thermal therapy using plasmonic NPs in selective

nanophotothermolysis [33]. Furthermore, surface-enhanced Raman

scattering (SERS)-based plasmonic biosensors can detect microRNA

biomarkers without labeling, facilitating early-stage cancer detec-

tion [34]. Besides improving imaging and PTT, studies have demon-

strated that plasmonic gold nanostars also reduce systemic toxic-

ity and enhance specificity [35]. It has been possible to manipu-

late cancer cells at the molecular level with optical tweezers, al-

lowing precise drug delivery and real-time analysis of cellular re-

sponses. Optical tweezers facilitate tracking cancer cell behavior

and interactions, allowing deeper insights into cancer pathogene-

sis and therapy. Drug delivery nanosystems have also been manip-

ulated using these techniques, enhancing cancer treatment [36].

Cancer imaging and therapy have been significantly enhanced by

fluorescence-based nanophotonics (Fig. 3).

Li et al. demonstrated that core-shell plasmonic nanostructures

enhance fluorescence signals for targeted cancer cell imaging and

PTT [37]. Fluorescence and plasmonic biosensors have been de-
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veloped for detecting cancer biomarkers, enabling early and accu-

rate diagnosis [38]. The CRISPR/Cas9 system, an RNA-oriented gene

editing tool, has significant benefits to older prospects such as ZFN

and TALENs. It is more cost-effective, adaptable and user-friendly,

and it is a popular tool for genome editing. While obstacles ex-

ist, CRISPR/Cas9 is one of the most profitable gene editing equip-

ment known, especially in effective distribution and security prob-

lems. Given its ability to edit genomes properly and cure devia-

tions, it provides tremendous ability as a medical method for ge-

netic diseases, especially in cancer therapy. This article addresses

CRISPR-Cas-based gene editing, its classification, mechanisms of

action and many medical applications, where genetic changes with

emphasis on cancer therapy, its functions in targeting existing dis-

tribution paths and its advantages and boundaries are included

[39].

Nanotechnology has improved RNAi by improving stability and

targeting siRNAs. According to Abosalha et al., RNAi NPs based on

NPs can improve gene silencing and therapeutic efficacy [40].

Furthermore, RNA-conjugated nanomaterials have become ef-

fective tools for cancer diagnosis and treatment, offering high

specificity in gene targeting [41]. Combined optical tweezers and

fluorescent techniques also advance cancer diagnosis. These meth-

ods allow for the manipulation and analysis of single cells and

biomolecules, providing insight into cellular mechanisms and in-

teractions [42]. Fluorescent biosensors, especially those that de-

tect specific RNA sequences, can identify highly specific cancer

biomarkers. A silicon-photonic biosensor that detects real-time mi-

croRNA has further improved the ability to diagnose microRNA dis-

orders properly [43].

The CRISPR era has revolutionized gene editing and holds

widespread capability for targeting most cancer healing proce-

dures. By utilizing CRISPR-based systems, researchers can precisely

edit genes associated with most cancer progression, offering new

avenues for treatment. RNAi strategies have been hired to silence

oncogenes, correctly reducing tumor growth and improving the ef-

ficacy of existing treatment options [44,45]. The mixture of CRISPR

and RNAi with nanophotonic techniques can cause extra effective

and targeted techniques in most cancer therapy, as these methods

permit specific manipulation of gene expression and cellular re-

sponses. RNA enhancement biosensors have enabled new ways to

analyze cancer using nanomaterials. These biosensors increase the

signals from RNA goals and increase detection sensitivity [46]. The

combination of plasmonic nanostructures with RNA biosensors is

displayed to improve the detection of unique RNA sequences asso-

ciated with cancer, allowing the rapid diagnosis of the disease and

progression of the disease to be better monitored [47]. In a label-

free approach, the ability to identify RNA biomarkers significantly

simplifies the clinical process, leading to further cost-effectiveness

[48].

4. Nanomaterials for targeted gene delivery and therapeutic

modulation

Nanomaterials have revolutionized gene therapy by improv-

ing delivery, targeting, and controlling genetic payloads. Different

nanomaterials, such as liposomes, dendrimers, AuNPs, and PNPs,

have been extensively studied for cancer treatment. Because of li-

posomes, their biocompatibility and their ability to face nucleic

acids, genes increase transfusion efficiency and reduce systemic

poisoning [49]. Dendrimers provide accurate control over surface

functionalities, making them effective in targeted gene therapy

[50]. Gold NPs serve as a skilled gene carrier with the advantage

of photos that can help with treating cancer [51]. Those designed

for PNPs, especially biodegradable and non-toxicity, have achieved

traction in clinical surroundings for their ability to provide thera-

peutic genes to tumor sites [52]. Nanomaterials, such as LNPs and

AuNPs, show different toxicity and biodistribution characteristics

depending on their size, content, and surface changes, according to

existing in vivo toxicity studies. The liver and spleen are the most

common sites for the accumulation of bigger AuNPs and those not

engineered for biodegradation, according to a plethora of research.

AuNPs conjugated with antibodies were shown to be quickly elim-

inated from circulation but to accumulate significantly in the liver

and spleen for extended periods. Further, this has led to wor-

ries regarding possible toxicity caused by this persistent buildup

[53].

A key advantage of nanomaterials in gene therapy is their abil-

ity to deliver therapeutic genes specifically to cancer cells, which

minimizes off-target effects and enhances treatment precision. It

has been demonstrated that tumor-targeting nanocarriers, includ-

ing PNPs and liposomal formulations, can accumulate genetic infor-

mation in malignant cells while sparing healthy tissues [54]. The

enhanced permeability and retention (EPR) effect enables NPs to

accumulate in tumor tissues because of leaky vasculature. In con-

trast, active targeting strategies involve ligand-mediated interac-

tions with cancer-specific receptors [55]. The delivery of therapeu-

tic genes and chemotherapy agents by NPs can also enhance the

efficacy of combination therapy [56], nanomaterials have shown

promise in improving the sensitivity and specificity of biomarker

detection beyond cancer treatment. It has been shown that func-

tionalized nanomaterials, such as aptamer-functionalized NPs and

quantum dots, enhance the detection of cancer by binding to tu-

mor biomarkers [57]. Imaging engineered NPs in real-time can en-

able early detection of cancer and the precise location of tumors.

Furthermore, nanomaterial-based biosensors can perform noninva-

sive liquid biopsies, so traditional biopsy procedures are no longer

required [58].

A biodegradability and long-term safety assessment of nano-

materials is required before humans may consume them. In ad-

dition, the development of multifunctional nanomaterials capable

of diagnosing and treating cancer simultaneously could revolution-

ize the field of personalized medicine. Biomedical applications and

cancer diagnosis rely heavily on nanomaterials, which are clas-

sified according to their respective functions. Inorganic NPs (2–

1000nm), such as AuNPs, iron oxide NPs (IONPs), and quantum

dots, are widely used in imaging and biosensing for diagnosis. NPs

(2–1000nm) and self-assembling proteins have been applied to

several biomedical applications, including protein cages for the de-

livery of nanocarrier drugs, de novo peptides for targeted therapy,

bacteriophages to treat bacterial infections, and virus-like particles

(VLPs) to develop vaccines (Fig. 4).

It is possible to enhance drug delivery and treatment effective-

ness by using different NP systems in therapy, including emulsion

NPs (50–600nm), which increase drug solubility; immune stimu-

lating complex (ISCOM) NPs (40nm), which help vaccines work

better; and LNPs (100–400nm), which can encapsulate and de-

liver hydrophilic and hydrophobic drugs. Modern medicine has

demonstrated the potential of these nanomaterials for targeting

cancer treatment, precision medicine and immunotherapy, leading

to more effective and personalized healthcare solutions. Gene de-

livery, targeting, and efficiency have all been enhanced by nanoma-

terials, leading to improvements in gene therapy for cancer treat-

ment and diagnostics. In diagnostics, these compounds are used

to increase the accuracy and early diagnosis of cancer, while in

targeted treatments, they are used to minimize side effects and

maximize therapeutic advantages. Further research must focus on

identifying translational hurdles to close the gap between labora-

tory findings and clinical trials. Due to their surface modifiability,

adaptive physicochemical properties, and ability to enhance genetic

cargo targeting, nanomaterials are being investigated as a poten-

tial alternative gene delivery platform. Nanostructure surface ma-

nipulation offers a potential solution for improved tissue targeting

4
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Table 2

Discusses in brief the relative merits of AAV-based viral vectors and nanomaterials in terms of immunogenicity, scalability, and the difficulties inherent in clinical translation.

Category Nanomaterial Viral vector (AAV)

Efficacy Effectiveness in vivo is moderate; surface engineering has

the potential to improve targeting

Longer expression and high transfection rates in

healthcare situations

Immunogenicity Lack of immunogenicity; surfaces that can be adjusted to

lower immune activation

Capable of inducing both peripheral and systemic

immunological responses

Scalability Synthesis that is both easy and inexpensive, with

excellent repeatability

Manufacturing is a challenging and costly process with

ongoing challenges with scalability

Clinical translation Insufficient data on long-term safety; fewer clinical trials Clinical translation is impeded by immune reactions and

the difficulty of manufacturing

Fig. 4. (A) Passive and active drug delivery through nanocarriers to cancer cells.

Active targeting uses receptor-ligand interactions rather than EPR. Nanocarriers de-

liver peptide vaccines, enzymes, drugs, and interference peptides. Reproduce with

permission [58]. Copyright 2024, The Authors. (B) Comparison of NP sizes and ap-

plications, with an emphasis on immunotherapy.

while avoiding nonspecific interactions with the human immune

system.

Researchers have demonstrated that nonviral nanomaterials ex-

hibit lower pre-existing immunogenicity compared to viral vectors,

which is a significant advantage when aiming to minimize un-

wanted immune responses. Despite these benefits, nanomaterials

are still not very good at transfecting genes into living things. It

typically requires either new methods or novel combinations of ex-

isting ones to achieve therapeutic effectiveness comparable to viral

systems (Table 2) [59,60]. Alternatively, AAVs and other viral vec-

tors have shown promising results in both laboratory and clinical

settings when it comes to gene delivery and transfection efficiency

[61]. They are a powerful tool for gene therapy due to their in-

herent capacity to directly penetrate cells and promote long-term

expression. One major problem with AAVs is that they can trigger

immunological responses, both innate and adaptive. Moreover, this

can shorten the time that AAVs can be used therapeutically and

make attempts to modulate the immune system necessary [62].

Furthermore, there are obstacles to their clinical translation, es-

pecially for systemic applications, due to difficulties in producing

vectors on a large scale and rising prices [63].

5. AI-driven platforms for genomic data analysis and predictive

therapeutics

Nanophotonics and nanomaterials have made tremendous

strides in gene remedy. Gene therapy efficacy and accuracy may

be enhanced via nanocarrier optimization and prediction fashions

for drug shipping systems [64–66]. A key application of AI in this

field is to enhance the optimization of nanocarriers for gene deliv-

ery. Nanomaterials can enhance the pharmacokinetics and biodis-

tribution of therapeutic agents [67], AI is used in the production of

pharmacokinetic models to maximize therapeutic results for can-

cers. Combinations of medications and their delivery time are opti-

mized through the models. It is crucial to broaden predictive mod-

els of nanobio interactions, which can be constructed with the help

of synthetic intelligence, to ensure that nanomedicines are safe and

effective [68]. Lin et al. Tested that machine learning techniques

can provide predictive electricity for nanocarrier distribution to tu-

mors, demonstrating that AI can also assist in improving nanocar-

rier targeting [69]. AI is also used to investigate the protein corona

that forms around NPs, therefore affecting their interaction with

biological systems. By anticipating the composition of the protein

corona, AI-based high-throughput computational methods help to

create more efficient gene therapy nanocarriers [70–73]. A protein

corona can affect the biological identity of NPs, influencing their

therapeutic effectiveness and safety. Nanocarriers may benefit from

AI not only in terms of their performance but also in terms of the

design and execution of complete gene therapy programs. Com-

bining nanotechnology and AI makes it possible to tailor medicine

to the needs of individual patients. AI may close the gap gener-

ated using pattern analysis and classification algorithms by intra-

tumor and interpatient heterogeneities, hence improving diagnosis

and treatment accuracy, by Adir et al. [74]. Gene therapy is partic-

ularly crucial in tumor heterogeneity, where this can significantly

compromise treatment efficacy.

Furthermore, new medical treatments can be developed

through the integration of AI and nanotechnology. El-atty et al. re-

ported AI-enabled nanotherapeutics that respond to specific bio-

logical stimuli result in better gene therapy outcomes [75]. Qi et al.

describe how AI can revolutionize data analysis and therapy cus-

tomization, thus enhancing the integration of omics data into can-

cer nanomedicine [76]. Through AI-implemented screening strate-

gies, drug selection, dosage, and nanomaterial properties can be

analyzed to improve medical results. In addition, nano-information

provides AI and nanotechnology, more individual gene therapy by

improving patient data analysis and nanomaterial design [77]. One

of the most significant advances in nanomedicine has been the in-

corporation of AI into the creation of nanocarriers and personal-

ized cancer therapies. However, algorithms, datasets, and valida-

tion techniques must be thoroughly evaluated before being exten-

sively used in clinical settings. A strong data platform is crucial

for generating successful machine learning insights, as the perfor-

mance of AI applications in this industry is substantially dependent

on the quality and reliability of the raw data [78]. According to

Bhange and Telange, AI is crucial in the field of nanocarrier design

and individualized therapy, as it enables the creation of targeted

drug delivery systems. However, to ensure AI works effectively and

is safe for use in this industry, specific algorithms, datasets, and

validation measures are necessary [79].

5
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Nanocarrier property prediction and design optimization are

common use cases for machine learning methods, such as random

forest and support vector machines (SVMs). Accordingly, SVM excel

in pattern recognition and data classification in nanotheranostics

[80]. At the same time, other ML techniques may optimize IoT car-

rier network communication parameters by modelling the relation-

ship between system settings and performance [81]. Convolutional

neural networks (CNNs) and transformer-based models are exam-

ples of DL approaches that build upon these capacities by enhanc-

ing diagnosis accuracy through the analysis of complicated medical

data. To identify hidden patterns that indicate risks such as car-

diovascular disease, researchers can combine demographic, clini-

cal, and lifestyle data [82,83]. In healthcare, generative AI enhances

personalized treatment recommendations, generates realistic pa-

tient data while protecting privacy, facilitates secure data exchange,

and creates synthetic datasets for data augmentation. Dataset qual-

ity is a crucial factor in determining the effectiveness of these AI

methods. The datasets can include information from a variety of

sources, such as clinical data, genomic profiles, electronic health

records, nanocarrier synthesis, drug release, and cellular uptake

data from animal studies, as well as multi-omics datasets that fa-

cilitate precision medicine by combining genomic, proteomic, and

transcriptomic data [84–87]. Similarly important are image-based

databases, such as those used to analyze open-access MRI tumor

pictures or to track the release of nanocarrier drugs into cancer

cells [88]. The accuracy, precision, recall, F1-score, ROC-AUC, over-

lap, sensitivity, and specificity of AI models are some of the vali-

dation metrics used. Other outcome metrics include the negative

predictive value and the Matthews correlation coefficient, while

test-based metrics include sensitivity and specificity [89]. The inte-

gration of diverse data sources, guidance of precise therapy selec-

tion, improvement of risk prediction models, and, finally, support

for physicians in designing individualized treatment plans across

a wide range of health disorders are all ways in which these AI-

driven approaches enable more accurate and personalized health-

care [90,91]. Further, AI can predict therapeutic outcomes in ar-

eas such as cancer therapy and gene editing. CRISPR applications

can be improved using AI-based methods to minimize off-target

effects and enhance the overall efficacy of gene editing procedures.

Machine learning algorithms integrate biological data from large

datasets and aid in identifying ideal gene targets [92]. As a result of

DL’s success in predicting therapeutic intervention outcomes from

high-dimensional clinical datasets, Huang et al. and Wang et al. de-

veloped more personalized medicine approaches based on patient

genetic profiles [93,94]. Protein corona prediction models, aided by

AI, are essential for comprehending the biological systems’ inter-

actions with nanocarriers. Nanocarrier design optimization for en-

hanced biocompatibility and medicinal efficiency is possible with

accurate protein corona predictions [95]. Nanocarriers can be more

reliably utilized in clinical settings with the aid of machine learn-

ing, which can simulate these interactions and predict their impact

on drug delivery [96].

Gene therapy has also been revolutionized by AI-powered DNA

nanobots that integrate CRISPR/Cas9 for precise genetic modifica-

tions, reducing off-target effects [77]. The CRISPR/Cas9 applications

are also adapted to AI-driven protein installation, resulting in more

accurate and effective gene editing [97]. Gene therapy based on

nanophotonics, and nanomaterials will be more efficient, accurate

and accessible in the future because of progress in AI. Using AI

in nanophotonic and nanomaterial-based gene therapy not only

improves nanocarrier design and optimization but also allows for

the development of individualized and successful treatment tech-

niques. AI’s capacity to evaluate complicated biological data and

anticipate interactions at the nanoscale is changing the face of

gene therapy, making it a critical component of current biomed-

ical research (Fig. 5).

Fig. 5. Describes how AI-driven platforms can integrate diverse datasets (clinical,

genomic, imaging, and patient history) to address key challenges in cancer diag-

nosis and therapy. By leveraging machine learning and predictive analytics, AI can

help (a) understand early cancer biology, (b) determine individual risk profiles, (c)

validate detection biomarkers, and (d) develop accurate, non-invasive monitoring

technologies for early intervention.

Although AI is discussed in several applications in the literature,

many descriptions are not clear enough. There is a lack of infor-

mation on the algorithms utilized and thorough validation metrics

like accuracy, specificity, and sensitivity. Explicit algorithmic de-

tails are frequently lacking in other sectors where AI is utilized,

even if research in financial analysis shows that algorithms such as

the random forest algorithm outperform others when it comes to

predicting stock market fluctuations [98]. The absence of precise

performance measures might impair the reliability and repeatabil-

ity of model results, which is especially problematic in domains

like biodistribution models and associated clinical predictions [99].

Strong metrics for validation are essential in healthcare settings.

Sarao et al. discuss on the topic of geographic atrophy identifica-

tion offers accurate performance metrics, which strengthen the sci-

entific rationale for more adoption and provide credence to clini-

cal practices. When moving from proofs of concept to real-world

uses of AI in critical healthcare contexts, this degree of specificity

is crucial [100].

Drug discovery, clinical diagnostics, and healthcare administra-

tion are all being affected by the ways in which AI is chang-

ing biomaterials and biomedicine. From this perspective, we can

see the potential, the difficulties, and the necessity of multidisci-

plinary cooperation in AI integration in biomedicine [101]. Biotech-

nology, powered by AI, is enhancing healthcare with innovative

methods that utilize molecular docking and in vitro testing to val-

idate efficiency. Zhang et al. employ DL and a BERT-based frame-

work to discover antioxidant compounds from traditional herbal

treatments [102]. By utilizing liposomal delivery methods, this ap-

proach aims to counteract oxidative stress and aging, while also

enhancing bioavailability. Using DL to allow gesture detection and

overcome issues in conductivity, mechanical performance, and self-

healing capabilities, Liu et al. present lignin-reinforced eutectogels

for wearable strain sensors [103]. There is considerable hope that

new AI technologies, such as AlphaFold 3, can improve medica-

tion discovery and accelerate medical advancements in treating

diseases [104]. AI and structure-based approaches, such as molec-

ular docking and dynamics, can be used to select aptamers, like

monoclonal antibodies. Predicting the binding characteristics of ap-

tamers to their targets is now easier and faster with AI-driven

pipelines, such as machine learning and DL [105].
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Cui et al. present recent developments in chemical imaging,

with an emphasis on systems that utilize AI to enhance sensitivity,

contrast, and resolution. With an emphasis on enhancing imaging

tools for improved disease knowledge and treatment, it illustrates

how these advances are transforming biomedical research and di-

agnosis, despite the hurdles [106]. Huang et al. introduce an intel-

ligent approach for real-time monitoring of copper absorption in

algae. This method enhances our understanding of metal ion dy-

namics in ecological systems by predicting bioavailability, specia-

tion, and uptake processes of copper at the interface between al-

gae and water [107]. A framework for chemical reaction prediction

based on DL is introduced by Xue et al., called bidirectional chemi-

cal intelligent net (BiCINet). Its potential to assist in drug discovery,

molecular research, and expanding our understanding of chemical

transformations is evident in organic synthesis, enzyme-mediated

reactions, and retrosynthetic planning [108].

6. Challenges in translational integration and emerging

solutions

The integration of nanophotonic and nanomaterial-based ap-

proaches in gene therapy represents a transformative way to treat

a variety of genetic disorders and diseases. However, the clinical

application of these novel therapies is hindered by several chal-

lenges, including immunogenicity [109,110], off-target effects, effi-

cient targeting and penetration into the tumor microenvironment

(TME) [111,112], and the stability and scalability of nanomaterials

[113,114]. To overcome these obstacles, the development of innova-

tive and advanced solutions is required.

A major hurdle in gene therapy is the immune response trig-

gered by both viral and non-viral vectors. Although viral vectors

are efficient in gene delivery, they can elicit strong immune re-

sponses that can compromise therapeutic efficacy and cause ad-

verse effects [115]. Non-viral vectors, including polymeric nanoma-

terials and LNPs, can also induce inflammatory responses, raising

the question of their biocompatibility [116]. Recent developments

have focused on the development of delivery systems that reduce

immunogenicity and increase specificity to address these issues.

The non-viral delivery system based on PNPs seems to be an in-

teresting way forward [117]. PNPs can be engineered to reduce

off-target effects by tailoring them to specific cell types and car-

rying more genetic payloads than conventional viral vectors [118].

In addition, PNPs can be administered repeatedly without elicit-

ing significant immune responses [119]. This solves the problem

of immunogenicity and enables a continuous therapeutic effect.

PNPs are a compelling substitute for conventional vectors, as their

adaptability in handling different genetic materials and their sur-

face modification ability help to avoid immune recognition [120].

The delivery of genes to solid tumors is hindered by the TME,

which features a dense extracellular matrix (ECM), disordered vas-

culature, and hypoxia. The dense ECM along with high interstitial

pressure forms a physical barrier against NPs while irregular vas-

cularity leads to flawed blood flow [121–123]. In response to this,

researchers have been working on resizable TME-responsive NPs

that modify themselves in response to acidic or hypoxic condi-

tions to promote intertumoral penetration and binding [121,124].

Also, active modulation of TME NPs contributes toward overcoming

their immunosuppressive background, with a consequent increase

of therapeutic efficacy [125,126].

Multifunctional stimuli-responsive nanocarriers driven by spe-

cific triggers in the TME, such as pH changes, redox variations,

and enzymatic activity, are presently the focal point of strategies

in enhancing the gene delivery to solid tumors. These nanocarri-

ers enable one to accomplish direct, controlled release of genetic

payloads directly at the tumor [127,128]. For instance, the engi-

neered pH-sensitive NPs use the acidic environment inside a tumor

as a trigger for the release of genes near that tumor, thereby en-

hancing localization and reducing systemic side effects [128,129].

Introducing redox-sensitive linkages into NP design allows higher

release in conditions resembling the high endogenous glutathione

levels found in the TME [130]. The targeted approach will not

only increase the therapeutic index of gene therapies but also ad-

dress challenges imposed by dense ECM and abnormal vascula-

ture present in a hostile TME, thus improving treatment outcomes

[127,131]. This innovative type of idea would help significantly im-

prove the safety and efficacy of gene therapies against cancer.

Conjugation of targeted ligands such as peptides, antibodies

or aptamers to nanocarrier surfaces enhances selective binding to

tumor-specific antigens or receptors, which improves the accumu-

lation of therapeutics in the tumor and enables deeper penetra-

tion into the tissue. The use of prostate-specific membrane anti-

gens (PSMA) as targeting ligands on polymeric nanocarriers shows

improved tumor localization and increased therapeutic efficacy in

prostate cancer models [132,133]. The combination of these target-

ing strategies with physical methods such as PTT or photodynamic

therapy (PDT) increases the permeability of the tumor tissue by

disrupting the vasculature or altering the TME, thus improving the

accessibility of the nanocarrier to the tumor cells [134,135]. Dual-

targeting ligands offer an ingenious way to target multiple tumor

markers to improve therapeutic outcomes [136,137]. One poten-

tial avenue for improving gene delivery in oncology is the strate-

gic design of multifunctional nanocarriers containing targeted lig-

ands in combination with synergistic treatments. Practical applica-

tion of nanomaterial-based gene therapies faces challenges related

to nanocarrier stability during storage, systemic circulation, and

production scalability. NPs may aggregate, degrade prematurely,

or release their cargo unintentionally, which compromises thera-

peutic efficacy and reproducibility [138,139]. Gold nanocarriers, for

example, demonstrate rapid cellular uptake yet encounter stabil-

ity issues that affect in-vivo distribution and effectiveness [138].

Microencapsulated graphene oxide shows promise for sustained

siRNA delivery, but precise retention of the cargo is critical to avoid

premature release [139]. High encapsulation stability is essential to

maintain nanocarrier integrity until therapeutic agents reach target

tissues, with cargo release kinetics significantly influencing out-

comes [140]. Recent advancements in hybrid colloidal structures

and stimuli-responsive nanocarriers address these stability chal-

lenges by enabling controlled release triggered by specific envi-

ronmental conditions [141,142]. Enhancing the stability and scal-

ability of nanocarrier production remains essential for translating

nanomaterial-based gene therapies into clinical practice.

To address these problems, scientists are exploring reversible

addition-fragmentation chain transfer (RAFT) polymerization and

other advanced polymerization techniques. The effective control of

NP size, shape, and surface features, made possible by RAFT poly-

merization, is crucial for preserving stability and function during

storage and systemic circulation [143]. This regulated synthesis en-

hances their utility for therapeutic usage by making them more

scalable and repeatable [143]. The quality of NPs produced by RAFT

polymerization is a good indicator of their therapeutic efficiency, as

it helps decrease batch-to-batch variability [144]. The durability of

nanocarriers has been enhanced by enzyme-catalyzed RAFT poly-

merization under moderate conditions, which has yielded promis-

ing results in well-defined polymer nano-objects [145]. Surface

changes facilitate effective gene transport by preventing aggrega-

tion and early degradation, thereby stabilizing PNPs [146]. Major

strides have been made in overcoming the limits of nanomaterial-

based gene therapy thanks to these advancements in polymeriza-

tion processes.

In addition, the development of hybrid nanostructures that

combine organic and inorganic components improves both the me-

chanical stability and the functional versatility of the nanocarri-

7



B.A. Taha, A.J. Addie, L.F.Z. Kolie et al. Chinese Chemical Letters 37 (2026) 111955

ers. The incorporation of inorganic elements such as iron oxide

into polymer matrices adds magnetic properties that allow exter-

nal magnetic fields to direct and concentrate therapeutic agents

to target sites, while offering the potential for real-time imaging

and delivery monitoring [147]. Mesoporous silica NPs (MSN) are

known for their high porosity and easy surface modification. They

are mechanically, chemically and thermally stable and are excellent

for controlled release by encapsulating various therapeutic agents

while maintaining their integrity during circulation [148]. The de-

velopment of these hybrid nanostructures, which respond to exter-

nal stimuli such as magnetic fields or light, enables precise spatial

and temporal control of drug release, thus increasing therapeutic

efficacy [149,150]. This flexible method of nanocarrier design of-

fers a good opportunity to increase the efficiency of drug delivery

systems in cancer treatment and other medical applications.

The combination of nanotechnology with AI and genome edit-

ing appears to be very exciting for the next stage of gene therapy.

Through their interaction with biological systems, AI-driven plat-

forms are accelerating the discovery and optimization of nanocar-

riers and facilitate the development of safe and efficient de-

livery systems [151,152]. Machine learning techniques recognize

trends and predict the performance of nanomaterials based on

huge data sets. This enables customized treatments with improved

efficacy and fewer side effects [78]. The integration of AI into

DNA nanostructures optimizes delivery systems for CRISPR/Cas ap-

plications ensuring accurate targeting and improved uptake into

cells [153,154]. Moreover, AI enhances the mechanical stability

and functional adaptability of hybrid nanostructures including or-

ganic and inorganic elements [155]. This flexible approach not only

improves the accuracy of therapeutic delivery and targeting but

also provides real-time imaging and monitoring possibility, so ad-

vancing gene therapy [78]. In parallel, advanced nanocarriers inte-

grated with genome editing technologies such as CRISPR/Cas sys-

tems provide a disruptive mode of repairing genetic defects with

extreme targeting. Nanomaterials based delivery systems protect

the genome editing machinery from inactivation, transport across

cellular barriers, and ensure release at the desired intracellular site

[156]. Targeted delivery is key to attaining high editing efficiencies

while limiting off-target and immune responses. DNA-based nano-

materials are emerging as more promising per CT-DCRISPR/Cas de-

livery applications, enhancing stability and functionality in biolog-

ical environments [156].

The TME poses significant challenges to efficient drug admin-

istration because of its aberrant stromal architecture and thick

ECM [157]. Scientists have devised size-switchable NPs to over-

come these obstacles; these particles may shrink in size as they

approach tumours by taking advantage of environmental cues like

matrix metalloproteinase-2 (MMP-2). According to Cun et al. and

Duan et al., these NPs were originally made at around 100nm to

have an EPR effect and sustained circulation. However, once within

the tumor, they shrink down to around 30nm, which greatly im-

proves ECM penetration. In addition, stromal-targeting medicines,

like as hyaluronidase, can break down ECM components such as

hyaluronic acid, which lowers interstitial pressure and increases

matrix permeability. This method works in conjunction with size-

switchable systems to improve drug distribution and therapeutic

efficacy. Enzymatic remodeling of the TME allows the now-smaller

NPs to penetrate deeper, leading to better drug distribution. To cir-

cumvent the TME’s biochemical and physical obstacles, a potent

multi-pronged approach is to combine size-switchable NPs with

ECM-modulating enzymes like hyaluronidase. Thus, this combined

method improves the penetration of NPs and the accumulation of

drugs within tumors, particularly those with thick stromus com-

ponents [158,159]. Engineered extracellular vesicles and ribonucle-

oprotein complexes further increase the delivery of CRISPR compo-

nents, thereby facilitating higher-level genome editing with lower

immunogenicity [160]. The application of these advanced nanocar-

rier systems provides an opportunity for the researchers to best

use the therapeutic potential of CRISPR/Cas technologies in creat-

ing novel genetic disorder and other diseases treatments [113,161].

Development of biodegradable and biocompatible nanomateri-

als addresses concerns related to long-term toxicity and environ-

mental impact. Polymers like poly(lactic-co-glycolic acid) (PLGA)

and polylactic acid (PLA) exhibit favorable degradation profiles,

making them ideal for designing nanocarriers that safely deliver

genetic material [162,163]. Engineered to break down into non-

toxic byproducts, these materials help minimize adverse effects

on human health and the environment [164]. PLGA NPs, for ex-

ample, effectively encapsulate therapeutic agents while ensuring

controlled release at target sites a critical factor for enhancing

therapeutic efficacy [165]. Incorporating biodegradable components

not only improves the safety profile of nanocarriers but also en-

ables gradual release of the therapeutic payload, reducing toxicity

risks associated with accumulation in the body [166]. This strategy

proves particularly beneficial in cancer therapy, where targeted de-

livery and controlled release maximize treatment effectiveness and

minimize side effects [164,167].

Development and implementation of NPs for drug administra-

tion can be somewhat challenging, however there are creative al-

ternatives being investigated to overcome these hurdles. Improved

medication delivery with fewer side effects is possible with the use

of PNPs, which can be fine-tuned to target only the cells or tissues

of interest. Surface modification, such as PEGylation, can be used to

tailor NPs to escape immune detection. This shortens their circu-

lation length and improves therapeutic efficacy, further enhancing

targeting. Making NPs that can change size in response to the TME

is another potential strategy. To improve their targeting of cancer

cells, these NPs may enlarge or contract in response to changes in

tumor pH or temperature.

NPs can be fine-tuned for targeted adhesion using aptamers or

peptides, which enhances the specificity of drug delivery by bind-

ing to specific cells and tissues. Uniform NP synthesis is possi-

ble with RAFT polymerization, which makes it an excellent choice

for large-scale manufacturing as it guarantees uniformity and scal-

ability in NP production. More personalized and efficient medi-

cation delivery options are possible thanks to machine learning,

which also plays a crucial role in predicting how NPs will behave

in various settings. In gene therapy applications, particularly when

merging AI with CRISPR, precise alterations to NPs can be enabled,

thereby increasing their efficacy and reducing the error rate, result-

ing in enhanced precision. Incorporating inorganic materials, such

as silica, into NP designs enhances their stability and endurance,

thereby increasing their resistance to degradation within the

body.

It concludes by outlining potential solutions to the primary

problems with nanocarrier-mediated cancer therapy. (i) On the one

hand, there is the issue of immune activation caused by both vi-

ral and non-viral vectors; (ii) On the other hand, there are con-

cerns about toxicity and long-term side effects; (iii) NP instability

leads to degradation, aggregation, or poor scalability; (iv) Precise

targeting and optimization are difficult to achieve; and (v) con-

cerns about drug delivery are highlighted on the left side. Finally, a

promising direction is emerging in the research and development

of extracellular vesicles for targeted drug delivery. Medicinal com-

pounds can be delivered more efficiently and with reduced toxicity

when these naturally occurring structures are engineered, leading

to improved patient outcomes (Fig. 6).

7. Clinical applications and translational therapeutic strategies

Numerous clinical trials are currently investigating the possi-

bilities of gene editing and smart NPs. Gene therapy heavily uti-
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Fig. 6. Challenges and potential solutions related to nanocarrier-based cancer treat-

ments include methods for avoiding immune activation, unstable delivery, compli-

cated targeting, and long-term toxicity. Polymeric and stimuli-responsive NPs, opti-

mization using AI, CRISPR integration, and biodegradable carriers are some of the

approaches that improve therapeutic efficacy, precision, and safety.

lizes gene editing technologies, such as ZFN, TALEN, and CRISPR,

according to a comprehensive analysis of clinical studies. Sev-

eral protocols have demonstrated both safety and therapeutic ef-

ficacy, and over 30 genome editing therapy research studies are

active as of November 2022 [168–170]. Clinical experiments using

CRISPR/Cas9 technology have demonstrated remarkable advance-

ments, particularly in the treatment of genetic diseases, including

SCD and transfusion-dependent beta-thalassemia (TDT) [171]. The

first proof of concept for ex vivo gene-edited cell treatments was

demonstrated using ZFN to target the CCR5 gene in autologous

CD4+ T cells, resulting in populations of human immunodeficiency

virus (HIV) -resistant cells that could be reinfused. Later develop-

ments with TALENs and CRISPR have broadened the editing hori-

zons, with therapeutic uses in immuno-oncology and haematolog-

ical diseases being more often documented. Allogeneic, commer-

cially available platforms are now the focus of research into mul-

tiplex editing methods [172]. Improved adoptive cell treatment for

cancer has been made possible by ex vivo editing of T cells, T-cell

receptor T-cell therapy (TCR-T), and chimeric antigen receptor T-

cell therapy (CAR-T). Consequently, this has enabled the production

of universal allogeneic CAR-T cells and the elimination of check-

point inhibitors. The use of editing has expanded beyond cancer

to other fields, such as cervical carcinoma, HIV (to create immune

cells resistant to the virus), and foetal haemoglobin in SCD and

β-thalassemia (by reprogramming hematopoietic stem cells). Ad-

ditional uses of in vivo techniques include ocular gene repair in

Leber’s congenital amaurosis and AAV-mediated liver-targeted edit-

ing for systemic protein synthesis. Clinical translation relies on

thorough safety evaluations and education of stakeholders; how-

ever, these trials demonstrate that gene editing has great thera-

peutic potential [173]. Clinical trial recruiting is one area where AI

is having a noticeable effect on the healthcare industry. AI may au-

tomate the process of participant identification in cancer trials by

connecting with electronic health records (EHRs) and applying ma-

chine learning algorithms. It would improve the trials’ speed, ac-

curacy, and efficiency. Encryption and differential privacy can help

enhance data privacy and security, while standardized EHR formats

can address the issue of interoperability [174].

Combining gene therapy with nanophotonic technology has led

to significant therapeutic advances in cancer treatment. Versatile

platforms that overcome the limits of conventional cancer treat-

ments are multifunctional NPs, which enhance diagnostic accu-

racy and enable more tailored therapy methods with decreased

systemic toxicity. When used as contrast agents in magnetic res-

onance imaging (MRI), optical imaging (OI), and photoacoustic

imaging (PI), these nanocarriers enhance diagnostic accuracy and

enable more effective monitoring of therapy responses. Their abil-

ity to accumulate preferentially within tumor tissues via passive or

active targeting mechanisms is a major advantage, as it increases

the local concentration of the medication and prevents the early

destruction of encapsulated therapies. In addition, chemo-PT and

other combination techniques utilize synergistic effects to increase

treatment efficacy by delivering multiple therapeutic agents simul-

taneously using nanocarriers [175–178].

The CRISPR/Cas system is a highly adaptable and accurate gene-

editing technique that has recently been developed for use in

bioimaging, diagnostics, and medicines. A detailed investigation

was conducted on its background, principles of design, and meth-

ods of distribution, with a focus on vectors derived from DNA

nanomaterials [179]. Delivery and spatiotemporal control are two

challenges that limit the potential of CRISPR-therapeutic Cas9. To

facilitate the targeted delivery of CRISPR/Cas9 and on-demand re-

lease, a tailored nanocapsule containing upconversion DNA was de-

veloped using near-infrared (NIR) light. The system’s ability to in-

hibit tumor growth in both laboratory and living organism set-

tings suggests it may be useful for deep-tissue treatments and

remote-controlled gene editing [180]. Displacement of strings, as in

DNA circuits, possesses great potential for molecular computation;

nonetheless, it encounters difficulties related to complexity and

contamination. Amplification and decision-making capacities are

improved, contamination hazards are reduced, and design is sim-

plified with CRISPR-Cas-based DNA circuits. CRISPR-Cas functional

circuits can be built more efficiently and flexible by focusing on

current tactics, constraints, and future possibilities [181]. Endocrine

therapy is the main method of treatment for oestrogen receptor

(ER)-positive breast cancer, which is the most prevalent subtype.

To combat resistance and maximize effectiveness, new studies em-

phasize combination medicines that target ER in conjunction with

pathways, including cyclin-dependent kinases 4/6, phosphatidyli-

nositol 3-kinase, and Histone Deacetylase. Additionally, the study

examines inhibitor structures, explores structure-activity relation-

ships, and offers suggestions for future research into more effec-

tive treatment methods [182]. Nanozymes based on metal-organic

frameworks (MOFs) integrate inorganic nanomaterials with biolog-

ical systems, exhibiting a wide range of catalytic activities compa-

rable to those of natural enzymes. As a result of heat, light, and

ultrasound stimulation, various MOFs can adjust their activity. Due

to their multifunctional enzyme-like properties and the challenges

in preparing and functionalizing them, these MOFs hold significant

promise for use in biological applications [183].

Integration of nanophotonic and nanomaterial-based strategies

into gene therapy offers a promising approach to advance cancer

treatment by enhancing precision, efficacy, and safety of oncology

therapies. Preclinical studies indicate that NPs can act as radiosen-

sitizers, systemically targeting tumor cells to boost the effects of

X-ray radiotherapy against cancer cell lines [184]. Encapsulating ra-

dioactive molecules within a nanocrystalline matrix controls bio-

hazards for healthy cells, thereby improving radiotherapy safety

[184]. NPs also protect genome editing tools like CRISPR/Cas sys-
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tems from degradation and promote their transport across cellular

barriers, which is critical for high editing efficiency while reduc-

ing off-target effects and immune responses [185–187]. The mul-

tifunctionality of nanocarriers enables combination of therapeutic

modalities, such as PTT and PDT, which further enhance treatment

outcomes [188,189]. Continued exploration of these nanomaterial-

based strategies in gene therapy promises to significantly improve

cancer treatment paradigms.

Despite promising results in NP-based gene therapies, consid-

erable hurdles persist in translating these innovations from labo-

ratory research to clinical application. Limited targeting accuracy

remains a major challenge, with studies reporting that only about

0.7 % of administered NPs reach tumor sites [190]. Low accumu-

lation emphasizes the need for more effective targeting strategies

to ensure therapeutic efficacy. Engineered living materials such as

modified bacteria or cells are being explored as alternatives to

conventional NPs because they can attach more effectively to tu-

mor sites [191,192]. Engineered bacteria, for example, demonstrate

the ability to migrate into the tumor environment, thereby im-

proving therapy outcomes [192]. Parallel efforts focus on inorganic

NPs, particularly IONPs, which offer magnetic properties and im-

proved biocompatibility. IONPs are being investigated for applica-

tions ranging from treating iron deficiency anemia to cancer diag-

nosis and therapy, with their capacity to induce pro-inflammatory

macrophage polarization in tumor tissues highlighting their ther-

apeutic potential [193,194]. Combining engineered living materi-

als with advanced inorganic NPs represents a versatile approach

to overcoming the challenges associated with NP-based gene ther-

apies.

The path to clinical application of NP-based gene therapies de-

mands rigorous evaluation through clinical trials. Despite promis-

ing efficacy in preclinical models, translation into clinical success

remains limited, largely due to challenges in ensuring consistent

manufacturing practices that maintain quality and safety [195,196].

Long-term biocompatibility is critical, as potential toxicity and ad-

verse cellular reactions must be thoroughly addressed [197,198].

Complex regulatory frameworks further complicate the process,

necessitating standardized protocols for NP characterization, safety

evaluation, and efficacy assessment [199,200]. Collaboration among

researchers, clinicians, and regulators is essential to develop guide-

lines that can streamline approval of these novel therapies. Ad-

vances in biodegradable and biocompatible nanomaterials such as

those based on black phosphorus or mesoporous silicon promise to

overcome these challenges by enhancing safety profiles and ther-

apeutic efficacy [198,201]. Improving targeting methods, delivery

systems, and our knowledge of NP tumor interactions are crucial

for the future of nanophotonic and nanomaterial-based gene ther-

apy for cancer. To conquer existing obstacles and fully realize the

potential of these novel cancer treatments, interdisciplinary collab-

oration is necessary that combines nanotechnology, molecular bi-

ology, and clinical oncology.

8. Conclusion and outlook

Advances in gene therapy, such as CRISPR-Cas9, as well as

integrated nanophotonic and nanomaterial-based methods, have

the potential to transform precision oncology. Nanocarrier systems

containing lipid, gold, and PNPs enable highly focused gene deliv-

ery, enhance biocompatibility, and reduce off-target effects com-

pared to traditional approaches. In addition to improving molec-

ular imaging and biomarker identification, nanophotonics now al-

lows for early cancer diagnosis and real-time monitoring of ther-

apy effectiveness. AI enhances the platform by optimizing nanocar-

rier design, predicting biodistribution, and customizing person-

alized treatment regimens based on multi-omics data, resulting

in a coherent platform for targeted therapy, early diagnosis, and

continuous monitoring. Despite these advancements, obstacles re-

main, such as vector immunogenicity, tumor penetration limita-

tions, and NP manufacturing scalability. Future research should fo-

cus on enhancing nanocarrier stability and tumor penetration, de-

veloping multimodal theranostic systems that integrate diagnostic

and therapeutic functions, investigating clinical translational path-

ways through phase studies of CRISPR-based nanocutters, and in-

tegrating multimodal diagnosis and treatment strategies for more

precise interventions. AI-driven personalization can accelerate the

implementation of scalable, patient-specific medicines while also

optimizing clinical decision-making. Collaboration across clinical

oncology, materials science, and molecular biology will be crucial

for translating these findings into reality, ultimately enhancing pre-

cision medicine and improving patient outcomes through person-

alized, less invasive cancer therapies.
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