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Smart Contract Vulnerability Detection Based on Expert Pattern and
Explainable Machine Learning

TAN Cong, LI Biao, LI Wenmin, QIN Sujuan, GAO Fei

(School of Cyberspace Security, Beijing University of Posts and Telecommunications, Beijing 100876, China)

Abstract; A smart contract is a piece of computer program that runs on the blockchain, which has the
characteristics of automatic execution, non-tampering, and publicity. Smart contracts control the flow of
large amounts of high-value data, and attackers can exploit vulnerabilities in smart contracts to steal funds
or resources. Existing detection methods, such as symbol execution, have problems such as path
explosion and high false positive rate, while machine learning methods are black-box and uninterpretable.
In order to solve the above problems, an expert mode based on expert mode and explainable machine
learning was proposed to detect vulnerabilities in smart contract code, an expert mode for vulnerabilities
was designed, and shapley additive explanations (SHAP) was used to explain the weights of multiple
features, and the average detection accuracy of four vulnerabilities (re-entrancy vulnerability, timestamp
vulnerability, integer overflow vulnerability, and permission control vulnerability ) reached 90.36% ,
which achieved better detection results compared with classic tools such as Oyente and Mythril.
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